22 March 2023

Ref: OIA-2022/23-0619
Dear

Official Information Act request for a copy of unmarked PowerPoint - Draft
communications approach for managing COVID-19 disinformation, online harms and
scams

Thank you for your Official Information Act 1982 (the Act) request transferred from the
Ministry of Health to the Department of the Prime Minister and Cabinet (DPMC) on 28
February 2023. You requested:

Can | please have a clean electronic copy of the original of Document 1. | assume this
will be a PowerPoint presentation. | don’t want the PDF version... but a copy of the
original without added watermarks such as ‘released under the official information act.’

Can | also have copies of all inputs into the production of document 1, including emails
between staff and with advisers, as well as copies of the various iterations of the
document.””

In regard to the first part of your request for the original version of Document 1
Communications Approach for Managing COVID-19 disinformation, Online Harms and
Scams provided to you by the Ministry of Health, the Department of the Prime Minister and
Cabinet (DPMC) is unable to provide a version with no watermarks as the watermark is an
essential part of the Official Information Act process that identifies that a document or
information has been released through the appropriate official channels. However, for ease
of readability the watermark has been moved to the bottom of the page and is reattached for
you.

In regard to part two of your request for inputs into production of Document 1, the DPMC has
undertaken searches within its document management systems and has identified two draft
versions of the Communications Approach for Managing COVID-19 disinformation, Online
Harms and Scams dated June 2021 and February 2022. These documents are released to
you in full, beyond this no further information has been identified as within scope of your
request.

For more information on misinformation, scams and online harm relating to COVID-19 can be
found on the Unite Against COVID-19 webpage which can be accessed using the following
link:

https://covid19.govt.nz/prepare-and-stay-safe/misinformation-scams-and-online-harm/

You have the right to ask the Ombudsman to investigate and review my decision under
section 28(3) of the Act.

Executive Wing, Parliament Buildings, Wellington, New Zealand 6011
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This response may be published on the Department of the Prime Minister and Cabinet’'s
website during our regular publication cycle. Typically, information is released monthly, or as
otherwise determined. Your personal information including name and contact details will be
removed for publication.

Yours sincerely

Clare Ward
Executive Director
Strategy, Governance and Engagement
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False information landscape in Aotearoa New Zealand

The current narratives of COVID-19 misinformation and disinformation in Aotearoa New Zealand
are mostly related to vaccines though there is continued activity questioning the government
response to COVID-19.

Many of these narratives are woven into larger themes centred around mistrust of government,
elites, or international businesses, (often referred to as conspiracy theories); or concerns about
side effects, medical safety, and long-term effects of the vaccine.

False information can be spread through a range of different channels, including social media,
traditional media (television, radio and print), pamphlets, posters and letterbox drops as well as
through word of mouth. Social media platforms (e.g. Facebook and YouTube) are the most
common means of disseminating vaccine misinformation and disinformation in Aotearoa New
Zealand. However, a platform with the most message numbers may not be the most trusted,
believed or influential with a targeted audience.

False information is a direct threat to a successful public health response — particularly in context
of the vaccine rollout — this is being addressed proactively to ensure that everyone has access to
reliable information and is able to discern between reliable and unreliable information.
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Insights and research

Our communication planning considers insights and research from the following sources to
determine existing and emerging false information narratives:

Research commissioned to understand public awareness and perceptions of vaccine to
include misinformation specific questions

* Regular monitoring of our Unite Against COVID-19 and Ministry of Health social media
channels

* Behavioural insights research

* Working with engagement leads within government agencies and the health sector to ensure
feedback is provided from communities and groups on areas of concern

* Regular updates from international partners on their initiatives and emerging narratives

* Updates from research commissioned by government agencies that may be of significance to
the COVID-19 response

* Research provided by academic organisations such as Te Plinaha Matatini
* Public reporting of potential false or misleading information via CERT NZ

* Media reporting in New Zealand and overseas
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Social media approach to ensure reliable information is readily available

* We publish accurate, timely, reliable content consistently to ensure our community knows that
we are a place to go for correct information.

* We regularly advise on how to look out for accurate information, with reminders in our
content.

* We don't name or repeat known misinformation but instead provide the correct information.
* Robust community guidelines in place and made available

* Provide support to government agencies supporting COVID-19 response to facilitate training
and best practise

* When we identify emerging false information themes we escalate them for further review



Ministry of Health COVID-19 Vaccine and Immunisations Disinformation Response
Team

The Ministry of Health will lead in the establishment of a team to carry out the following tasks:

* Receive reporting, monitor and develop insights on evolving disinformation incidents and
narratives

* Build a database for reporting misinformation in Aotearoa and track emerging global narratives
that may mislead New Zealanders

 Carry out risk and impact analysis of the disinformation

 Support the delivery of tactical communications to counter or respond to disinformation and
ensure that reliable information is prevalent to all New Zealanders - this might include
geolocated communications campaigns (to town level) responding to misinformation hotspots,
utilisation of digital marketing techniques to push appropriate information to identifiably
vaccine hesitant people, publicly calling out prominent items of misinformation
Note - standard operating procedures will be developed to guide this activity

* Act on disinformation through levers of government such as reporting illegal activity to Police,
regulatory bodies, DIA etc

 Track outcomes
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Guidance for government officials talking about false information
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Ensure transparency and freedom of expression are at the forefront of communications
regarding our response to false information.

When talking about false information, where possible the organisation/person who has
initiated the information should not be promoted and the false information not reinforced.

Scientific facts won't counter value-laden false information. Instead, bring common good
values, necessary to collective public health action, into a story designed to counter
misinformation.

Acknowledge the challenge of countering false information and in particular the complexity of
the disinformation landscape but connect this to concepts that the general public can relate to.

Prepare the public that false information will be widely circulated as the COVID-19 response
continues but we can all help to reduce the impact.

Acknowledge that while many of us will have shared false information at some stage without
realising, sharing incorrect information put the health response at risk.



COVID-19 false and misleading information- public communication messages
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People should only go to reliable sources for their information.
Everyone has a responsibility to prevent false and misleading information.

There are a number of potentially harmful effects from the spread of misleading or inaccurate
information.

These harms include a threat to public safety, incitement of criminal or violent
extremist activity, breakdown of social cohesion, and reduction of democracy.

We need a whole of society approach to build awareness about false information and
strengthen resilience to it.

It shouldn’t be just a government voice involved in the discussion but also up to
media/academia to encourage people to get information from reliable sources.

A whole of society approach means government, civil society, tech companies, media,
academia, business and the public all have a role to play, from education, to communication,
to public safety.

The best sources of accurate and reliable COVID-19 information are The Ministry of Health,
Unite Against COVID-19 and trusted sources like your DHB or health provider.

If you see something about COVID-19 or the vaccine that doesn’t seem right, if it's on social
media report it to the platform - anything else or call 0800 2378 69.



COVID 19 scams - public communication messages

Scammers look for ways to trick people into sharing their personal or financial details, especially
via phone and email. Here’s what you should know about the COVID-19 vaccine:
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You will never be asked to pay for the vaccine or pay to secure your place in the queue.

Official information about the vaccine will come from a trusted provider of health content,
such as the Ministry of Health, Unite Against COVID-19 or your District Health Board or health
provider.

A health worker will never come to your home to give you the vaccine, unless arranged with
you beforehand.

You will never be asked for personal information via text or email. If you see, it report it to
CERT NZ and don't reply to the message.

If you receive an email, phone call or SMS asking for financial details in regards to the vaccine it
will be a scam. Report it to CERT NZ immediately.

If you see something about the vaccine that doesn’t seem right, report it to CERT NZ at

or
call 0800 2378 69.
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