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Portfolio

Purpose

Previous

Consideration

Summary

14174301

Prime Minister

This paper seeks agreement to a reviewofpolicy and legislation relating to the

core New Zealand Intelligence Community (the NZIC).

None.

The core NZIC comprises three key agencies together with the Intelligence

Coordination Group (ICG) in the Department of the Prime Minister and Cabinet

(DPMC). The agencies are the:

e@ NewZealand Security Intelligence Service (NZSIS);

e® Government Communications Security Bureau (GCSB); and

e National Assessments Bureau in DPMC.

‘The NZIC has been the subject of reviews relating to priorities for the NZIC,

and NZIC governance and management arrangements. Significant progress has

been made in NZIC integration. However, the functions and powers of the

NZIC agencies were out of scope of the reviews.

The paper proposes a single review ofNZIC policy and legislation, which will

include:

© completing NZSIS’ current reviewof the New Zealand Security Intelligence

Service Act 1969;

e roviewing the Government Communications Security Bureau Act 2003

includingits objectives, functions and powers of the GCSB, and the current

wording of section 14 prohibiting the interception of communications of

NewZealand citizens and permanent residents;

® considering changes to the NZSIS and GCSB Actsto address the changing

cyber environment; ,

e considering whetherthe Intelligence and Security Committee Act 1996 and

the Inspector-General ofIntelligence and Security Act 1996 cantinue to be

fit for purpose;

e focusing on the relationship betweenthe GCSB and other agencies and

making recommendations to provide clarity about whocan work wilh

whom, on what;
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Regulatory
Impact Analysis

Baseline

Implications

Legislative
Implications

Timing Issues

Announcement

Consultation

abla) DES (12) 4°

e recommending any legislative changesto facilitate the NZIC’s shared

administrative services and enable greater collaboration.

The review will be carried out by DPMC(the ICG and the National Cyber

Policy Office), GCSB and NZSIS,and overseenbya Steering Committee

comprising the: Chief Executive, DPMC;the Director, GCSB, the Director,

NZSIS; the Director, ICG; and an Associate Director, GCSB.

Policy proposals will be considered by the Officials Committee on Domestic

and External Security Coordination in close consultation with the Treasury and

the State Services Commission. A numberof other governmentagencies will

be consulted, and the review will take into accountrelated policy work in other

portfolios.

A Regulatory Impact Statementis not required as the paper does not seek

decisions on policy options.

The cost of the review will be met from the baselines of DPMC, GCSB,and

NZSIS.

AnomnibusIntelligence and Security Bill will contain any required

amendments to NZIC legislation.

The Prime Ministerwill give consideration how best to manage the

parliamentary stages of the amendinglegislation, including the role of the

Intelligence and Security Committee.

A timetable for the review and enactment of amending legislation is set out on

page 7.

None.

Paper prepared by DPMCin consultation with the NZSIS and the GCSB.

Treasury and SSC were informed.

The Prime Minister indicates that discussion is not required with the

government caucusor with other parties represented in Parliament.

 

The Prime Minister recommendsthat the Committee:

| note that the core New Zealand Intelligence Comnmnity comprises the New Zealand

Security Intelligence Service, the Government Communications Security Bureau, and the

National Assessments Bureau, supported by the Intelligence Coordination Group,

2 agree that a review of policy and legislation relating to the core NewZealand Intelligence

Community be undertaken;

3 agree that the review of the policy and legislation will include:

3.) the existing review of the New Zealand Sccurity Intelligence Service Act 1969,

32 areview of the Government Communications Security Bureau Act 2003;

3.3 a reviewof the functions and powers needed to address cyber security, cyber effects,

critical infrastructure protection and other related capabilities;
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a reviewof external oversight mechanisms, in particular a reviewoftheIntelligence

and Security Committee Act 1996 and the hnpector-General of Intelligence and

security Aci 1996;

a review ofthe ability ofintelligence agencies to collaborate and cooperate with
other agencies under existing legis ation:

an assessment of anylegislative changes required to facilitate the commiment to

“one community, many agencies”:

thai the review willbe undertaken by the Department of the Prime Minisierand
et, the New Zealand Security Intelligence Service and the Government

Communications Securmty Bureau, and be funded from within their baselines:

 4 note a bid will be preatred ror 2013 Legis‘vonProgramme for an intelligence and
elbil with a category 2 priorityyy (must be passed in 2014):

6 note thal consideration will be given to the appropriate form of parliamentary consideration

of the bill.

Gerrard Carlet

Committee Secretary

Distribution:

Cabinet Committee on Domestic and Pstermel Security Co-ordination

Ofiice of the Pri

Chief Fyeculive.

me«Minister

PMC

Director, Security and Risk, DPMC

Director, intelligence Coordination Group, DPMC

Director, National Assessments Bureau, PMC

Director, NIZSIE

Director, GCSB

Seeretary fo the ‘Treasury

Secretary of Foreign Affairs and ‘Trade

Site Services Comniussioner
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Office of the Prime Minister

Cabinet Domestic and External Security Committee

NEW ZEALANDINTELLIGENCE COMMUNITY POLICY AND LEGISLATION REVIEW

Proposal

1. The purpose of this paper is to seek agreement on a review of policy and legislation

relating to the core New Zealand Intelligence Community.

Executive Summary

2. The core New Zealand Intelligence Community (NZIC) comprises three key agencies

together with the Intelligence Coordination Group (ICG), which is located in the

Departmentof Prime Minister and Cabinet (DPMC):

a, the New Zealand Security Intelligence Service (NZSIS);

b. the Government Communications Security Bureau (GCSB); and

c. the National Assessments Bureau (NAB), whichis located in DPMC.

The NZIC has been the subject of internally and externally led reviews relating to

priorities for the NZIC, and NZIC governance and management arrangements. These

reviews have been considered by Cabinet and their recommendations have largely been

implemented. Significant progress has been made onintegration of the NZIC, and the

bannerof “one community, many agencies” has been adopted.

G
2

4, Integration is important not simply for cost and efficiency reasons but more importantly

because given the range and complexity of national security challenges, a small

intelligence communily needs to be as integrated as possible to meet them. A review of

existing administrative legislative provisions may offer opportunities to support the

commitmentto “one community, many agencies”.

o
r The functions and powers of the NZIC agencies, however, were out of scope of the

recently completed reviews. The NZSIS has been considering its role and functions and

how they should be updated to reflect contemporary threats to national security and

ways of mitigating the risks these threats pose, and their policy and legislative work is

well advanced,

6. The GCSB has been considering potential areas of future need, particularly in the area

of cyber security and related matters. However, policy or legislative work has yet to be

undertaken to determine whether any amendments are required to their legislation. In

addition, recent events have given rise to concerns about GCSB’s compliance with

legislation and operational processes. The Secretary of the Cabinet was seconded to

conduct a compliance review, which may identify other areas for policy work and

possible legislative amendment. One area of focus may be how GCSB supports and

cooperates with other government agencies,
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7. The current work being undertaken by the NZIC regarding functions and powers raises

the question of whether the external oversight mechanisms(the Intelligence and Security

Committee, the Inspector-Generalof Intelligence and Security and the Commissionerof

Security Warrants) will be fit for purpose in light of any changesto functions and powers.

8. While separate work is underway on some of these issues (integration, functions and

powers) and in the case of the NZSIS is well advanced, given the relationship between

the issues | propose to bring them together in a single NZIC policy and legislation review.

The review will be carried out by DPMC, NZSIS and GCSB, and be funded from within

their baselines. The review will be overseen by a Steering Committee chaired by the

Chief Executive of DPMC.,

9. Any changeto legislation arising from the review will be progressed through an omnibus

“Intelligence and Security Bill’, with the aim of enacting it before the end of 2013. A bid

for sucha bill will be made for the 2013 Legislation Programme.

10. Any bill relating to the GCSB or NZSIS would normally be referred to the Intelligence and

Security Committee. While that process has generally worked well | will be considering

whether any alternative approaches might provide a better forum for the bill. A key

consideration will be the ability to manage sensitive information that may need to be put

before the committee to explain the provisionsin the bill.

Background

11. The legislative framework for the NZIC is contained in four pieces of legislation:

*« Government Communications Security Bureau Act 2003 (GCSBAct),

« Inspector-GeneralofIntelligence and Security Act 1996 (IGIS Act),

« Intelligence and Security Committee Act 1996 (ISC Act),

e° New Zealand Security intelligence Service Act 1969 (NZSIS Act).

12.[Not in Scope]

1

|. | , No substantive
changes have been made to the GCSB Act and the two oversight Acts.

13. Over the last few years the NZIC has also been the subject of internally and externally

led reviews, and making operational changes io implement the outcomes of those

reviews that have beenfinalised. This work, which is set out in brief below, provides the

background and drivers for the proposed NZIC policy and legislation review.

Governance and management of the NZIC

14. In June 2009 Cabinet initiated a review of the intelligence agencies, which was

conducted by Simon Murdoch on behalf of the State Services Commissioner (Murdoch

review). The review did not identify performance failure at an agency or systemlevel,

but proposed a range of adjustments to support the New Zealand intelligence

community.

sa) 2
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15.

16.

17.

18.

The outcome of the Murdoch review was considered by Cabinet in February 2010, and

Cabinet agreed to a numberof proposals to strengthen governance, management and

co-ordination arrangements in the intelligence community [DES Min (10) 1/1].

Those proposals have largely been implemented. The agencies have come together in

a practical sense with the co-location in Pipitea House. The ICG has beenestablished

and joint NZIC planning and accountability documents (Statement of Intent and Four

Year Budget Plans) have been prepared.

The NZIC has adopted a banner of “One Community, Many Agencies” to encapsulate

the commitment to greater integration, and to meet broader government objectives

relating to Better Public Services, value for money and moving to shared back office

functions.

The objectives, functions, and powers of the NZSIS and GCSB were out of the scope of

the Murdochreview,

Priorities for the New ZealandIntelligence Community

19.

20.

The report by Michael Wintringham “A National Security and Intelligence Framework for

New Zealand” (September 2009) considered the NZIC's role in supporting a national

security system. It provides a much more systematic framework for examining national

security risks and prioritising work to mitigate them, including the NZIC's roles of watch

and warn, reducing vulnerability and developing counter measures.

A set of national assessments were commissioned from the NAB-led National

Assessments Committee, covering issues identified by Michael Wintringham as the key

potential threats to national security and other broad issues impacting New Zealand’s

foreign policy. These proposed a set of overall priorities for the NZIC, which were

subsequently endorsed by Cabinet in July 2012 [DES Min (12) 2/1]. They under pin the

NZIC’s activities in 2012 — 2016, shape decision making on resourcing and form the

basis for mitigating those national security risks to New Zealand that can be informed by

intelligence sources. The priorities agreed by Cabinet are set out in the table below.

 

Summaryof Priorities for the New Zealand Intelligence Community

Priority Topic

High e Intelligence support for deployed defence and law enforcement
personnel

e Cyberthreats to New Zealand

 

 

 
  

 

e Espionage threat to New Zealand

e Selective economic Issues

e New Zealand’s maritine domain

e Transnational organised crime threat to New Zealand   
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Medium je Terrorism threat to New Zealand

    
e Threat to New Zealand interests from proliferation of WMD

Low e Threat to New Zealand from deliberate use of biological agents and
pests

 

» Threat to New Zealand of sabotage and subversion    
[Not in Scope]

  

   

 

GCSB compliance review and GCSBfuture needs and capabilities

23. GSCB has yet to undertake any detailed policy work on its future needs or capabilities.

Work has been carried out on identifying potential areas of future need, particularly

related to cyber security, but further consideration on how that relates to the role and

functions of GCSBasset out in statute needs to be assessed.

24. In addition recent events (the Dotcom case) have given rise to concerns about GCSB’s

compliance with legislation and operational requirements. This has had a negative

impact on public trust and confidence in the GCSB.

25, The Secretary of the Cabinet has been seconded to the GCSB to lead a compliance

review, The purpose of the review is to provide assurance to the GCSB Directorthat the

Bureau's activities are undertaken within its powers, and that adequate assurance and

safeguards are in place.
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Comment

Impetus for the NZIC policy and legislation review

26. The drivers of change in the background section above, can be summarised under four

broad headings:

Compliance, safeguards and internal oversight

Future capabilities, functions and powers

Effectiveness of existing functions and powers

“One community” and greater integration

°
°

e

27, While there has been work undertaken on some of these matters, there are overlaps and

connections that need to be addressed. For example, if new or more effective functions

and powers are to be granted they will need to be supported by an adequate systemof

compliance, safeguards and internal oversight mechanisms.

28. The extemal oversight mechanisms, which cover both NZSIS and GCSB, have not been

reviewed recently. In light of recent events relating to GCSB and in the context of

considering the effectiveness of current functions and new functions | believe it is

important to test whether the ISC Act and IGIS Act continue to be fit for purpose.

29. Consequently, given the relationship between all of these issues, | propose that they

should be considered together in a single NZIC policy and legislation review. This will

build on the Murdoch review which did not have in scope the issue of function and

powers.

Scope of the review

30. The review will address the following matters:

 

| Subject | Description |

        

  

  

 

  The Act review will include the objectives,
functions and powers of the GCSB, and the current

wording of s14 of the GCSB Act (which prohibits the

interception of communications of New Zealand citizens

and permanentresidents),

Act review

The findings of the compliance review, legal issues and

other operational requirements will be taken into account.

It will also consider the relationship to the
recommendations of the NZSIS Act review.
  
Cyber security, cyber effects A numberof issues have been raised in relation to the|
and other related changing cyber environment, both in terms of intelligence

capabilities activities, information assurance, “effects”, cyber security

andcritical infrastructure protection. Providing services to     
rae
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Manner of conducting the review

$6(a)

 

the private sector and charging forprotection servicesare
also policy issues,

The review will make recommendations on what changes

need to be made to the GCSB and NZSIS Acts to

address these emerging issues.
 

External oversight

mechanisms

 

Cooperation and

collaboration

The ISC and IGIS Acts will be reviewed to consider

whether they continue to be fit for purpose, or whether

improvements could be made. It will also involve

consideration of the role of the extemal oversight bodies

in relation to internal oversight policies and processes.  
[Not in Scope]

The review will focus on the relationship between the |

GCSB and other agencies (both domestic and

international), and make recommendations to provide

clarity about who can work with whom, on what. It will

take into account the NZSIS Act review conclusions.
  “One Community, Many

Agencies”  The NZIC has decided to establish shared administrative
services, and enable greater collaboration. The review

will make recommendations for any legislative change

requiredto facilitate this approach.

31. The review will be carried out by DPMC (ICG and the National Cyber Policy Office),
GCSB and NZSIS. The review will be overseen by a Steering Committee with the

33,

34,

following members:

@ Chief Executive of DPMC(chair)

« Director, GCSB

e Director, NZSIS

e Director, ICG

e Associate Director, GCSB/ Compliance reviewer.

. Policy proposals will be considered by the Officials Committee or: Domestic and External
Security Coordination (ODESC) and made in close consultation with central agencies

(Treasury and State Services Commission).

Consultation with government agencies and key stakeholders will be important,

particularly in relation to the issues of agency support and cooperation, external
oversight and cyber related matters.

Government agencies that will be consulted include the Ministry of Foreign Affairs and
Trade, Ministry of Defence, New Zealand Defence Force, New Zealand Police, New
Zealand Customs Service, Immigration New Zealand (MBIE), The Treasury, State
Services Commission, and Ministry of Justice.
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35. Other stakeholders that may need to be approached during the review include the

Commissioner of Security Warrants, the Inspector-General of Intelligence and Security,

the Privacy Commissioner, Chief Ombudsman, and Chief Human Rights Commissioner.

36. The review will also take into account related policy work in other portfolios, in particular

the review of the Privacy Act 1993 and the review of the Telecommunications

(Interception Capability) Act 2004.

Timeframes

37. To allow the NZIC to meet the priorities set by Cabinet, and align with the Budget cycle,

enactment should occur by the end of 2013, Based on that end date the following

timetable is proposed:
 

 

 

 

  

Milestone Date

Cabinet policy approvals By 30 April 2013

Introduction of amending legislation and first reading By 30 June 2013

Report back by committee to House By 31 October 2013

Final parliamentary stages November ~ December 2013 
 

38. This is a demanding timetable and will require the NZIC to prioritise its resources, and
House time to be available at the relevant time.

Consultation

39. This paper was prepared by DPMCin consultation with NZSIS and GCSB.

40. The Treasury and the State Services Commission were informed,

Financial Implications

41, There are no financial implications arising from this paper. The cost of the review will be

met from the baselines of DPMC, GCSB and NZSIS.

HumanRights

42. There are no human rights issues arising from this paper. Hurnan rights and privacy

considerations will be taken into account during the review.

Legislative Implications

43. There are no legislative Implications arising from this paper, however the review will

result In recommendationsfor legislative change.

44, There are three broad approachesto recommendationsfor legisiative change.

a. Do nothing legislatively and focus on operational changes.
b. Make amendments to the existing Acts.

c. Repeal and replace the existing the Acts with a new legislative framework.
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46,

47

48,

Ag.

50,

s6(a)

Doing nothing is not tenable given the drivers for change. The repeal and replace option

raises a numberof challenges, both in terms of the time required to complete the policy

and drafting process, and the time it would take to take such a comprehensive bill

through the parliamentary process. The needs of the NZIC are more immediate.

Consequently | have instructed officials to proceed on the basis of implementing the

outcome of the review through amendmentsto the existing Acts.

| propose to introduce an omnibus “Intelligence and Security Bill", which will contain ail

agreed amendments to the Acts requiring change. A bid will be prepared for the 2013

Legislation Programme, seeking a category 2 priority (must be passed in 2013). The

final size and scale of the bill will depend on the recommendations of the review.

Select committee consideration

. The ISC Act establishes the Intelligence and Security Committee (ISC). The ISC is a

statutory committee, not a select committee established by the House. One of its core

functions is to consider any bill or other matter relating to the NZSIS and GCSB that is

referred to it by the House.

The membership of the ISC consists of the Prime Minister, Leader of the Opposition, two

members of Parliament nominated by the Prime Minister (Hon John Banks and Hon

Peter Dunne) and one member nominated by the Leader of the Opposition (Dr Russel

Norman). The membership of the nominated members must be endorsed by the House.

Members are senior Members of their respective Parties and have an understanding of

the role and functions of the Intelligence Community.

The Act establishing the ISC sets out a framework which enables sensitive information to

be disclosed to the Committee (where appropriate) while protecting classified

information. It includes offences for inappropriate recording and use of information; a

process requiring the relevant Chief Executive to consider whether “sensitive

information” can be released to the !SC; and a qualified powerfor the Prime Minister to

direct disclosure if desirable in the public interest. Proceedings of the ISC are, generally,

to be held in private unless the ISC unanimously resolves to the contrary. The ISC is

also required to have regard to security considerations in any report it makes to the

House,

The normal process for an “Intelligence and Security Bill” would be to referit to the ISC.

The GCSB Act andall legislation amending the NZSIS Act have been considered by the

ISC since it was established. The most significant advantage of this is that sensitive

information explaining the policy decisions underpinning a bill can be put before the ISC

with confidence because of the rules on how information is managed.

. The process generally works well, but there are some practical considerations due to the

requirements in the ISC Act. The ISC involves busy members of Parliament and it can

be difficult to find a common time for them to hear submissions and conduct

deliberations. Unlike select committees, the members cannot be substituted (in orderto

limit the distribution of classified information). The decision in 2011 for the ISC to call for

and hear submissions on the NZSIS Bill in private was also subject to criticism by some

s6(a) , SC
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submitters and ISC members. These practical considerations could be addressed by

careful planning of members’ time and the ISC resolving to adopt select committee

hearing processes as much as possible, which would assist in building trust and

confidence with the public.

.An alternative to the ISC would be to establish an ad hoc select commiites. This would

require a motion with notice to be debated and adopted by the House. The notice of

motion can set out the membership (including who should be the chair, whether

attendance can be delegated to a nominated alternate, and whether it should have a

representative fromall parties represented in the House) and any special powers and

procedures that the select committee is to operate under which could vary Standing

Orders. The main issue to address with this approach is whethersufficient protections

could be placed around sensitive information, in terms of its presentation to the

committee and what happens once the committee has reported to the House.

. This approach would enable the practical considerations to be addressed, and support

actions to build trust and confidence. It may also be appropriate for a committee other

than the ISC to considera bill if it contains changes to the ISC Act. Before considering

such an approach, in the first instance, discussion with the Clerk of the House and

consultation with other parties represented in the House would be required. Careful

consideration would also need to be given to the ability of the NZSIS, in particular, to

provide certain highly classified evidence to an ad hoc committee.

. A furtheralternative would be to amend the ISC Act prior to referring a bill to it to address

the practical considerations around membership (including who should be the chair,

whether attendance can be delegated to a nominated alternate, and whether it should

Nave a representative fromall parties represented in the House). Such an amendment

would either require a very short stand alonebill or inclusion in an existing bill that had

sufficient scope to accommodateIt. The benefit of this approachis that it would maintain

the regimerelating to sensitive information while addressing the practical considerations.

| will be considering how best to manage the parliamentary stages of amending

legislation during the course of the review, taking into account the nature and scope of

the final package of amendments. A final recommendation will be made in the papers
seeking policy decisions.

Regulatory Impact Analysis

56, A Regulatory Impact Statement is not required for this paper as it does not seek

decisions on policy options. Any future papers that make recommendations as a result

of the reviewwill include a regulatory impact analysis.

Publicity

57. | do not plan to make any public announcements about the contentof this paper.
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Recommendations

58, The Prime Minister recommendsthat the Committee:

1.

3.

6.

note that the core New Zealand Intelligence Community comprises the New

Zealand Security Intelligence Service, Government Communications Security

Bureau, and the National Assessment Bureau, supported by the Intelligence

Coordination Group;

agree that a review of policy and legislation relating to the core New Zealand

intelligence Community be undertaken;

agree that the review of policy and legislation will include:

i. the existing review of the New Zealand Security Intelligence Service Act

1969;

ii. a review of the Government Communications Security Bureau Act 2003;

ili. a review of the functions and powers needed to address cyber security,

cyber effects, critical infrastructure protection and other related

capabilities;

iv. a review of external oversight mechanism, in particular a review of the

Intelligence and Security Committee Act 1996 and the Inspector-General

of Intelligence and Security Act 1996;

v. a review of the ability of intelligence agencies to collaborate and

cooperate with other agencies under existing legislation;

vi. an assessment of any legislative changes required to facilitate the

commitment to “one conimunity, many agencies”:

note that the review will be undertaken by the Department of Prime Minister and

Cabinet, the New Zealand Security and Intelligence Service and the Government

Communications Security Bureau, and be funded from within their baselines:

note that a bid will be prepared for the 2013 Legislation Programme for a

Intelligence and Security Bill with a category 2 priority (must be passed in 2013);

note that consideration will be given to the appropriate form of parliamentary

consideration of the Bill.

fr Prime Minister

2Ba182012
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Cabinet Committee on Beea2
Domestic and External :

Copy No: 13

Security

Minute of Decision

 

“This document contains informaltion forththe New Zealand Cabinet. If must be treated in confidence ang
handledin accordance with any security classification, or other endorsement. [he information can only be
released, Including underihe Official Information Act 1982, by persons with the appropriate authority.

   

     

New Zealand Intelligence Community Policy and Legislation Review

Portfolio: Prime Minister

{ On 26 November 2012, the Cabinet Committee on Domestic and External Security (DES):

I notedthat the core New ZealandIntelligence Community comprises the New Zealand
Security Intelligence Service, the Government Communications Security Bureau, andthe
National Assessments Bureau, supported by the Intelligence Coordination Group;

 

 

 

  

 
 

   

 

2 agreedthat a reviewofpolicyand legislation relating to the core NewZealand Intelligence

Community be undertaken:

3 notedthat the review ofthe policy and legislation could include:

30 the existing review ofthe New Zealand Security Intelligence Service Act 1969,

3.2 a review of the Government Communications Security Bureau Act 2003;

3.3 areyiewofthe functions and powers needed to address cybersecurity, cybereffects,

critical infrastructure protection and other related capabilities;

{ 3.4. areview ofexternal oversight mechanisms, in particular areviewofthe Intelligence

and Security Committee Act 1996 and the Inspector-GeneralofIntelligence and

Security Act 1996,

3.5 areviewofthe ability of intelligence agencies (o collaborate and cooperate with

other agencies under existinglegislation,

3.6 an assessmentofanylegislative changes required to facilitate the commitment to

“one community, Many agencies;

4 directed officials to report lo DES on 5 December 2012 with furtheradvice onthe:

4] timeframefor undertaking the review and developing the Bill:

42 potential scope ofthe Bill, including the timing implications of different scope

pons:
  

  

  
 

  

 
 

   

 

1Al]46v1
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DES Min (12) 3/4

  

    

S noted that the review will be undertaken by the Department ofthe Prime Minister and
Cabinet, the New Zealand Security intelligence Service and the Government
Communications Security Bureau, and be funded from within their baselines:

b noted that a bid will be preparedfor the 2013 Legislation Programme for anIntelligence
and Security Bill (the Bill) with a category priority (must be passed in 2013):

7 noted that consideration will be given to the appropriate form of parliamentary
coopsideradan of the Bul.

< eloate

Gerrard Carter

Committee Secretary &

 

3

 

  
   

   
   

    

Present: Officials present from:
Reon John Rey (hain) Oljee of ihe Pame Mi

Hon Gerry Brownle Deparment oC the Vine Minister aad Cabinel

fon Steven Jovee New d Scotty Intell ; :

Vion JudigiCollins Goverment Comununicauvuns Secuney Burcau

Fag hs her Finlayson Crown Law Otiice
bon Anne Talley

Hoo Dy Jonathan Coleman

Hon Amy Adams

  

Distribution:

Cabinet Carnmitice on Domestic and External Security

- Oflee of the Prime Minister
& Chic ive, DPMC

i cariny and Risk; PMC

or, Iilelie@ence Coordinalion Group, DOPAC

sdlianal Assessments Bureau DPM C

Co-ordination  
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Decisions of the

Cabinet Committee on Domestic

and External Security 18 January 2043
 

This document contains information for the New Zealand Cabinet. If must be treated in confidence and

handled in accordance with any security classification, or other endorsement. The information can only be

released, including underthe Official information Act 1962, by persons with the appropriate autharity.

  

 

 

Report of the Cabinet Committee on Domestic and External Security:

period ended 14 December 2012

The Committee met on 26 November2012:

| New ZealandIntelligence Community Policy and Legislation Review Pages 2-3

Portfolio: Prime Minister

Not ih Scope]

 

The Committee met on 11 December 2012:

| New ZealandIntelligence Community Policy and Legislation Review Pages 4-5

Portfolio: Prime Minister

 

Sam Gleisner
for Secretary of the Cabinet

14 760NG
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s6(4a) CAB (13) 7

The Cabinet Committee on Domestic and External Security met
on 26 November2012

 

NewZealand intelligence Community Policy and Legislation Review

Portfolio: Prime Minister

DES Min (12) 3/1, DES (12) 4

The Committee:

-b
.

14) 76oy]

notedthat the core New Zealand Intelligence Community comprises the New Zealand
Security Intelligence Service, the Government Communications Security Bureau, and the
National Assessments Bureau, supported by the Intelligence Coordination Group;

agreedthat a review ofpolicy and legislation relating to the core New Zealand Intelligence
Community be undertaken;

noted that the review of the policy and legislation could include:

3.1 the existing review ofthe New Zealand Security Intelligence Service Act 1969:

3.2 a review ofthe Government Communications Security Bureau Act 2003;

3,3 areview ofthe functions and powers needed to address cybersecurity, cybereffects,
critical infrastructure protection and other related capabilities:

3.4 areview of external oversight mechanisms, in particular a reviewofthe Intelligence
and Security Committee Act 1996 and the Inspector-General ofIntelligence and
Security Act 1996;

3.5 a reviewof the ability ofintelligence agencies to collaborate and cooperate with
other agencies underexisting legislation;

3.6 an assessment of anylegislative changes required to facilitate the commitmentto
“one community, many agencies”;

directed officials to report to DES on 5 December 2012 with further advice onthe:

4] timeframe for undertaking the review and developing the Bill:

4,2 potential scope of the Bill, including the timing implications ofdifferent scope
options:

noted thal the review will be undertaken by the Department of the Prime Minister and
Cabinet, the New Zealand Security Intelligence Service and the Government
Communications Security Bureau, and be funded from withintheir baselines:

noted that a bid will be prepared for the 2013 Legislation Programme foran Intelligence
and Security Bill (the Bill) with a category 2 priority (must be passed in 2013);
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noted that considerationwill be given to the appropriate form ofparliamentary

consideration of the Bill,
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s6(a) CAB (13) 7

The Cabinet Committee on Domestic and External Security met
on 11 December 2012

 

SECRET

[Not inScope] _
 

| New Zealand Intelligence Community Policy and Legislation Review
 

Portfolio: Prime Mini ster ,

DES Min (12) 4/1/-1.    

The Committee, having taken Power to Act in accordance with its terms ofreference:

Background

| noted that the core New Zealand Intelligence Community comprises the NewZealand
Security Intelligence Service, the Government Communications Security Bureau, and the
National Assessments Bureau, supported bythe Intelligence Coordination Group;

Policy and legislation review

2 agreed thal a review ofpolicy and legislation relating to the core NewZealandIntelligence
Community be undertaken;

3 agreed that the reviewofthe policy and legislation include:

3.1 the existing review of the New Zealand Security Intelligence Service Act 1969;

3,2 a review of the Government Communications Security Bureau Act 2003;

3.3 a reviewofthe functions and powers needed to address cyber security, cybereffects,

critical infrastructure protection and other related capabilities;

3.4 areviewof external oversight mechanisms, in particular a reviewof the Intelligence
and Security Committee Act 1996 and the Inspector-General of Intelligence and

Security Act 1996;

3.5 a review of the ability of intelligence agencies to collaborate and cooperate with

other agencies under existing legislation;

3.6 an assessmentofanylegislative changes requiredfo facilitate the commitment to

“one community, many agencies”;

4 noted that the review will be undertaken by the Departmentofthe Prime Minister and
Cabinet, the New Zealand Security Intelligence Service and the Government
Communications Security Bureau, and be funded from within their baselines;

14176001 s6(a) e
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CAB (13) 7.

Legislative process

5 agreed that a bid for the 2013 Legislation Programme be prepared for an Intelligence and
Security Bill with a category 2 priority (must be passed in 2013);

  

7 noted that the Business Committee’s agreement maybe sought to treat the twobills referred

to in paragraphs 5 and 6 above as cognate bills for their first, second and third readings;

8 noted that the bills will be enacted by August 2013;

9 noted that further consideration will be given to the appropriate form of parliamentary
consideration ofthe bills.

 
141760v1

 

[One additional pages not in scope removed]
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sha) CAB (13) 7

Legislative process

 

noted that

14.1

14.2

on 11 December 2012, DES agreed that a bid for the 2013 Legislation Programme be
prepared foranIntelligence and Security Bill with a category 2 priority (must be
passed in 2013) [DES Min (12) 4/1-1);

the Business Committee’s agreement may be sought to treat the two bills referred to

in paragraph 13 and 14.1 above as cognate bills fortheir first, second andthird
readings;

the bills will be enacted by August 2013.
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CAB Min (13) 1/5Cabinet
Copy Noo 4.

 

Minute of Decision

This document contains informationfor the NewZealand CabinetIt must be trealed in conlidence and

handled in accordance wilh any secunly classification, oF oiner endorsement The information can only be

wiedsed, iaducing under te Oficial Information Al 1982, hy persons with the appropiate: a alhonty.

 

 

Report of the Cabinet Committee on Domestic and External Security:

Period Ended 14 December 2012

On 23 Jonuary 2014, Cabinet made the followingdecisions on the work ofthe Cabinet Commitice

an Domestic and External Security (DES) for the period ended 14 December 2012 (cover ing the

meetings oF DES on 26 November and [1 December):

 

DES Min (12:31 New Zealand Intelligence Community Policy and Legislation CONFIRMED

Review
Portfolio: Prime Minister

aes

DES Min (12) 4/1-1 NewZealand Intelligence Comm unity Policy and Legislation CONFIRMED

Review

Portfolio: Prime Minister

  

  
  

i j “
4] ee
i : | i } \ 2
é“ \ oe PSS \ | : 4 iPPAGAS | Ale

Secretary of the Cabinet Reference CAB ULI?
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Distribution:
| Pdme Minister

“]o- Chief Executive,DPMC
&. Director, Security and Risk, DPMC

©} Director, Intelligence Coordination Group, DPMC
\© >Director, National Assessments Bureau, DPMC

\| Director, NZSIS
\ao Director, GCSB

| 2 Minister of Finance

\U Secretary to the Treasury

}S Atiomey-General
\&  Solicitor-General
17} Minister ofForeign Affairs
1S Secretaryof Foreign Affairs and Trade
19. Minister of State Services
BO State Services Commissioner
O.\ Secretary of Defence
Se Chiefof Defence Force
2 3. Minister for Communications and Information Technology

‘OU. Chief Exccutive, MBIE (Communications and IT)

2%. Chief Parliamentary Counsel

We

   
   

 

14l7Oiy)
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Cabinet Committee on DES(12) 5

Domestic and External

Security

Summary of Paper 7 December 2012

Copy No: |

 

 

This document contains information for the New Zealand Cabinet. it must be treated in confidence and

handled in accordance with any security classification, or other endorsement. The information can only be

released, including under the Official Information Act 1982, by persons with ihe appropriate authority.
 

New Zealand Intelliaence Community Policy and Legislation Review
[Not in Scope

 

 

‘The Chair of the Cabinet Committee on Domestic and External Security (DES) has requestedthe

attached documents be circulated for consideration at the DES meeting on 1] December 2012.

The documents attached below this coversheet include:

e acovernote from the Chair of the Officials Committee on Domestic and External Security;

® an A3onthe New Zealand Intelligence Community Policy and Legislation Review;

[Not in Scope]

A summaryofthe recommendations are set out on pages 7-8 ofthe cover note.

 

Sam Gleisner
Committee Secretary

 

 

Distribution:

Cabinet Committee on Domestic and External Security

Office of the Prime Minister
Chief Executive, DPMC

Director, Security and Risk, DPMC

Director, Intelligence Coordination Group, DPMC

Director, National Assessments Bureau, DPMC

Director, NZSIS

Director, GCSB

Secretary to the Treasury

Solicitor-General

Secretary of Porcign Affairs and ‘Trade

State Services Commisstoner
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DEPARTMENT

ofthe PRIME MINISTER

and CABINET

 

 
 

7 December 20142

Prime Minister

[Not
NZIC Policy and Legislation Review |   
Introduction

Attached! for discussion at the DES meeting to be held on 11 Decemberare:

® anA3
[Notin Scop:
     

onthe NZIC Policy and Leaislation Review: _

 

    

These papers attempt to bring together two separate but related workstreams for Ministers
so that they can both be considered as an integrated package and advancedto legislation
together.

| recommend that you:

refer these papers to Ministers ahead of the DES meeting on 11 December.
invite officials at the meeting to speakfirst to the NZIC Policy and Legislation Review

aner..
co

N
D

      
invite discussionof the optionsto progress.
note officials’ recommendations to DES,as set out in this overview paper.a

e

NZIC: Policy and Legislation Review

The NZSIS has been developing necessary updates to its role andfunctions to reflect
contemporary threats to national security and ways of mitigating the risks these threats pose.
Changes to the NZSIS Act are also required to address gaps in powers and capabilities and
to modernise administrative arrangements. This policy andlegislative work is well advanced.

The GCSBhas also been considering potential areas of future need, particularly in the area
of cyber security andin light of new and emerging telecommunications technologies.
However, related policy and legislative work has yet to be undertaken.In adclition, recent
avents have given rise to concerns about GCSB’s compliance framework, the suitability ofits
legislation and operational processes. A compliance review is underway, which may identify
other areas for policy work and potential legislative amendment. One area of focus may be
how GCSB supports and cooperates with other government agencies.

 

 

Executive Wing, Parllament Buildings, Wellington, New Zealand 6011
548752v4 —_

@& 6448179700 Facsimile 6444723181  wwe.dpme.govt.nz
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Work undertaken by ihe NZIC regarding functions a ¢ raises ihe question of whether

the external oversight mechanisms(ihe Intelligence and urity Committee and Inspector
General ofIntelligence and Securily) are suilably eve and| obust.

Given the relationship between the ssues, the proposal ls to bring these issues togetherin
a sing!oNZIC policy and legislation review, carried out by DPMC, NZSIS and GCSB,

  

Officials outlhrea this NZIC work to DES on 26 November [CAB Min (iz
@ proposed e id cvf 2013 enactment timetable. Ministers sorightLadvice on
and theimpact that would have on ihe scope of the review. The AS, altac hieGeas Anrinex 4,
provides<bayasis to disctiss a reduction in scope to achieve enactment by the end of July
2013. The main reduction in scope trom the Cabinet paper istihe work on “One Community,

2):ver sh, inchingng
reframe  

  
          

   

 

   

   

  
 

 

Many Agencies”, Please note, however, the GCSB campliance and legal reviewIsstill
underway ancl further issues may beidentified which may impact wi the timeframe and/or

scape.

Officials have lookedtotighten the proposed scopeofthelegislation as much as possible
vhilel «sill addressingt‘.1 Serious issues idenimfied,

We recommend the Committee:

6. agree ihe scope of the proposedIntelligence and Security Bil include:

« the existing review of ihe NZSIS Act:

* a review of the GCSBAci,

e areview of the ability of in lellige nce agencies to assist and cooperate with other
agencies underexisting legislation;

® areview of external oversight‘mechanisms: and

« a review of the functions and powers nesaded to protect designedl organisations

(including government and private sector) from advanced cyber intrusions and to
develop related cyber capabilities.

 

   
7. agreethe timeframefor enacting the proposedIntelligence and Security Bill covering

this scapeis by the end of July 2013 (see also the discussion ot egistatiive Options

below),

[Notin Scope]

 

   

  

5487524 s6(a)

[Three additional pages not in scope removed]
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Nexi Steps: Policy and Legislative Processes

The principal questions to be considered here relate to timeframes andlegislative vehicles.

There are significant advantages in advancing the NZIC work and the telecommutnications
work together. This would enable a single conversation to be had with key constituencies,
focused on the significant security and law enforcement impacts of technological change and
the need for modern, effective and proportionate responsesto this. There may, however, be
a requirementfordifferent fonns of consultation process around each of the proposals. For
example there may be a need for a more extensive consultation with industry aroundthe
TICA package. As a consequence, introducing cognate bills that can be represented.by
different agencies, and can progress at similar speedsor, ifnecessary, be decoupled, may
be the best way to proceed.

We recommend the Committee:

20. agree two cognate Bills be preparedthat can, ideally, share the same passage through
the House, or be cde-coupled if necessary.

Summary of Recommendations

Officials recommendthat you:

Process

1. refer hese papers to Ministers ahead of the DES meeting on 11 December.

2. invite officials at the meeting to speakfirst fo the NZIC Policy and Legislation Review
paper.

 

548752V1 s6(a)

Rele
as

ed
 un

de
r th

e O
ffic

ial
 In

for
mati

on
 Act 

19
82



i
,

c
o

ae:

 

4, invite discussion of the options to progress.

5. note officials’ recommendations to DES, as set out in this overview paper,

Officials recommend that Committee:

NZIC legislation

6. agree the scope of the proposed Intelligence and Security Bill inciude:
e the existing review of the NZSIS Act;

a reviewof the GCSB Act;

a review of the ability of intelligence agencies to assist and cooperate with other
agencies underexisting legislation;

a review of external oversight mechanisms; and

a review of the functions and powers needed to protect designated organisations
(including government and private sector) from advanced cyberintrusions and to
develop related cyber capabilities.

7. agree the timeframe for enacting the proposed Intelligence and Security Bill covering
this scope is by the endof July 2013.
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gislative process

20. agreeiwo cognate Bills be prepared that can, icleally, share the same passage
through the House, or be de-coupledif necessary.

C ; Relay(0 /
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Cabinet Committee on DES Min(12) 4/1-1
Domestic and External
Security

Minute of Decision

Copy No: OD

 

Note: Ming)
 

& paper This document contains information for the New Zealand Cabinetit must bei reerence coMmested tohandled in accordance with any Securly classification, or other endorsement Afad a8 “DES (12) 5»released, including under the Official information Act 1982, by persons with t} i2/04a)) 6,] =  

New ZealandIntelligence Community Policy and Legislation Review

Portfolio: Prime Minister

On 11 December 2012, the Cabinet Committee on Domestic and External Security (DES), havingtaken Power to Act in accordance withits terms ofreference:

Background

I noted that the core New Zealand Intelligence Community comprises the New ZealandSecurity Intelligence Service, the Government Communications Security Bureau, and theNational Assessments Bureau, supported bythe Intellgence Coordination Group:
Policy andlegislation review

  

 

2 agreed that areviewofpolicy and legislation relating to the core New Zealand IntelligenceCommunity be undertaken:

3 agreed that the reviewofthe policy and legislation include:

3.1 the existing reviewofthe New Zealand security Intelligence Service Act 1969:

3.2 a reviewofthe Government Communications Security Bureau Act 2003:

33 a review ofthe functions and powers needed to address cyber security, cybereffects,critical infrastructure protection and other related capabilities:

3.4 a reviewofexternal oversight mechanisms, in particular a reviewof the Intelligenceand Security Committee Act 1996 and the Inspector-CGeneral of Totelhgence andSecurity Act 1996:

3.5 areviewofthe ability of intelligence agencies to collaborate and cooperate withother agencies under existing legislation:

4.6 an assessment of any legislative changes required to facilitate the commiument to“one community, many agencies”:

4 noted that the review will be undertaken by the Department ofthe Prime Minister andCabinet, the New Zealand Security Intelligence Service and the GavermmnentCommunications Security Bureau, andbe funded from within their basclines:
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Legislative process

5 agreed that a bid for the 2013 Legislation Programmebe prepared for an Intelligence and

Security Bill with a category 2 priority (must be passed in 2013);

    
7 noted that the Business Committee’s agreement maybe soughtto treat the two bills refterred

to in paragraphs 5 and 6 above as cognate bills for their first, second and third readings;

8 notedthat the bills will be enacted by August 2013;

9 noted that further consideration will be given to the appropriate formofparliamentary

consideration ofthe bills.

Sam Gleisner
Committee Secretary Reference: DES (12) 5

 

Present: Officials present from:

Rt Hon John Key (Chair) Office of the Prime Minister

HonBill English Departmentofthe Prime Minister and Cabinet

HonGerry Brownlee New Zealand Security Intelligence Service

Hon Steven Joyce Government Communications Security Bureau

Hon Judith Collins

Hon Christopher Finlayson
Hon Anne Tolley
Hon Dr Jonathan Coleman

Hon Amy Adams

Distribution:
Cabinet Committee on Domestic and External Security Co-ordination

Office of the Prime Minister
Chief Executive, DPMC
Director, Securily and Risk, DPMC
Director, Intelligence Coordination Group, DPMC

Director, National Assessments Bureau, DPMC

Director, NZSIS

Director, GCSB
Secretary to the Treasury
Solicitor-General
Secretary of Foreign Affairs and Trade

State Services Commissioner
Chief Parliamentary. Counsel
Legislation Coordinator

Hesl Nat Security -Viewed Kyeturne of ($. 4.16)
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Cabinet Committee on DES (13) 5

Domestic and External

security
Copy No: \ S

Summary of Paper 15 February 2013
 

This document contains information for the New Zealand Cabinet. It must be treated in confidence and

handledin accordance with any security classification, or other endorsement. The informationcan only be

released, including underthe Official Information Act 1982, by persons with the appropriate authority.

New Zealand Intelligence Community Policy and Legislation Review:

Overview

Portfolio

Purpose

Previous

Consideration

Summary

Regulatory

Impact Analysis

Baseline

Implications

Legislative
Implications

14477004

Prime Minister

This paperprovides background and context for the suite of four papers on the

outcome ofthe review of the New Zealand Security andIntelligence Service

Act 1969 (the NZSIS Act).

This paper should be readin conjunction with the related papers under

DES (13) 1, DES (13) 2, DES (13) 3 and DES (13) 4.

In December 2012, the Cabinet Committee on Domestic and External Security

agreed that a review ofpolicy and legislation relating to the core New Zealand

Intelligence Community (NZIC) be undertaken [DES Min (12) 4/1-1];

The key issues underpinning the review of the NZIC legislationare:

e the changing security environment(discussed on pages 2-3);

e the cyber environmentand information security (page 3-4);

e the changing public law environment (page4);

e maintaining public confidencethrough external oversight (pages 4-5).

The four papers on the outcome ofthe reviewofthe NZSIS Act, for

consideration in conjunction with this paper, are the first sel of papers on the

NZIC Policy and Legislation Review (the Review).

A Regulatory Impact Statement is not required,

None.

None as a result ofthig paper. The review will result in recommendationsfor

legislative change.

s6(a)
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Timing Issues The following is the anticipated timing of key steps in the review of NZIC

legislation:

   

 

    

ror tl

 

  

e policy approvals for the GCSB Act review

and reviewofexternal oversight: 26 March 2013

® approval to introducelegislation: Week of 6 May 2013

e introduction oflegislation: By 9 May2013

Announcement DPMC and the Office of the Prime Minister are considering the approachto

announcingthe preparation and introduction of legislation.

Consultation Paper prepared by ICG (DPMC). NZSIS and GCSB were consulted.

The Prime Minister indicates that discussion is not required with the

government caucus of with other parties represented in Parliament.

 

The Prime Minister recommendsthat the Committee:

| note that in December 2012, the Cabinet Committee on Domestic and External Security

apreed that a revicwofpolicy and legislation relating to the core New ZealandIntelligence

Community be undertaken(the review) [DES Min (12) 4/1-];

 
[NotinScope] _

 

      
3 note that proposals to amend the Government Communications Security Bureau Act 2003

(the GCSB Act) andthe oversight arrangements will be submitted in due course;

4 note the following anticipated timetable for the review:

[NotinScope]   
 

4.2 policy approvals for the GCSB Act review

and review ofexternal oversight: 26 March 2013

4.3 approvalto introduce legislation: Week of 6 May 2013

4.4 introduce amending Jegislation: By 9 May 2013

A
t note that consideration is being givento:

5.1 the appropriate form of parliamentary consideration ofthe bill to amendthe New

Zealand Security Service Act 1969;

5.2 the announcement ofthe preparation and introduction ofthe bill;

PAT TOV
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5.3 the provision ofinformationto stakcholders in light ofthe securityclassification of

certain information.

Sain Gleisner
Committee Secretary

Distribution:

_ Cabinet Committee on Domestic and External Security

\® Office of the Prime Minister

1G Chief Executive, DPMC

AO Pirector, Security and Risk, DPMC

2) Director, Intelligence Coordination Group, DPMC

QQ Director, NZSIS

23> Director, GCSB

14177004
$6(a)
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Office of the Prime Minister

Cabinet Domestic and External Security Committee

NEW ZEALAND INTELLIGENCE COMMUNITY POLICY AND LEGISLATION REVIEW:

OVERVIEW

Proposal

1, The purpose of this paperis to provide the background and context for the NZSIS suite

of Cabinet papers, which is the first set of papers from the New Zealand Intelligence

Community Policy and Legisiation Review to be considered by the Committee.

Executive Summary

2.

w

The core New Zealand Intelligence Community (NZIC) comprises three key agencies

together with the Intelligence Coordination Group (ICG), which is located in the

Department of Prime Minister and Cabinet (DPMC):

a. the New Zealand Security Intelligence Service (NZSIS);

b. the Government Communications Security Bureau (GCSB); and

c. the Natianal Assessments Bureau (NAB), whichis located in DPMC.

The key reasonfor reviewing the legislation governing the NZSIS and GCSBis that their

powers need to be modernised to equip them to meet the changing security

environment, particularly threats in cyberspace. Their oversight also needs to be

strengthened giventhe intrusive powers they exercise.

These papers will be followed by papers on GCSB and onthe oversight regime for the

intelligence agencies in late March, with the objective of introducing amending legislation

in early May.

Background

  

On 11 December 2012 the Cabinet Committee on Domestic and External Security (DES)

agreed that a review of the policy and legislation relating to the core New Zealand

Intelligence Community be undertaken. The scope of the Review would include [DES

Min (12) 4/1-1]:

* A review of the GCSB Act,

e A review of the functions and powers needed to address cyber security, cyber

effects, critical infrastructure protection and other related capabilities:

« A review of external oversight mechanisms, in particular a review ofthe Intelligence

and Security Committee Act 1996 and the Inspector Generalof Intelligence and

Security Act 1996;

e Areview of the ability of intelligence agencies to assist and cooperate with other

agencies under existing legislation;

s6(a)
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e Anassessmentof any legislative changes requiredto facilitate the commitment to
“one community, many agencies”.

Comment

6. The key issues underpinning the review of the NZIC legislation can be summarised
under four headings:

* Changing security environment:

¢ Cyber environmentand information security;

e¢ Changing public law environment:

e Maintaining public confidence through external oversight.

7, Each of these issuesis discussed below. Taken together they require the functions and
powers of the NZSIS and GCSBto be reviewed with a view to amendmentor addition so
that the government can respond to the security threats facing New Zealand.

8. In undertaking this review and developing recommended changes, respect for human
rights and individual privacy, and the importance of free speech in New Zealand are
guiding principles. However, legislation for intelligence agencies involves conferring on
them intrusive powers beyond those normally exercised by government agencies and
some qualifications to these basic principles need to be considered. The approach being
taken by the review is that any qualifications must be shown to be necessary, and that
functions and powers must operate within a framework of a carefully formulated and
consistent policy along with robust external oversight mechanisms.

Changing security environment

9. The security environment facing New Zealand today presents newchallenges. Security
issues are increasingly interconnected and national borders are less meaningful.
Globalisation means that New Zealand is no longer as distant from security problems as
it was in the past, shown mostclearly in the domain of cyberspace. Threats arisefrom
non-state actors such as terrorist groups and transnational criminals.

s6(a)

10. in 2012 Cabinet considered ten national assessment papers prepared by the National
Assessments Committee addressing the major security risks to New Zealand. The
purpose of these papers wasto provide a basis to prioritise those risks and consequently
guide the allocation of resources by the NZIC. The priorities agreed by Cabinet [DES
Min (12) 2/1] are set out in the table below.

 

Summary of Priorities for the New ZealandIntelligence Community

sO(a)
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Priority Topic

High e Intelligence support for deployed defence and law enforcement

personnel

 

 e Cyberthreats to New Zealand

 

e Espionage threat to New Zealand

e Selective economic issues

* New Zealand’s maritime domain

e Transnational organised crime threat to New Zealand
 

Medium |e Terrorism threat to New Zealand

   

e Threat to New Zealand interests from proliferation of weapons of
mass destruction (WMD)

Low e Threat to New Zealand from deliberate use of biological agents and

pests

e Threat to New Zealand of sabotage and subversion

     
The priorities agreed by Cabinet highlight the changes in the national security

environment which mean the legislation governing the NZSIS and GCSB needs review

and amendrnent. The national security environment is more complex than when those

agencies’ current functions and powers were established. The need to mitigate cyber

threats, provide support to deployed defence and law enforcement personnel, and

intelligence on economic issues are new and are continuing to grow in importance. Yet

issues that once predominated such asterrorism and proliferation of WMDs have not

gone away. The NZSIS Act and the GCSB Act were largely enacted and amended to

address issues and threats relating to the Cold War threat environment when

subversion and espionage were the major concerms. |[ :

  
  

 

   

 

was enacted at time when terrorism was of high importance and has not been
amended since, In particular neither act addresses the security challenges posed by

cyberspace.

  

Cyber environment and information security

11. The innovation and greater shift of activity of both business and governmentto (he cyber

environmentis a particular issue. li is not only governmentinformation that is subject to

espionage/theft or even interference by other states, cybercriminals and issue motivated

groups. Major New Zealand companies have been subject to cyberintrusions and IP

theft by foreign states.

12. The Government has responded by launching the Cyber Security Strategy in June 20114,

which includes a range of actions. However, the current laws mean that GCSB and

NZSIS are unable to fully address security threats in this environment. For example, in
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13.

14,

s6(a)

the GCSBActverylittle is said about information security and the assistance that it can
provide is focused on government agencies.

GCSBis uniquely placed with its advanced capabilities developed throughits intelligence
work to contribute to responses to cyber security issues. That is why, as part of the
Cyber Security Strategy, the National Cyber Security Centre was created within the
GCSB. However, the implementation of the NCSC has highlighted limitations on the
ability of GCSB to contribute to this work.

In a small jurisdiction such as New Zealand we cannot afford to duplicate expensive and
sophisticated assets, and there are limited numbers of people who can work with such
assets. Consistent with the Better Public Services programme, the capabilities such as
those developed or acquired by the GCSB, where appropriate and subject to necessary
safeguards, need to be made available to meet Governmentpriorities.

Changing public law environment

15.

16,

17.

The legal environment in which the GCSB Act and NZSIS Act are interpreted has also
developed since their enactment. The enactment of the New Zealand Bill of Rights Act
1990 has resulted in a numberof cases over the years that have reviewed the exercise
of intrusive powers by Crown agents (largely the NZ Police). These cases, while not
directly on point, do give rise to matters that impact on the Interpretation of the functions
and powers of the GCSB and NZSIS.

The cases decided by the courts give rise to possibly greater restrictions on the use of
some powers, and also highlight areas where powers may no longer be sufficient to be
effective investigation tools given the changein how crimes are committed. A recent high
profile example {s the use of covert video surveillance in the Hamed case, which required
urgent legislative amendment pending enactmentof the Search and Surveillance Bill.

For law enforcement and regulatory agencies, these issues were reviewed
comprehensively over a number of years by the Law Commission and the Ministry of
Justice, and resulted in the Search and Surveillance Act 2012.

Maintaining public confidence through external oversight

19.

20.

21.

The public's confidence in the GCSB has been impacted by the Dotcom case. In the
past controversy has arisen over the actions of the NZSIS (for example the Choudry
case in the late 1990's). The NZIC agencies are under the Jaw, and not above. They
are answerable to the law. However, the nature of their operations means that it is
difficult to apply the usual accountability mechanisms exercised by the courts and
parliament.

The establishment of stronger external oversight mechanisms is important to
demonstrate to the public that the agencies are answerable in both legal and political
terms consistent with New Zealand’s democratic traditions.

The current mechanisms are the Inspector-General of Intelligence and Security, the
Commissioner of Security Warrants and the Intelligence and Security Committee.
Recent experience (including errors that contributed to the unlawful interceptions of Kim

s6(a)
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Dotcom’s communications) and a comparison with the more rigorous regime in Australia,

suggestthat legislative amendment and/or additional resources will likely be required to

these oversight functions.

Timefrarnes and milestones

22,

x Milestone — | _ Date
[No'

23.

| Cabinet ‘policy approvals ~ GCSB Act review. and

DES agreed [DES Min (12) 4/1-1] that legislation should be introduced in early May 2013

with enactment by early August 2013. Based on those broad timeframes, officials are

working to the following milestones:

   
    
26 March2013

review of external oversight
  

 

  
Cabinet approval to introduce legislation Weekof 6 May 2013

Introduction of amendinglegislation _ Early May 2013 (by 9 May at

latesl)

The Review is reporting progressively rather than with one sel of papers. This approach

allows the greatest time possible for Parliamentary Counsel to draft the amendments.

Implementation of legislation and operational changes

24,

26,

The enactmentof legislation is only one step in enabling the NZIC agencies to respond

to the new security environment. Processes and procedures will need to be adapted or

developed to ensure that new and amended functions and powers are exercised within

the law. New capabilities will also need to be developed by the agencies,

_In the case of the GCSB the compliance review is likely to result in a number of

recommendations to change organisational structures, compliance and audit systems,

and processes to manage relationships with other agencies.

The financial implications associated with these changes, in terms of allocating

resourcesto intelligence priorities and for any new capabilities, will be addressed by the

NZIC as a whole through the Four Year Budget Plan process.

Publicity

at,

28,

DPMC with the Office of the Prime Minister is considering the approach to announcing

the preparation and introduction of legislation and the linkages with the work on

telecommunications security and industry obligations. This includes how to manage the

provision of information to stakeholders given that this area of work is subject to strict

securily classificalions.

DPMC is working with all the relevant agencies to prepare recommendations for

consideration by Ministers.

Legislative Implications

29,

30,

There are no legislative implications arising from this paper, however the review will

result in recommendationsforlegislative change.

The Office of the Leader of the House has been consulted and consideration is being

qiven to the appropriate parliamentary process and timetable for both the proposed
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intelligence and Security Bill [Not in Scope]

s6(a)

Consultation

31. This paper was prepared by DPMC in consultation with NZSIS and GCSB.

Financial Implications

32. There are no financial implications arising from this paper.

Human Rights

33. There are na human rights issues arising from this paper.

Regulatory Impact Analysis

34.A Regulatory Impact Statement is not required for this paper as it does not seek

decisions on policy options. Papers that make recommendations as a result of the

Review will include a regulatory impact analysis.

Recommendations

35. The Prime Minister recommends that the Committee:

1. note that DES has agreed that a review of policy and legislation relating to the

core New Zealand Intelligence Community be undertaken;

note that the first sulte of papers resulting from the review relates to the New

Zealand Security Service Act 1969;

note that proposals to amend the GCSB Act and the oversight arrangements will

follow shortly;

note the timetable in paragraph 22;

note that consideration is being given to the appropriate form of parliamentary

consideration of the bill:

note that consideration is being given to the announcement of the preparation

and introduction of the bill, and the provision of information to stakeholders in

light of the security classification of certain information.

*

. — 7

re

Aes Prime Minister

15 February 2013

s6/a)
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Cabinet Committee on DES Min (13) 1/4

Domestic and External
Security

Minute of Decision
sphenctetintimttremmunemnrntinntnenininesarenes

Copy No: iS

 

 

 

erinotraernepcneeenie
This document contains information for the New Zealand Cabinet {i must be treated in confidence and
handled in accordance with any security classification, or other endorsement The information can only be
released, including under the Official Information Act 1 982, by persons with the appropriate authority.ERenaarcmneninenonrceniinatticcageNEUSsekg

New ZealandIntelligence Community Policy and Legislation Review:
Overview

Portfolio: Prime Minister

On 20 February 2013, the Cabinet Committee on Domestic and External Security (DES):

] notedthat in December 2012, DES agreed that a reviewofpolicy andlegislation relating to
the core New Zealand Intelligence Communitybe undertaken (the review)
[DES Min (12) 4/1-1):

    

3 noted that proposals to amend the Government Communications Security Bureau Act 2003
(the GCSB Act) and the oversight arrangements will be submitted in due course;

4 noted the following anticipated timetable forthe review:

 

 

( 4.2 policy approvals for the GCSB Act review
» and reviewof external oversight: 26 March 2013:

4,3 approval to introducelegislation: Week of 6 May 2013;

44 introduce amending legislation: By 9 May 2013:

5 notedthat consideration is being givento:

 

5.2. the announcementofthe preparation and introductionofthe bill:
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certain information.

Sam Gleisner

Commitee Secretary
 

DES Min (13) 4/4

on ofinformation to stakeholders in light ofthe security classification of

Reference: DES U2) 5

 

Present:
Re Lfon lolKey (Chair)

Han Bl Enehsh(part of tem)
J nypilee

yor (parol item)
Plon Christopher Finlayson (part of item)

Hon Murray Miclully

HorcAmy Adams

 

  

Distribution:
Cabinet Committee on Domestic and External Security

fice af the Prime Minister
secutive,PMC

Duector, Security and Risk, DPMC

Director, Inteliaence Coordination Group, DPMC
Director ISZSIS

Director: OCS

  

  

iS Pe)

 

Officials present from:

Office al the Prine Minister

Department of the Pome Minister and Cabinet
New Zealand Security Intelligence Service
Govemment Communications Security Boreal

Ministry of Justice
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Copy No: {,

 

Minute of Decision
This document contains information for the New Zealand Cabinet. It must be lreated in confidence and
handled in accordance with any security classification, or other endorsement. The information can only be
released, including under the Official Information Act 1982, by persons with the appropriate authority.‘reinepineitirnerimmemmetrtdreirncerrannampegSRS

oa peeve itnemmaieicnncns
 

 
Report of the Cabinet Committee on Domestic and External Security:
Period ended 22 February 2013

On 25 February 2013, Cabinet made the following decisions onthe work of the Cabinet Committee
on Domestic and External Security for the period ended 22 February 2013,

DES Min (13) 1/1 New Zealand Intelligence Community Policy and CONFIRMED
Legislation Review: Overview

Portfolio: Prime Minister

 

dddLid
fe Secretary of the Cabinet Reference: CAB (13) 78

 

| Distribution:
Cabinet Committee on Domestic and Extemal Security
Chief Executive, DPMC
Director, PAG, DPMC

Director, Sectirity and Risk Group, DPMC
Director, Intelligence Coordination Group, DPMC

Director, NZSIS

Director, GCSB

LAL 780y1
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Cabinet Committee on DES(13) 10

Domestic and External

Security
Copy No: |S

Summary of Paper 25 March 2013

 

This document contains informationfor the New Zealand Cabinet. It must be treated in confidence and

handled in accordance with any security classification, or other endorsement. The information can only be

released, including under the Official information Act 1982, by persons with the appropriate authority.

Review of the Government Communications Security Bureau Act 2003:

Paper 1: Overview

Portfolio Minister Responsible for tha GCSB

  

The Minister Responsible for the GCSB recommendsthat the Committee:

l

a
e
d

w
a

14) 781 vi

note that in December 2012, the Cabinet Committee on Domestic and External Security

(DBS) agreed that a review ofpolicy and iegislation relating to the core New Zealand

intelligence Community be undertaken (DES Min (12) 4/1-1);

note that in February 2013, DES consideredthe NZSIS Act review suite of papers and

agreed to changes to the NZSIS Act [DES Min (13) 1-1/5];

note that on 26 March 2012, DES will considera related paper under DES (13) 9 onthe

review of external oversight mechanisms, in particular a reviewof the Intelligence and

Security Committee Act 1996 and the Inspector General ofIntelligence and Security Act

1996;

note the contents of the submission under DES (13) 10 that provides a summary of the

findings and recommendationsof the review of the Government Communications Security

Bureau Act 2003 (GCSB Act);

note that the related paper under DES (13) 11 proposes changes to the GSCB Actto:

5.1 provide for greater and more effective oversight,

5.2 update the GCSB Act to respondto changes in the operating environment,

note that DES consideration of the GCSB Act review papers will conclude the reports of the

reviewof policy and Jegislation relating to the core New Zealand Intelligence Community

referred to in paragraph | above,

s6(a) ‘ i  
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7 note that consideration is being given fo the announcement of the preparation and

introduction of the Intelligence and Security Bill.

Sam Gleisner
Committee Secretary

DES (43) 19

 

Distribution:
Cabinet Committee on Domestic and External Security

Office of the Prime Minister

Chief Executive, DPMC

Director, Security and Risk, DPMC

Director, Intelligence Coordination Group, DPMC

Director, National Assessments Bureau, DPMC

Director, NZSIS

Director, GCSB

Secretary to the Treasury

Secretary for Justice

Privacy Commissioner

Secretary of Foreign Affairs and Trade

Secretary of Defence
Chief of Defence Force

State Services Commissioner

Commissioner of Police

Minister of Customs

Comptroller of Customs

Chief Parliamentary Counsel
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Office of the Minister responsible for the GCSB

Cabinet Domestic and External Security Committee

REVIEW OF THE GOVERNMENT COMMUNICATIONS SECURITY BUREAU ACT 2003:
PAPER 1 OVERVIEW

Proposal

1. The purpose of this paper is to provide background and context for the Government
Communications Security Bureau Act 2003 (GCSB Act) review, and a summary of the
findings and recommendations of the review.

Executive Summary

2, The core New Zealand Inielligence Community (NZIC) comprises three key agencies

together with the Intelligence Coordination Group (ICG), which is located in the

Department of Prime Minister and Cabinet (DPMC);:

© the New Zealand Security Intelligence Service (NZSIS);

e the Government Communications Security Bureau (GCSB); and

° the National Assessments Bureau (NAB), which js located in DPMC.

The GCSB has a vital role to play in protecting the security and safety of New
Zealanders. With the other NZIC agencies, the GCSB contributes to the protection of
the national security of New Zealand.

To achieve its goals and objectives, Parliament has necessarily provided the GCSB with

intrusive powers, subject to controls andlimitations on their use. The ability to exercise

such powers comes with responsibility — responsibility to operate within the law and

consequently to maintain the confidence of everyday New Zealanders.

On 11 December 2012 the Cabinet Committee on Domestic and External Security (DES)

agreed thal a review of the policy and legislation relating to the core New Zealand

Intelligence Community be undertaken.

It is timely to review the GCSB Actfor two reasons. First, to ensure the Act is modern

andfit for purpose so the GCSB can undertakeits role of protecting the interests of New

Zealanders in a fast changing security environment. Second, to respond to the concerns

that have arisen in recent monthsrelating to the GCSB's compliance with its Act.

it is essential that the GCSB hasa clearly formulated and consistent statutory framework

to operate wilhin, and the public needs to have confidence that it is operating within the

bounds of that legal framework. While the GCSB Act can be Interpreted to allow the

GCSB to carry out its core activities, there is enough ambiguity that means the only

responsible course of action when dealing with intrusive powers is to make the

legislation clearer and more transparent.
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8.

10.

11.

s6(a)

The findings of the GCSB Act review led to recommendations to update and clarify the

functions and powers of the GCSB. The recammended changes do not involve a

fundamental change to the construction of the GCSB Act or the principles underpinning

it. The proposed changes do not represent an extension of the range of powers. The

changes will allow the GCSB to undertake the role the Governments expects of it to

protect the security and sovereignty of New Zealand.

It has also led to recommendations to substantially improve the oversight regime the

GCSB operates under. The recommendations regarding oversight in the GCSB Act

papers need to be read in conjunction with the proposals in the paper on NZIC external

oversight. The recommendations arising from the GCSB Act review will enable the

proposed enhanced Office of the Inspector-General of Intelligence and Security to

undertake a more intensive review of systems and individual cases to test compliance

with the law.

The GCSB Act review has taken into account the findings of a compliance review of the

GSCB recently completed by Rebecca Kitteridge, who was seconded from the Cabinet

Office to undertake this task. In response to Ms Kitteridge’s review the GCSB will make

changesfo improveits internal systems and compliance framework.

The GCSB Act review papers are the last set of papers from the New Zealand

Intelligence Community Policy and Legislation Review to be considered by DES.

Background

12,

 

13.

On 11 December 2012 the Cabinet Committee on Domestic and External Security (DES)

agreed that a review of the policy and legislation relating to the core New Zealand

Intelligence Community be undertaken. The scope of the review would include [DES Min

(12) 4/1-1]:    
e Areview of the GCSB Act

«s A review of the functions and powers needed to address cyber security, cyber

effects, critical infrastructure protection and other related capabilities;

» A review of external oversight mechanisms,in particular a review of the Intelligence

and Security Committee Act 1996 and the Inspector Generalof Intelligence and

Security Act 1996:

e Areview of the ability of intelligence agencies to assist and cooperate with other

agencies under existing legislation;

e Anassessment of any legislative changes required tofacilitate the commitment to

“one community, many agencies’,

The recent review of compliance at GCSB (Compliance Review) has identified a need to

improve the compliance framework GCSB,to ensure that it is acting in accordance with

the law. Rebecca Kitteridge was seconded to the GCSB to undertake the Compliance

Review, and report the Director of the GCSB on these matters.
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14.

15.

16.

s6(a)

Related to that was a need to test whether the oversight legislation, which covers bath

the GCSB and the NZSIS, was sufficiently robust to provide the external oversight

expected by the public, Parliament and the responsible Minister. Both the Inspector—

General of Intelligence and Security Act and the Intelligence and Security Act were

enacted in 1996. A review of those two acts was therefore included in the scope of the

review.

Finally, separately there was a need to review the GCSB Act to determine whether

updates were required in light of changes in the threat environment facing New Zealand,

particularly in the area of cyber security, and developments in the law relating to privacy

and search and surveillance. The GCSB Act has not been reviewed or amended since

its enactment In 2003, and there have been a number of relevant developments during

that time.

[Not in Scope]

The GCSB Act review suite of papers is the last set of papers

from the NZIC policy and legislation review.

Comment

Goals and approach to the GCSB Act review

17. The purpose of the GCSB Act review was:

18.

20,

21.

¢ To provide for a clearly formulated and consistent statutory framework.

e To provide for greater and more effective oversight at al! levels (internaily by the

Director, at ministerial level by (the responsible Minister and externally by the

Inspector-General and the intelligence and Security Committee).

¢ To update the GCSB Act to respond to the changing security environment, cyber

environment and information security, and the changes in the public law environment

since the GCSB Act was passed in 2003. This mirrors the process undertaken by

the NZSIS to review its legislation.

Respect for human rights, individual privacy and traditions of free speech in New

Zealand were guiding principles in undertaking the GCSB Act review and developing

recommendations.

. However, in developing legisiation for intelligence agencies some qualifications to these

basic principles need ta be considered. The approach taken was that any qualifications

must be shown to be necessary, and that functions and powers must operate within a

framework of a carefully formulated and consistent policy along with robust external

oversight mechanisms.

lt is important to state at the outset that the basic premise underpinning the operations of

the GCSB is that it does not conduct foreign intelligence activities against

New Zealanders. This premise predated the GCSB Act. Given its importance and

significance It was incorporated into the GCSB Act (section 14). The repeal of this basic

premise was not contemplated at any time during the GCSB Actreview.

However, the way this basic premise was incorporated into the GCSB Act ts less than

ideal, and meant that it applied to not only the foreign intelligence function of the GCSB

3
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22,

23.

s6(a)

but also its other two functions ~ namely information assurance and cooperation and

assistance to other agencies. This has created a growing numberof difficulties, and is

restricting GCSB's ability to effectively carry out its other two functions. These issues

are discussed in paper2.

The basic premise underpinning the operations of the GCSB that it does not conduct

foreign intelligence activities against New Zealanders will be retained. New wording will

be proposed to preserve this basic premise and clarify that it only applies to GCSB's

foreign intelligence function, and not to its information assurance and cooperation and

assistancefunctions.

The officials working on the NZIC Policy and Legislation review were briefed by

Ms Kitteridge about her review, and considered herfindings in developing the proposals

in the GCSB Act review and the external oversight papers. The extensive legal work

carried out by the GCSB to assessits activities against the provisions of the GCSB Act

was also taken into account. In addition the GCSB Act review was carried out in parallel

with the review of external oversight mechanisms.

Findings of the GCSB Act review ~ clarity of the statutory framework

24,

25.

26.

The GCSB Act review found that while the Act did provide for and authorise its current

activities, a considerable amount of legal analysis and a numberof legal opinions about

the interplay of different provisions of the GCSB Act was needed to arrive at that

conclusion. In some cases, it was not clear that a court would always support the

interpretations adopted to arrive at those conclusions.

It is not easy, on the face of the statute, to determine whether any given activity falls

within the scope of the prescribed functions. A high degree of legal risk remains about

whether an activity is within the functions of the GCSB or not. While it might be

acceptable for a private company to take on that risk, it is not appropriate for the Crown

to knowingly adopt an approach where it knows that someof the activities may now not

be considered legal by a court, especially where the exercise of intrusive powers of the

state are involved.

The Compliance Review sums up the situation by saying that the GCSB Actis not (and

probably has never been) completely fit for purpose. The responsible course of action is

fo make the legislation clearer and more transparent.

Findings of the GCSB Act review — providing for effective oversight

27.

28,

29.

The lack of clarity means that the public (and Parliament as its representative), the
Inspector-General of Intelligence and Security, the responsible Minister, and the Director

of the GCSB (and GCSBstaff) face an unacceptable degree uncertainty as to what the

lawful functions of the GCSB constitute. This makes any oversight extremely difficult,

relying as it does on extensive and complex analysis of the meaning of the GCSB Act.

The foundation of effective oversight is having a clearly formulated and consisient

statutory framework, Without that the ISC, the IGIS and the responsible Minister must

rely on interpretations, and distilling meaning from other sources as to the intention of the

statute.

In addition the GCSB Act review found that more transparent and consistent ministerial

authorisation processes should be set out in statute. This would provide greater
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guidance and transparency for those making applications, for the responsible Minister

when considering applications and enhance the ability of the Inspector-General to

provide oversight of the decision making system.

Findings of the GCSB Act review — responding to changesto the operating environment

30. The third aspect of the review was to consider whether the GCSB Act needed updating

to addressing changes in the operating environment. The issues found by the GCSB Act

review that require the Act to be updated can be summarised underthe following three

headings:

Changing security environment — the security environment facing New Zealand today

presents new challenges. Security issues are increasingly interconnected and

national borders are less meaningful. Globalisation means that New Zealand is no

longeras distant from security problems as it was in the past. The increasing level of

innovation in the cyber environment, while fueling economic growth andinternational

trade opportunities, is also giving rise to new security issues. The GCSB Act was

enacted 10 years ago when cyber matters were less sophisticated and prominent.

Chanaing_ information security requirements -- the cyber environment continues to

innovate at a remarkable pace, and there is an increasing shift of activity, both

business and government to that environment. To counter the threat to business and

government information the Government launched the Cyber Security Strategy in

June 2011.

The GCSBcurrently has as one of its core functions information assurance, and it is

uniquely placed with its advanced capabilities developed throughils intelligence work

to contribute to responses to cyber security issues. That is why, as part of the Cyber

Security Strategy, the National Cyber Security Centre was created within the GCSB.

The Cabinet has indicated its expectation that the GCSB will considerably enhance

its cyber security capabilities and use its expertise to assist a range of organisations

(government, state sector, critical national infrastructure providers, and key economic

contributors). However, the Implementation of the NCSC has highlighted limitations

on the ability of GCSB to contribute to this work because of the provisions of the

GCSB Act.

Changing public law environment — the legal environment in which the GCSB Actis

interpreted has developed since its enactment. The courts’ consideration of law

enforcement cases give rise to possibly greater restrictions on the use of some

powers, and also highlight areas where powers may no longer be effective given the

change in the telecommunications environment. For law enforcement agencies

these issues were reviewed comprehensively over a number of years, and were

addressed in the Search and Surveillance Act 2072,

Findings of the GCSB Act review — supporting other agencies

31. In addition to the three key issues above, the GCSBplays a crucial role in the support of

other government agencies, in particular the New Zealand Defence Force and the

NZSIS. The GCSB also supports the New Zealand Pollce in the detection and

investigation of serious crime. The GCSB’s unique capabilities are an invaluable

resource for those agencies to draw upon.

or
}
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32. The GCSB Act review considered that in a small jurisdiction such as New Zealand we

cannot afford to duplicate expensive and sophisticated assets, and there are limited

numbers of people that can work with such assets. Consistent with the Better Public

Services programme, the capabilities such as those developed or acquired by the

GCSB, where appropriate and subject to necessary safeguards, should be available to

assist in meeting key Government priorities. This foo should be addressed in the update

of the GCSB Act.

Recommended changes to the GCSB Act

33.

34,

35.

37,

(e
o)
c
o

39.

The GCSB cannol be left to operate under an ambiguous legal framework, which is

having unintended consequences and carries risk. Taking into account the findings

outlined above, | recommend that the functions and powers of the GCSB be updated and

amended to ensure that a clear and consistent statutory framework supported by a

robust ministerial authorisation process underpinsits activities.

The recommended legislative changes are not revolutionary. They do not involve a

fundamental change to the construction of the GCSB Act or the principles underpinning

it.

Currently the GCSB Act provides for three functions:

e Information security and assurance,

e Foreign intelligence,

e Co-operation and assistance to other entities.

. The proposal is that that these three functions remain, but that the descriptions are

clarified to allow for more effective oversight, and updated to respond to the changing

operational environment. These changes will complement and amplify the proposals to

strengthen oversight with amendments to the Inspector-General of Intelligence and

Security Act and the intelligence and Security Act.

In the case of foreign intelligence and co-operation, both need to be clarifled and the

meaning made clear, and in the case of co-operation a ministerial authorisation process

is proposed to provide a way of determining who GCSB can work with and under what

circumstances.

.With respect to the information assurance function, currently the GCSB Act focuses

almost entirely on providing protective services to public sector entities. However, threats

in the cyber environment also pul at grave risk ourcritical infrastructure and businesses

that drive our economy. This function needs to be given more prominence, and whatis

expected of GCSB io safeguard New Zealand information, both private and public

sector, needs to be madeclear.

In the case of powers, again a fundamental change Is not recommended. The GCSB

Act currently sets oul three types of powers:

e Warrantless powers of interception and access,

e interception warrants, and

e Computer network access authorisations.
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_The changes proposed to the Act do noi represent an extension of powers, bul the

GCSB Act will be amended to make it clear thal the powers can be used for both the

foreign intelligence function and the information securily and assurance function, Also,

1 light of changesin the legal environment, and the way in which communications are

now carried and routed around the world the lanquage used to describe these powers Is

uidated and needs to be refreshed,

 

41.1n addition, more transparent and consistent ministerial authorisation processes are

proposed to support greater oversight.
o

 

42. As stated al the outsel, the basic premise underpinning the operations of the GCSB thal

ii does not delibe

 

ately conduct foreign intelligence activities agains! New Zealanders will

be eeied. New wording will be propose lo preserve this basic premise and clarity
  

that it only applies to GCSB’s foreign intelligence function, and not to its information

assurance and cooperation and emi functions. This means that siluatians like

those in the Kim Dotcom case would continue to be prohibited.

43.While the basic prernise will not apply to the cooperation and assistance function, the

GCSBwill be required to oblain a Ministerial authorisation when providing assistance to

olher agencies in the performance of their lawiul duties if thal involves producing

intelligence on New Zealanders

 

44. The GCSB Act would also be clarified to make it clear that the GCSBis able to conduc

activities that do not unduly impinge on New Zealanders’ privacy (such as interceptionof

apenly broadcast information and interception with the consent of the parties lo a

communication) and to collect metadata (described further in paper 2) in bulk

analyse foreign metadata components onforeign intelligence purposes.

Implementation of legislation and operational changes

45. The enactment of legislation is only one step in enabling the NZIC agencies to respond

to the new security environment. Processes and procedureswill need lo be adapled o1

developed to ensure thal new and amended functions and powers are exercised within

ihe law. Newcapabilities will also need to be developed by the agencies.

46. In the case of the GCSB the compliance reviewis likely to result in a number of

recommendations to change organisational structures, eomptiane and audit systems,

and processes to managerelationships with other agencies.

Publicity

47.DPMC with the Office of the Prime Minister is considering how to manage {he

announcement of the preparation andintroduction of legislation, taking into account the

outcome of the Compliance Review. In addition sonsideralion is being giver to howto

manage the inkages with the telecommun Ica tlons security and industry obligations work

[OES Min (12) 4/1-2}. DPMCwill be reporting to relevant Ministers with a recommended

approach,

Legislative Implications

48. The proposals in GCSB Aci review sulle of papers will requireaimendments to the GCSB

Act. The Committee agreed that amendments resuling fram the NZIC Policy and

Lec istation Review should be progressed in an Int

category 2 priority [DES Min(12) 4/1- 4).

        Igence and Sect“iy Bill, which has a

s6(a)
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49. The proposals in these papers have been developedin a short timeframe. Given one of

the main issues being addressed is the lack of clarity of the GCSB Act, the drafling

phase may reveal further questions that need to be addressed. To managethis situation

paper 2 contains a recommendation noting that officials will consult with the Responsible

Minister and the Attorney-General on the drafting of the functions, and a

recommendation authorising those Ministers to make any decisions on additional matters

that are necessary that are consistent with Cabinet's decisions.

Consultation

50. This paper was prepared by the Department of the Prime Minister and Cabinet in

collaboration with the Government Communications Security Bureau. The New Zealand

Security Intelligence Service, Ministry of Foreign Affairs and Trade, New Zealand

Defence Force, New Zealand Police, New Zealand Customs Service, Ministry of

Defence, Ministry of Justice, Office of the Privacy Commissioner, Stale Services

Commission and the Treasury were consulted.

Financial Implications

51. The NZIC Policy and Legislation Review project has been funded and supportedin kind

by DPMC, GCSB and NZSIS. The next phase of the project (drafting and parliamentary

stages) will also be funded by DPMC, GCSB and NZSIS. The project teamto this point

has included seconded staff from other agencies, and it is likely that furlher secondments

or extensions to existing secondments will be sought to complete the project,

52. The financial implications associated with the changes in the GCSB Act review suite of

papers, in terms of allocating resources to intelligence priorities and for any new

capabilities, will be addressed by the NZIC as a whole throughits joint Four Year Budget

Pian process.

Human Rights

53. The proposals in the review of the GCSB Act papers were developed to be consistent

with the right and freedoms affirmed in the New Zealand Bill of Rights Act 1990

(NZBORA) and the Human Rights Act 1993. The proposed amendments engage, in

particular, the right to be free from unreasonable search andseizure affirmed in section

21 of the NZBORA.

54. A final view on the consistency with the NZBORA will possible once the legislation is

drafted. The Crown Law Office will be undertaking the NZBORAvet of the Intelligence

and Security Bill.

Regulatory Impact Analysis

55. A Regulatory Impact Statement (RIS) has been prepared andis attached. A memberof

the Policy Advisory Group, within the Department of Prime Minister and Cabinet, has

reviewed the RIS prepared by the Intelligence Co-ordination Group. The reviewer

considers thal the RIS meets the quality assurance criteria of the Regulatory Impact

Analysis framework. As noted in the Cabinet paper, the reviewer observes that due to

the nature of the issues dealt with in the paper and national securily classifications

associated with the material, no public consultation has been undertaken. This will occur

during the parliamentary consideration of the amending legislation.
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Recommendations

  

56, The Minister responsible for the Government Communications Security Bureau

recomnhenvle that the Commitiee:

1. note that on 11 December 2012 DES agreed that a review of porry and

legislation relating to the core New Zealand Intelligence Community be

undenaken [DES Min (12) 4/1-1):

[Not in Scope]

3. note that DES, Prior telo the GCSB Act review papers, will be considering a papel

on the review of external oversight mechanisms, in parlicular a review of the

intellgence and Securily Commitiee Act 1996 and the Inspector General of

Intelligence and Security Act 1996;

4. mote that the GCSB Aci review papers recommend changes to GCoe Acl to

provide for greater and miore effective oversight and to updale the Act to respond

to changesin the operating environment:

§ note that DES consideration of the GCSB Act review papers will conclude the

report backs of the review af policy and legislation relating to the care New

Zealand Intelligence Community;

6. note that consideration is being given to the announcement of the preparation

and introduction of the Intelligence and Securily Bill

Cone Poyvied tetany/VN

Ri Hor John Key

Minister responsible for the Government Communications Security Bureau

s6la)
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REGULATORY IMPACT STATEMENT

Government Communications Security Bureau Act Review

Agency Disclosure Statement

1. This regulatory impact statement has been prepared by the Department of Prime

Minister and Cabinet with the Government Communications Security Bureau.

2. It provides an analysis of options to update and amend the Government

Communications Security Bureau Act 2003 (the GCSB Act) to respond to the findings
and recommendations of the recent review of compliance at GCSB carried out by

Rebecca Kitteridge, and to respond to changes in GCSB’s operating environment.

The analysis of options was conducted as part of a wider New Zealand Intelligence

Community Policy and Legislation Review project, which included an existing review of

the New Zealand Security Intelligence Service Act 1969 and a review of legislation

providing for oversight mechanisms (the Intelligence and Security Committee Act 1996

and the Inspector-General of Intelligence and Security Act 1996). The analysis of

options took into account the work on these other reviews, and the compliance review.

o>

4. The GCSB Act contains intrusive state powers. Consequently any review of the GCSB

Act will involve the consideration of human rights and privacy matters. Respect for

human rights, and individual privacy and traditions of free speech in New Zealand were

guiding principles in undertaking the review and developing recommendations.

KEE
Rajesh Chhana

Intelligence Co-ordination Group

Department of Prime Minister and Cabinet

22 March 2013
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Status quo and problem definition

5.

9,

11.

The GCSB has a vital role to play in protecting the security and safety of New

Zealanders. Together with the other New Zealand Intelligence Community agencies, the

GCSBcontributes to the protection of the national security of New Zealand.

The GCSB was continued and established as a department of State by the Government

Communications and Security Bureau Act 2003 (GCSB Act). The GCSB Act has not

been amendedsince its enactment in 2003.

The GCSB Act sets out the objectives and functions of the GCSB, specifies the intrusive

powers Parliament has necessarily provided to the GCSB to fulfill its functions and the

related authorisation processes. The ability to exercise such powers comes with

responsibility ~ responsibility to operate within the jaw and consequently to maintain the

confidence of everyday New Zealanders.

In October 2012 Rebecca Kitteridge was secondedfrorn the Cabinet Office to the GCSB

to undertake a review of compliance at GCSB to provide assurance to the GCSB

Director that the GCSB’s activities are undertaken within its powers and that adequate

safeguards are in place. Ms Kitteridge briefed officials working on the New Zealand

Intelligence Community Policy and Legislation Review project about her review, and her

findings have been taken into account in developing the proposals referred to in this

paper.

Two broad problems with the GCSB Act have been identified. First, while the GCSB Act

provides for and authorises its current activities, it is not easy to determine whether any

given activity falls within the scope of the prescribed functions of the GCSB or not. A

considerable amount of legal analysis about the interplay of different provisions within

the GCSB Act is needed to arrive at any such conclusion.

. This situation is not satisfactory. The foundation of effective oversight is having a clearly
formulated and consistent statutory framework. The lack of such a framework makes

management and oversight of the GSCB very difficult, having to rely as it does on

extensive and complex analysis of the meaning of the GCSB Act. The only responsible

course of action when dealing with intrusive powersis to rnake the legislation clearer and

more transparent.

Second, since the enactment of the GCSB Act in 2003 there have been a numberof

changesin the threat environment facing New Zealand, particularly in the area of cyber

security, and developments in the law relating to privacy and search and surveillance.

The issues that require the GCSB Act to be updated can be summarised underfour

headings.

Changing information security requirements

12. The cyber environment continues to innovate at a remarkable pace, fucling economic

growth and international trade opportunities. Consequently, {here {s an increasing shift

of activity, both business and government, to that environment. To counter the threat to

business and government information the Government launched the New Zealand Cyber

Security Strategy in June 2017 (NZCSS),

13. The GCSB currently has as one of its core functions information security and assurance.

The advanced capabilities developed through GSCB’s intelligence work mean it is

S64) Page 2 of 7
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14.

15.

16.

17.

18.

uniquely placed to contribute to responses to cyber security issues. That is why, as part

of the NZCSS, the National Cyber Security Centre (NCSC) was created within the

GCSB. The Cabinet has indicated its expectation that the GCSB will considerably

enhance its cyber security capabilities and use its expertise to assist a range of

organisations (government, state sector,critical national infrastructure providers, and key

economic contributors), However, the implementation of the NCSC has highlighted

limitations on the ability of GCSB to contribute to this work because of the provisions of

the GCSB Act (for example it is not clear that the GCSB can provide advice and

assistance to private sector entities in New Zealand).

The impact of cyber threats is difficult to quantify precisely, but the NZCSS sets out

some of the potential impacts, as well as some estimates suggesting New Zealanders

lose up to $500m annually due to cyber-borne frauds and scams. Recentstatistics on

the NCSC website indicate that in the last 12 months cyber crime against New

Zealanders cost $625m, and the global cost was estimated at up to $460billion.

More broadly, the monetized cost of loss of intellectual property as a result of cyber

intrusions into private sector entities is exceptionally difficult to quantify, in part because

companies are reluctant to report losses or may not even knowtheir properly has been

stolen. However, based on the scale of intrusions and exfiltrations seen in other

jurisdictions and the numberof intrusions reported in New Zealand the potential costs to

New Zealand of cyber-based industrial espionagearelikely to be significant.

Internationally the trend has been described as shifting from “exploitation” to “disruption”

and “destruction”. In other words the cyberthreat is changing from theft of personal and

intellectual property, to denial of service attacks and destruction of computer networks.

The NCSC 2012 Incident Summary reported that there was a significant increase (from

90 to 134) in the number of reported serious attacks against New Zealand government

agencies, critical national infrastructure and private sector organisations.

If a major attack was directed at government agencies, critical national infrastructure

providers (for example telecommunications networks and water supply) or companies

that drive New Zealand’s economy, there could be significant disruption to commercial

and personal activities. It would also put at risk New Zealand’s political and business

reputation.

Changing security environment

19. The security environment New Zealand faces today presents new challenges.
Globalisation means that New Zealand is no longer as distant from security problems as

it was in the past. Security issues are increasingly interconnected and national borders

are less meaningful. The increasing level of innovation in the cyber environment and

the ubiguity of internet-based services is giving rise to new security threats and

vulnerabilities. The GCSB Act was enacted 10 years ago when cyber matters were less

sophisticated and prominent.

Changing public law environment

20, The legal environment in which the GCSB Actis interpreted has developed since its

enactment. The courts’ consideration of law enforcement cases has provided further

guidance about how intrusive state powers should be set out in statute, and highlight

areas where powers may no longer be effective given the change in the
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telecommunications environment. For law enforcement agencies these issues were

reviewed comprehensively over a number of years, and were addressed in the Search

and Surveillance Act 2012.

Better Public Services

21.1n addition to the issues above, the GCSB plays a crucial role in the support of other

government agencies, in particular the New Zealand Defence Force and the NZSIS. The

GCSBalso supports the New Zealand Police in the detection and investigation of serious

crime. The GCSB’s unique capabilities are an invaluable resource for those agencies to

draw upon.

22. The GCSB Act review considered that in a small jurisdiction such as New Zealand we

cannot afford to duplicate expensive and sophisticated assets, and there are limited

numbers of people that can work with such assets. Consistent with the Better Public

Services programme, the capabilities such as those developed or acquired by the

GCSB, where appropriate and subject to necessary safeguards, should be available to

assist in meeting key Governmentpriorities. This too should be addressed in the update

of the GCSB Act.

Objectives

23. The objectives of the GSCB Act review are:

e To provide for greater and more effective oversight at all levels (internally by the

Director, at ministerial level by the responsible Minister and externally by the

Inspector-Generaland the Intelligence and Security Committee).

* To enable the GCSB to respond to the changing security environment, cyber and

information security environment, and the changes in the public law environment

since the GCSB Act was passed in 2003.

Regulatory Impact Analysis

24. Three policy options were assessed:

e non-legislative solutions;

e amending the GCSB Act;

» repealing and replacing the GCSB Act.

Non-legislative solutions

25,As noted above the GCSB Act is a piece of legislation that sets out and provides

safeguards for the use of intrusive state powers. The GCSB cannot address any new

threats beyond thoseitis permitted to addressinits legislation.

26. The difficulties associated with the interpretation of the GCSB Act could be addressed by

developing detailed guidance material, but it would be of limited benefit and consume

considerable time and expenditure on legal advice to develop. This would not

substantially address the need to improve management and external oversight of the

GSCB.

2/. Non-legislative solutions cannot satisfactorily meet the {wo objectives.
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Amending the GCSB Act

28,

30.

31.

34.

35.

36,

The GCSB Act currently provides for three functions;

e Foreignintelligence

e information security and assurance

e Co-operation and assistance to other entities

}, The two objectives could be met by updating and clarifying the current functions set out

in the GCSB Act. It is not considered that any new functions need to be added, but a

refresh of the way in which the functions are articulated would ensure that the functions

fit the changing operational environment, as well as providing greater clarity about what

GCSB's functions actually are. These changes would complement and amplify the

proposals to strengthen oversight by the Inspector-General of Intelligence and Securily.

In the case of the foreign intelligence and cooperation functions, both would need to be

clarified to allow for more effective oversight, and in the case of co-operation a ministerial

authorisation process could be included in the GCSB Act to provide a way of determining

who GCSB can work with and under what circumstances.

The information security and assurance function in the GCSB Act focuses almost entirely

on providing protective services to public sector entities. However, threats in the cyber

environment also put at grave risk our critical infrastructure and businesses that drive our

economy. This function needs to be given more prominence. So too the expectations of

the GCSBin safeguarding New Zealand information, in both public and private sectors,

needs to be made clear.

.The GCSBAct currently sets out three types of powers:

e Warrantless powers of interception and access

e Interception warrants

e Computer network access authorisations

. These powers are contained in Part 3 of the GCSB Act along with other provisions that

control the use of those powers.

The objective of greater and more effective oversight would be met by still requiring the

current range of aulhorisations but amending the GCSB Act so the authorisation

processes are more transparent and consistent.

In order to meet the second objective, while the range of powers available lo the GCSB

does not need to be expanded the GCSB Act would be amended to make it clear that

the powers can be used for both the foreign intelligence function and the information

security and assurance function. The powers are needed to support the information

security and assurance function to give the GCSB the ability to respondeffectively to

emerging cyberthreats against New Zealanders.

The basic premise underpinning the operations of the GCSB that it does not conduct

foreign intelligence activities against New Zealanders will be retained (currently

contained in section 14 of the GCSB Act). However, because the information security

and assurance function is about protecting New Zealanders, an amendment will also be

required to allow the GCSB to see who (namely New Zealand individuals and

Page 5 of 7  
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companies) is being attacked. This would allow the GCSB to determine where the
threats are being generated from and develop measures to counter those threats.

37. Finally, amendments could be made to update the description of the powers to

accommodate changes in how communication are now carried and routed around the

world. This would be similar to the work undertaken for law enforcement powers in the

Search and Surveillance Act 2012.

38. The costs of developing and drafting the proposed amendments and implementing them

fall on the Government. The GCSB Act applies to the operation of the GCSB

consequently the costs are part of its core operating expenses, and no compliance costs

for business arise.

39. This approach would have the following outcomes and benefits:

 

Outcomes Benefits

Greater clarity of the law governing the Provides basis for more effective oversight
operation and administration of the GCSB by external oversight bodies, thereby

enhancing public trust and confidence.

 

'Respondstochangesinthepubliclaw
environment so that the law reflects

current jurisprudence and is relevant to the

current technological environment.
 

Provides clarity to the public on the

functions and powers of the GCSB.
 

Provides clarity to staff and enhances.
management oversight of GCSBactivities.

 

‘GSCBfunctions updated to allow GCSB to Enables GCSB to support private sectorin

meet new threats, in particular cyber addition to public sector entities to counter

security. cyber threats, which currently have an

estimated impact on New Zealanders of

over $0.50 billion in terms of cyber crime

alone.
 

Enables GCSB to more effectively detect

and respond to cyber threats by allowing it

to use the powers in the GCSB Act when

undertaking its information security and

assurance function.

Allow GCSBto better fulfill the functions of

the NCSC andplay an effective part in the

delivery of the NZCSS along with the other

agencies tasked with its delivery.

 

  

GCSB able to assist and advise other | Other agencies will not have to duplicate
Goverment agencies fulfill their lawful technical capabilities and expertise already

functions with its technical capabilities and held by the Crown, and make effective and

expense. efficient use of the GCSB's capabilities.  
 

shia) Page 6 of 7
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Repealing and replacing the GCSB Act

40. The two objectives could be achieved by taking a more expansive approachto updating

the GCSB's establishment statute, by repealing it and replacing it with a new statute.

41. The benefit of this approach, over and above the option to amend the GCSB Act,is that

it would result in a new Act that would pick up the changes described in the discussion of

the option to amend the GCSB Act as well as providing an opportunity to reenactall

other existing provisions with updated drafting where necessary. However, as discussed

above, the number of changes required to achieve the objectives can be targeted al

particular parts and sections of the GCSB Act and the basic construction of the GCSB

Act does not need to change to accommodate those amendmenis.

42. Consequently there does not seem to be any great benefit associated with dedicating

additional time and resources to redrafting and reenacting provisions that do not needto

be changed.

Consultation

43. The policy development process was undertaken by the New Zealand Intelligence

Community (DPMC — lead, with GCSB, and NZSIS). The agencies consulted were the

Ministry of Foreign Affairs and Trade, New Zealand Defence Force, New ZealandPolice,

New Zealand Customs Service, Ministry of Defence, Ministry of Justice, Office of the

Privacy Commissioner, Slate Services Commission and the Treasury.

44. Given the nature of the issues being dealt with and the national securily classifications

associated with the material, there was no public consultation process. Public

consultation on the proposals will occur during the parliamentary consideration of the

amending legislation.

Conclusions and recommendations

45. As discussed above, the identified problems do not require a change to the scheme of

the GCSB Act and the objectives of the review can be met by amendments to targeted

provisions. The benefits of dedicating resources to a full redrafting of the Act are

consequently limited. The recommended option is to amend the GCSB Act to address

the identified issues and meet the objectives of the reform.

implementation

46. The compliance review of the GCSB has a range of recommended changes to the

compliance framework and operations of the GCSB. The GCSB is developing an

implementation plan to respond to those recommendations, and the implementation of

the amendments to the GCSB Act will be incorporatedinto fhat plan.

Monitoring, Evaluation and Review

47. The GCSB will monitor the effectiveness of the amendments and advise the Minister

about any issues arising.

6ars Page 7 of 7
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Cabinet Committee on DES (13) 14

Domestic and External

Security
Copy No: { ws

 

Summary of Paper 25 March 2013
  

This document contains information for the New Zealand Cabinet. Ii must be trealed in confidence and

handled in accordance wilh any secunty ¢ fication, or other endorsement The information can only be

released, including under the Official Information Act 1982, by personsswith the aippropriate authority.

 

  

  

Review of the Government Communications Security Bureau Act 2003:

Paper 2: Proposals

Portfolio Minister Responsible for the GCSB

The Minister Responsible for the GCSB recommendsthat the Committee:

Background

note that in December 2012, the Cabinet Committee on Domestic and External Security

(Desyaagreedthat a review of the Government Communications Security Bureau Act 2003

(the GCSB Act) be undertaken [DES Min (12) 4/1-1),

note thal he GCSB Aet has been reviewed in Heht of preva circumstances, revealing a

number of issues that are giving rise to legal risks. as well as hampering the Bureau's

legislated powersin unanticipalied ways, adversely impacting on the Bureau's abiily to

performits legitimate activities and preventing if from being well positioned to dteal with

future issues;

Objective and functions

3 agree that section 7 of the GCSB Act (Objective of Bureau) be repealed or significantly

rationalised in favour of a consolidated section 8 (Functions of Burcau) clearly describing

the three core functions of the Bureau:

A information assurance/eyber security:

4.2 foreign intelligence:

308 co-operating with other entities:

| aeree that the three core functions of the Bureaube reflected in |the GCSB Act with equal

prominence and with clear legal authority provide for each function:

H782vl s6(a)  
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agree that the description of the Bureau’s information assurance/cyber security function be

adjusted to accommodateroles and responsibilities that Cabinet expects the Bureauto fulfil

(such as assisting New Zealand organisations to protect their information, ICTsystems and

networks, and infrastructure, from cyber threats) and to ensure flexibility for the function to

be delivered outside the public sector if so directed;

agree that the Bureau’s foreignintelligence function be rationalised to a clear, high-level

description of what the Bureau doesin this domainrather than adetailedlist ofactivities and

methods;

agree that the Bureau’s co-operation and assistance function be clarified to ensure that the

Bureau can work with approved entities inNew Zealand and overseas, with limitations and

safeguards as appropriate;

note that, based on the approachin paragraphs 3-7 above, section 8 of the GCSB Act

(Functions of Bureau) will be amendedto craft a description ofthe Bureau’s three core

functions around the following elements:

8.1 Information assurance/cyber security — co-operating with, and providing advice and

assistance to both public and private sector entities on maters relating lo the security

and integrity of electronic information, communications, and information

infrastructures of importance to the government;

8.2 Foreign intelligence - gathering and sharing communications intelligence about the

capabilities, intentionsoractivities of foreign organisations or foreign persons, In

accordance with the government’s intelligence requirements;

assistance to approvedentities (notably security and law enforcement agencies) in

the performanceoftheir lawful duties; and co-operating with approved entities to

facilitate the Bureau’s performanceofits ownfunctions;

8.3 Co-operating with other entities ~ co-operating with, and providing advice and

note that officials will consult with the Responsible Minister and the Attorney-General when

drafting the description of the Bureau’s core functions;

Powers, controls and limitations

10

J417821

note that the existing powers to intercept communications and to access computersystems 1n

sections 16, 17 and 19 of the GCSB Actcontinue to provide the basic tools that the Bureau

requires to performits functions, subject fo some updating of the language used;

note that section 14 of the GCSB Act (Interceptionsnotto target domestic communications)

reflects a basic operating premise that the Bureau is not to conduct foreign intelligence

activities against New Zealanders,

note that the rigid expression of section 14, together with broadlydefined terms and changes

in technology, are causing unanticipated consequences preventing the Bureau from

conducting legitimate core business, including support for other agencies and

responsibilities in the cyber security domain that Cabinet expects the Bureauto fulfil;

N
o
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agree thal the approach in section 14 of the GCSB Act be modified in a way thatresolves

the unanticipated effects of that provision, including:

13.1 safeguarding the privacy ofNew Zealanders and the basic premise that the Bureau’s

forcign intelligence activities may not be directed at New Zealanders;

13.2 permitting the Bureau to conductactivities that do not impinge, or do nol unduly

impinge, on New Zealanders’ privacy(in particular, interception of openly broadcast

information; interception with the consent ofthe parties to a communication; or

training and testing of equipment),

13.3. permitting the bureau to collect metadata in bulk and analyse foreign metadata

components for foreignintelligence purposes;

13.4 permitting the Bureau to scan internet traffic for advanced cyberthreats and to deal

with these in a way that promotes the protection of New Zealanders and New

Zealand information infrastructures in a modern telecommunications environment;

13.5 enabling the Bureauto collect information on New Zealanders whenassisting

another agencyin the performanceofits lawful duties, subject to anylimitations

imposed by law on that agency in the performanceofits duties, and subject to the

Bureau obtaining Ministerial authorisation (which maybe givenfor one or more

activities or for one or more classes of activities; and subject to any directions,

conditions or restrictions that the Responsible Minister considers appropriate);

agree that:

14.1 the concept of“incidentally obtained intelligence” reflected in section 25 of the

GCSB Act be retained;

14.2 the application of the concept should enable the Bureauto retain and share

information in a limited set of circumstances suchas a threatto life; a threat to

security; persons acting as an agent ofa foreign power,orthe commission of a

serious crime;

agree that the GCSB Act be amendedto incorporate a new mechanism to enhance

Ministerial oversight of Bureau activities, through which the Minister would specify

particularly sensitive or non-routine activities or classes of activities requiring explicit

Ministerial authorisation;

agree that the conditions under which Ministerial authorisation may be granted be enhanced

to inclide assurancesthat the activities proposed bythe Bureau are necessary, justified and

reasonable, and to provide consistently across the Ministerial authorisation mechanisms,

agree that the GCSB Act be amended to reflect that the Bureau may exercise its legislated

powersto fulfil any ofits prescribed functions;

agree that during the drafling phase that other amendments be madeas appropriate to

update, clarify and streamline the framework underpinning the Bureau’s powers and related

controls and authorisation processes,
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Miscellaneous amendments

19

20

2]

22

23

24

141782vi

note that, under section 57 of the Privacy Act 1993, the Bureau is currently exempt from all

the privacy principles except principles 6 (access to personal information), 7 (correction of

personal information) and 12 (unique identifiers);

agree that, in line with recent Cabinet decisionsin respect of the NZSIS [DES Min(13) 1/4]:

20.1 privacy principle 5 should apply to the Bureau without modification;

20.2 privacy principles 1, 8 and 9 should apply to the Bureau, modified if necessary to

achieve the effective and efficient performance of the Bureau’s functions,in

consultation with the Office of the Privacy Commissioner, the Ministry of Justice

and affected agencies;

agree that the GCSB Act be amended:

21.1 in line with recent Cabinet decisions in respect of the NZSIS [DES Min (13) 1/4], to

formalise the Bureau’s current practice by requiring it to maintain a written record of

all warrants and authorisations, in a form readily available for inspection by both the

Responsible Minister for GCSB andthe Inspector-General of Intelligence and

Security;

2|.2 consistent with the equivalent regime in the Search and Surveillance Act 2012, to

ensure that it provides a person with immunity fromcivil and criminal liability in

New Zealand for any reasonable act done in New Zealand or elsewhere in good faith

in accordance with the legislation, including under the function ofassisting other

entities;

21.3 to increase the penalty for unauthorised disclosure of informationto a maximumof

three years’ imprisonment/a fine of $5,000 or both,to alignit with penalties for

equivalent offending elsewhere inlegislation;

21.4 to enable authorisation to be granted by a Minister other than the Responsible

Minister in situations of urgency whenthe Responsible Minister is not readily

available or contactable;

note that consequential amendments may be neededto the provisions governing the

execution of Ministerial authorisation;

note that in October 2010, DES agreed to modify the appointment framework for the

Director of GCSB, providing the State Services Commissioner with a statutory mandate to

manage and advise on the selection process and providing for other matters related to the

office of Director [DES Min (10) 3/1);

note that amendments to the GCSB Actare required to give effect to the proposal in

paragraph 23 above;

sola)
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Leuisiative process

note that in December 2012, DFS:

25.) agreed that a bid be prepared for the 2013 Legislation Programme for an Intelligence

and Security BIH with a category 2 priority (must be passed in 2013).

28.2 noted that the bill would be enacted by Augusi 2013;

[DES Min (12) 4/b-1|

 

invite the minister Responsible for GCSB, and the Minister ofSiate Servicesin relation to

the proposed amendments to (he appointment framework |

drafting instructions to Parliamentary Counsel to give effect to the above proposals:

or the Director GCSB, foissue

agree that the GCSB Act as amended bind the Crown, consistent with the present approach

under section S of the GCSB Act,

authorise the Minister Response for GCSB and the Allorney-General to make any decisions

on additional matters thal are necessary to give effect to the above proposals, and that are

consistent with Cabinet decisions.

Sam CGletsner

Committee Secretary

Distribution:

Cabinet Committee on Domestic aad External Security

iS OMfice of the Prime Minisler

Vy Chief Pxccutive, DPMC

2& TMreector, Security and Risk, DPMC

oo) Director. Tntelligence Coordination Group, DPMC

aoMrector,National Assessments Burean, DPMC

Pa Director, NYSTS

oasg Director, GCs

cab, Secretary to (he Treasury

rq, Secretary for Justice

Qd Privacy Commissioner

 

Secretary of Porcign Affairs and Trade

y4 Secretary of Defence

ae. Chief of Defence Force

6) State Services Commissioner

oy “Coumissioner al Police

Minister of Customs
Sd Comptroller of Custos

Chief Parliamentary Counsel
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Office of the Minister Responsible for GCSB

Cabinet Domestic and External Security Committee

REVIEW OF GOVERNMENT COMMUNICATIONS SECURITY BUREAU ACT 2003: PAPER 2

Proposal

1. To seek Cabinet approval to amend the Government Communications Security Bureau

Act 2003 (the Act) to improve the legislative framework, enabling the Bureau to perform

its functions effectively and efficiently with enhanced authorisation processes and

controls.

Executive Summary

2.

a

The Government Communications Security Bureau (GCSB) performs three core

functions in contributing to the protection of New Zealand’s security and interests. First,

It has a key role to play in the cyber security domain, !t hosts New Zealand's National

Cyber Security Centre, and Cabinet has indicated its expectation that the Bureau will

considerably enhance ifs cyber security capabilities to assist a range of organisations

(government, state sector, critical infrastructure providers and key economic

contributors). The purpose of this assistance is to protect information and ICT networks

and infrastructure from cyber threats.

Second, the Bureau’s foreign intelligence function contributes to informed government

decision-making through generating intelligence about the capabilities, intentions and

activities of foreign organisations and foreign persons. The function includes the

interception of communications, in keeping with the Bureau’s unique signals intelligence

role within the New Zealand intelligence community.

Third, the Bureau plays a crucial role in support of other entities — including the

New Zealand Defence Force, the New Zealand Security Intelligence Service, and law

enforcement agencies including the New Zealand Police. The Bureau's unique skill-set

is invaluable for other agencies to draw upon and it would be unrealistic to duplicateit in

those entities. It would not be cost-effective to do so.

The picture that emerges from the review of the Act and the compliance review is one of

a legislative framework that is not fit for purpose — and may never have been. The Act
does not contain sufficient clarity or transparency to adequately support the Bureau's

legitimate activities. The current framework leaves the Bureau with an ambiquous legal

basis for conducting some ofits core business as intended by the Act and as instructed

by Cabinet. Any uncertainty in the application of the law to the Bureau's activities is

highly undesirable, both legally and operationally, and carries risk. The responsible

course of action is to make the legislation clearer and more transparent.
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6. The changes proposedlo the Act do not represent an extension of powers. Rather, the

changes will put the Bureau on a sound legal footing to continue performing the

functions that the government expects it fo in the interests of New Zealand. The

propasals also tnodetnise, hie Act to ensure it keeps up with the changing security

environment and evolution in the global telecommunications environment

7, A clear and consistent governing statuie Is essential to urvere the oversight

mechanisms that apply to the Bureau, which ar alsso proposed to be strengthened.

Together these enhancements will give sonlidenenee to the government and the wider

public that the Bureau is operating within the legal parameters that have been set for it.

Background

& On 11 December 2072, the Cabinet Comrittee on Domestic and External Security

(DES), having taken Power to Act, agreed that a reviewof policy and legislationrelating

to the core New Zealand Intelligence Community be undertaken, including a review of

the Government Communications Security Bureau Act 2003 [DES Min (12) 4/1-1].

9. Further background information is set out in the accompanying overview paper,

Comment

Objectives and Functions

10. Section 7 of the Act sels oul a detailed statement of the Bureau's “objective”, followed

by an equally detailed elaboration of its Sunctlans” in section 8. The drafting is complex

ihe provisions overlap and in critical ways they contradict each other. For example,

section 7 effectively limits the Bureau’s information security function to the public sector,

whereas section 8 envisages thal the Bureaui may provide advice io entities outside the

public sector. Given that the Bureau may only perform its functions in pursuit of its

objective, it is difficull to reconcile the role envisaged in section 8 with the narrower

expression of the Bureau's objective in section 7. The need for clarity is crucial at a lime

when the we ul"gue:8eeis Nereasinny being called on to help

 

14. The current framework also creates uncerlainty as to the Bureau's function of providing

expert advice an assistance ta other entities in support of their lawtul activities, This

role is reflected in Ihe Bureau's functions but ls not referred to in the objective provision.

The same tension therefore arises with respect to a function which Parliament intended

ihe Bureau fo perform, but for which no clear enabling objective exists ~ in effect stifling

ihe ability of other entities (particularly New Zealand’s law enforcement agencies) to

draw on the Bureau's capabilities in the performanceof their ownlawtul duties.

 

12. Collectively the plprovisions are unwieldy and create significant legal uncertainty as to ihe

precise scope of the Bureau's eaeal functions. In the current environment, with rising

public interest in the roles and activities of the intelligence agencies and growing

reliance on GCSB's catsabiliies lo help New Zealand meet lis cyber securily

requirements, it is essential to address this uncerlainty by restaling the Bureau's core

functions within ¢ slaril ed and simplified legisialive framework.
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13.

14.

 

The core functions of the GCSB should continue to be:

(i) Information assurance/cyber security

(ii) Foreign (communications)intelligence

(iii) Co-operating with other entities

lt is considered that there is scope to modify the existing sections 7 and 8 to ensure that

these functions are described In a waythat allows the Bureau’s role and activities fo be

more easily comprehended.

Information Assurance/Cyber Security

15.

16.

18,

The Bureau's information assurance/cyber security and co-operation functions are

currently compressed into a single paragraph of the Act (section 8(1)(e)) which is both

complex to negotiate and inadequate to empowerthe Bureau to carry out the full scope

envisaged for those functions. Splitting the two apart will Improve transparency and
make it easier to articulate clearly whatit is that the government intends the Bureau to

do, beyondits foreign intelligence role, to support New Zealand's security, international

relations and economic prosperity through the provision of expert advice and

assistance.

The Bureau has a key role to play in the wider cyber security domain. It hosts

New Zealand's National Cyber Security Centre, and Cabinet has indicated its

expectation that the Bureau will considerably enhanceits cyber security capabilities and

use its expertise to assist a range of organisations (government, state sector, critical

infrastructure providers and key economic contributors) to protect their information,ICT,

networks and infrastructure from cyber threats [DES Min (10) 4/1, SEC Min (42) 4/4].

However, in the absence of a clearly legislated role beyond strict information security,

and given the ways in which sections 7 and 8 further restrict rather than enable this

function, the Act provides a dubious legal basis, if any, for the Bureau to develop and

use new capabilities and discharge these broader responsibilities.

. The particular role of assisting with information security is clearly indicated in the

legislation as a function of the Bureau. But because the information security function

must be interpreted with reference to the Bureau’s objective, even this function can be

read narrowly to apply only within the public sector. On oneinterpretation, then, the Act

as currently worded excludescritical national infrastructure providers and organisations

of national significance frorn receiving any useful assistance from the Bureau.

The wording of the Act also casts doubt on the Bureau’s ability to collaborate with

foreign partner agencies on cyber security issues. Participating in an international

network of cyber security excellence gives the Bureau a valuable edge in detecting and

responding to advanced cyberthreats aimed at New Zealand. Being unable to take part

fully in this partnership — for example, if the Act hindered the Bureau from participatingin

joint threat analysis or from sharing its own discoveries with partners — would

substantially degrade the Bureau's capability in this area, with a consequential impact

on its capacity to protect New Zealand networks from cyber threats.
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Foreign Intelligence

19.

20.

21,

The Bureau's foreign intelligence function is defined in the Act in a highly prescriptive
way whichstates not only what the overall function is, but exactly whatit consists of and
how it is to be achieved ~ to a level of detail that includes deciphering, decoding,
translating, examining and analysing communications. This approach was presumably
intended to facilitate the production of foreign intelligence; but it is excessively specific
and locks the Bureau into a certain set of activities rather than empowering it to carry
out its foreign intelligence function in any mannerthat is legitimate. This is far from
ideal, given the major changesin the ways technology is used to communicate since the
Act was passed 10 years ago — and in light of future changes which can already be
anticipated.

lt is more appropriate to describe at a higher level the foreign intelligence function that
the Bureauis expected to carry out, complemented by a set of powers andlimitations to
govern what activities may be conducted in pursuit of the function. This approachwill
provide transparency about the nature and scope of the function, without expressly
legislating the skills required in pursuit of these functions and powers.

The core activity of “intercepting communications” described in section 8 was designed
to be technology-neutral while defining the Bureau's unique sianals intellinance rale
within New Zealand's intellinance rammutnity

$9(2)(h)

22, The same lack of clarity is adversely affecting activities which are unrelated to the
production of foreign intelligence, but which end up being captured within the broad
definition of “intercepting cormmunications” and are therefore theoretically subject to the
same restrictions that apply to the foreign intelligence function. This has the potential to
impact adversely on the Bureau's ability to provide cyber security advice and assistance
to governmententities or private organisations. It is also hampering the Bureau from
assisting law enforcement agencies in any meaningful way.

Co-operating with Other Entities

23.

24,

The Bureau fulfils a crucial role in support of other entities. The New Zealand Defence
Force and the New Zealand Security Intelligence Service, as New Zealand's other
security agencies, are the two domestic pariners with whom the Bureau has the
potential — and a need — to collaborate in certain circumstances. Law enforcement
agencies including the New Zealand Police can also gain clear value fram being able to
draw on the Bureau for technical and other assistance in some circumstances.

The Act contemplatesthis support role, but provides no clear basis for defining thelimits
of such assistance. Indeed it appears to constrain the role by stating (in section 8(2))
that advice and assistance may be provided to other entities in fulfilling their functions,
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205.

26,

27.

28.

29.

s6(a)

but only on matters that are relevant to the pursuit of the Bureau’s own objective (or to

the safety of any person; or the commission of serious crime).

As a result, it is uncertain what basis the Bureau hasfor its co-operative role, and for

sharing its expertise acrossthe intelligence community and the wider public sector. It is

not clear that the government can fully exploit the Bureau's capabilities for purposes that

fall outside the Bureau's own objective, even when thosePurposes may be entirely

legitimate |and lawlul ea oo :

  
Such an1 outcome is at oddsvwith the drive for greater collaboration

expected as part oof the delivery of better public services.

Greater clarity is required about whether, in what circumstances, and to what extent the

Bureau may provide assistance to others in accordance with its legal functions and

powers. The goal should be to enable the Bureau to provide assistance to the full

extent of its capability, without going beyond powers that the other agency is otherwise

lawfully entitled to exercise (but may be lacking the capability). In other words, the

Bureau should be able to assist another agency with any activity that the other agencyis

lawfully able to conductitself, and that intersects with a capability of the Bureau, subject

to any limitations imposed by law on that agency in performing its lawful duties.

Where the agency seeking assistance has inherent authority to conduct a particular

activity, the Bureau should be able to provide assistance without requiring further

evidence of authorisation from that agency. s6(a)
: : : : : : {

- In some instances, depending on “the nature of the “aollvity in

question, ‘the agency requiring assistance will first need to obtain a warrant authorising

such activity. For example, the Police would need an interception warrant before they

could intercept communications and, by implication, before they could request

assistance from the Bureau in undertaking that activity.

Warranted activities are by their nature more intrusive and require a greater degree of

authorisation. To reassure the public that the Bureau is appropriately authorised ~ and

as a matter of risk management on the part of the Bureau — there should be a clear

audit trail in writing that accompanies any request for assistance, before the Bureau is

able to take action. In this way it would be clear on its face that a request for Bureau

assistance had been made and, ideally, pursuant to which autharisation. This is not to

say that the Bureau may do anything at all under another agency's warrant. Clear limits

exist under well-established principles of constitutional law.

To give additional reassurance that there will be appropriate oversight of the Bureau’s

activities, and to mitigate any risk of legal challenge, it would be prudent also to require

the Bureau to seek its own Ministerial authorisation where advice or assistance is

requested. The legislation should be sufficiently flexible to allow authorisation to be

soughtfor particular activities, or for classes of activities performed over a stated period

of time. This approach would enable the Responsible Minister to contro! the precise

parameters of any assistance to be provided (and impose conditions where desirable,

following consultation).

s6(a)CC
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Recommended Approach to Functions

30. To properly address all the issues discussed above, the following approach is

recommendedto setting out the functions of GCSBin legislation:

° Repeal or significantly rationalise section 7 of the Act (“Objective of Bureau”) in

favour of a consolidated section 8 (“Functions of Bureau’) clearly describing the three

core functions of the Bureau: information assurance/cyber security, foreign

intelligence, and co-operating with other entities

Correct the imbalance between the Bureau's three high-level functions by separating

them and providing clear legal authority for each

Extend the description of the information assurance/cyber security function to clearly

accommodate roles and responsibilities that Cabinet expects the Bureau to fulfil, and

to ensure thal the role can extend beyond the public sector if the government so

directs

Rationalise the foreign intelligence function to a clear, high-level description of what

the Bureau doesin this area rather than a detailed list of activities and methods

Clarify the function of co-operating with other entities by providing a simple

mechanismfor the Bureau to co-operate with entities in New Zealand and overseas,

with appropriate limitations and safeguards

31. Based on the approach above, section 8 of the Act (“Functions of Bureau”) will be

amended to craft a description of the Bureau’s three core functions around the following
elements:

Information assurance/cyber security — Co-operating with, and providing advice and

assistance to both public and private sector entities on matters relating to the security

and integrity of electronic information, communications, and information

infrastructures of importance to the government

Foreign intelligence — Gathering and sharing communicationsintelligence about the

capabilities, intentions or activities of foreign organisations or foreign persons, in

accordance with the government's intelligence requirements

Co-operating with other entities — Co-operating with, and providing advice and

assistance to approved entities (notably security and Jaw enforcement agencies)in

the performance of their lawful duties; and co-operating with approved entities to

facilitate the Bureau's performanceofits own functions

32. Officials will consult the Responsible Minister and the Attorney-General when drafting

the description of the Bureau's core functions.

Powers, Controls and Limitations

33, Part 3 of the Act sets out the intrusive powers available to the Bureau, namely the power

to intercept certain communications and to access certain computer systems with

6
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34.

s6(a)

authorisation as required. These powers are subject to section 14 of the Act, which

imposesstrict limitations where the communications of New Zealanders are involved.

The basic premise that the GCSBis not to conduct foreign intelligence activities against

New Zealanders remains valid. But the evolution of communications technology and the

rigid formulation of section 14 have conspired to cause unanticipated consequencesthat

are preventing the Bureau from conducting legitimate core business, including support

for other agencies and responsibilities in the cyber security domain that Cabinet expects

the Bureauto fulfil.

li is imperative that these anomalies be addressed in a way that respects the

paramountcy of New Zealanders’ privacy while allowing the Bureau to performits lawful

functions effectively. Modifications to the approach in section 14 are recommended to

resolve the unanticipated effects of that provision. This involves applying limitations to

the Bureau's foreign intelligence function while enabling the Bureau:

e to conduct activities that do not impinge, or do not unduly impinge, on

New Zealanders’ privacy (in particular, interception of openly broadcast information,

interception with the consent of the parties to a communication; or training and

testing of equipment);

* to collect metadata (described further below) in bulk and analyse foreign metadata

componentsfor foreign intelligence purposes;

* to scan internet traffic for advanced cyber threats and deal with these in a way that

promotes the protection of New Zealanders and New Zealand information

infrastructures in a modern telecommunications environment; and

e to collect information on New Zealanders when assisting another agency in the

performanceofits lawful duties.

Section 714

35.

36.

Section 14 of the Act states that:

Neither the Director, nor an employee of the Bureau, nor a person acting on behalf of the

Bureau may authorise or take any action for the purpose of intercepting the

communications of a person... who is a New Zealand citizen or permanent resident.

In its intent, section 14 reflects a basic premise that the GCSB is not to conduct foreign

intelligence activities against New Zealanders.

Section 14 was designed to place limits on the Bureau's foreign intelligence gathering

function. This is evident from section 13, which currently describes the Bureau's powers

only in terms of the foreign intelligence role. What was not foreseen was that section 14
might impinge on the Bureau’s ability to perform a key cyber security role: that is,

working to ensure that New Zealand people and organisations can operate in a safe and

secure cyber environment. Cyber attacks are launched against New Zealand byforeign

adversaries, but they are carried on New Zealand infrastructure and impact on

New Zealand victims. GCSB cannot identify, investigate or defend against these

s6(a) _
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37.

38.

39,

40,

s6(a)}

allacks if it is prevented from directing its analytic tools towards the communications

infrastructure within which the attacks are hidden.

In the current telecommunications environment, it is generally impossible to know for

certain whether a particular communication is “foreign” or “domestic” at the point of

interception. Electronic communication takes place without regard for nationality or

borders, and may be routed anywhere in the world before it reaches its destination

(even if that destination is the same city in which it started). The information is only

capable of being filtered after collection. A restriction on collection that demands to

know in advance that a communication is definitely “foreign” is therefore unworkable

and, indeed, virtually meaningless in the internet age.

The same technical constraints are hindering the Bureau in effectively carrying out its

foreignintelligence function. Modern tools permit the analysis of very large volumes of

data generating considerable information s6(a) ,
and so on, in relation to foreign organisations and foreign persons

without needing to touch the content of any communication (that is, without retrieving

the particular conversation that was held or the particular message that was sent). This

activity, known as “metadata analysis”, is considered to be fundamental in the toolkit of

any signals intelligence agency.

Because of the way digital communications are managed and routed globally, however,

it is impossible to exclude metadata generated by New Zealanders at the point of

collection: indeed, the metadata itself can be an important factor in determining that a

particular communication is a New Zealand communication and should be disregarded.

Equally, when a New Zealand selector (such as a phone number) is happened upon, it

should be possible for the Bureau to continue its analysis of the broader data set for

foreign intelligence purposes, provided that no specific analysis is carried out on that

New Zealand selector.

Finally, section 14 is impeding the Bureauin its function of assisting other entities. The

most compelling example may be activities which are carried out for benevolent

purposes. For example, in the event that a member of New Zealand’s armedforces is

taken hostage while on duty overseas, the New Zealand Defence Force has a
responsibility to seek the safe return of that person. s6fa)

Section 14 of the Act prohibits the

Bureau from intercepting the communications of New Zealanders even when assisting

an agency with its lawful duties in benevolent circumstances like these, s6(a)
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s6(a)

42.

43.

44,

 

Metadata collected incidentally by the Bureau while carrying outits foreign intelligence

function can be a3 powerful toolto generate leadsee :

itis important to preserve ihe Bureau’$ ability

to retain and communicate such information incidentally obtained.

In summary, section 14 is outwardly attractive as a prominent, unequivocal safeguard of

the privacy of New Zealanders. However, the absolute way in which the provision is

expressed, together with developments in communications technology and broadly

defined terms, are preventing the Bureau from carrying out core business. In its current

wording section 14 is hampering the Bureau in performing its foreign intelligence and

co-operation functions, and prevenis it from effectively fulfilling the evolving cyber

security responsibilities assigned to it by Cabinet. As communication shifts inexorably

towards increased use of the internet carried over fibre, these issues will intensify,

continuously degrading the Bureau’s ability to performits functions.

The protection of New Zealanders’ privacy is fundamental and should be an integral part

of GCSB’s compliance frarnework. But the rigid expression of that expectation in

section 14 is no longer fit for purpose, and needs to be recast in a way that permits the

Bureau to carry out legitimate activities to fulfil its functions in an effective and efficient

manner. The controls should be as robust and as credible as they are now; and they

should take full account of human rights and contemporary privacy considerations,

including developments in the area of unreasonable search and seizure.

5, As noted above, section 14 interacts closely with other provisions in the Act to create an

overarching frameworkfor the Bureau’s intrusive powers. In the course of developing a

new approach for section 14, other modifications to the interception and access

authorisation mechanism, or to related defined terms, may prove necessary to ensure

that the process as a whole works seamlessly and achieves the right balance between

protecting New Zealanders’ privacy andfacilitating the Bureau'slegitimate activities.

Recommended Approachto Section 14

46. To properly address the issues discussed above, it is proposed to modify the approach

taken in section 14 of the Act so as fo resolve the unanticipated effects of that provision.

The modifications would aim to:

e Preserve the basic premise that foreign intelligence activities may not be directed at

New Zealanders

s6(a)
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@ Applylimitations to the Bureau's loreign intelligence function only

« Permit the Bureau to conduct activities that do not impinge, or da not unduly impinge,

on New Zealanders’ privacy (in particular, interception of openly broadcasi

information, interception with the consent of the parties to a cornmunication, or

training and lesting of equipment)

  

» Perm the Bureau to collecl metadata in bulk and analyse foreiqn metadata

components jor foreign intelligence purposes

 

e Permit the Bureau to scan internet traffic Tor advanced cyber threats and deal will

these in a way thal promotes the prolection of New Zealanders and New Zealand

information infrastructures in a modern telecommunications environment

 « Enable the Bureau to collect information om New Zealanders when assisting anothet

agency in the perlormance ofils lawiul dull act io any limitations imposed by

law on thal agency in the performance of ts atuties and subject to the Bureau

obtaining Ministerial authorisation (which may

 

be givenfor one or more aciivities ot

for one or more classes of activities: and subject to any directions, conditions or

restrictions thal the Responsible Minister neice appropriate)

Powers

47. As noted earlier, Part 3 of the Act confers three powers of interception on the Bureau:

49.

()  Warrantiess interception in situations nat invatving the physical connection of an

iNvVerception device to a network; and nol volving the installation of an

interception device in any place in order to intercept communications in thal place

(sections 15 and 16)

(ii) interception of communications by an interceplion device under an interception

warrant granted by the Responsible Minister (section 17)

Gi) Access lo a comp system under a computer access authorisation granted by

the Responsible Minis ler (oesection 19)

This construct continues to provide the basic fools thai the Bureau needs to perform tls

funciions effectively and efficiently, though the lanquage used to capture the powers is

in some respects ouldated and would ber iefil from being refreshed, There may also be

errors ta clarity and streamline aspects of the powers related lo the wider

overhaul of the legislation,

Al present, section 13 of the Act dictates that the Bureau's powers are only available for

the purpose of obtaining foreign intelligence. While much of ihe dureall’s work

(including in the cyber security domain) can ultimately belinked to a foreign intelligence

objective, the Act was coneaive ata time when the nature, extent and potential impact

al the cyber threat was dramatically diferent from the threat posed now, and the

approach imposed by section 13 is anachronistic and overlylirniting. jt is proposed
£

broaden the ambit of

 

the powers In Part 3 to the performance of any or ail of the

Bureau’s functions, subject to appropriate controls and limitations

s6(a)

Rele
as

ed
 un

de
r th

e O
ffic

ial
 In

for
mati

on
 Act 

19
82



50,

s6(a)

Section 25 of the Act currently allows the Bureau to retain and pass on any information

that comesinto its possession relating to the prevention or detection of serious crime —

even if the Bureau would ordinarily be obliged to destroy that information as irrelevant.

lt is proposed to retain this concept of “incidentally obtained intelligence” to enable the

Bureau to cornmunicate information in a slightly expanded range of situations such as

activities involving a threat to life; a threat to security; persons acting as an agent of a

foreign power; as well as the commission of a serious crime.

Ministerial Authorisation

51.

o4,

Sections 17 and 19 of the Act currently provide the mechanisms for seeking Ministerial

authorisation to intercept communications and to access specified computer systems.

Approval may only be granted if the Minister is satisfied that certain conditions exist,

including: that the activities are essential to advance anobjective of the Bureau; that the

value of the information sought justifies the proposed activity; and that the information is

notlikely to be obtained by other means, It is proposed to augment these with further

conditions requiring an assurance that nothing will be done beyond whatis required to

properly perform a function of the Bureau; and that the nature and consequences of the

acts done will be reasonable, having regard to the purposes for which they are carried

out. These tests draw on similar provisions in the Search and Surveillance Act 2012

(section 68, for example) and in Australia’s Intelligence Services Act 2001.

. In order to bring greater transparency and consistency to Ministerial oversight of the

Bureau's aclivities, an additional mechanism is proposed, in line with a similar provision

in Australia’s Intelligence Services Act 2001. The mechanism would enable the Minister

to issue written directions to the Bureau setting out the particularly sensitive or non-

routine activities or classes of activities for which the Bureau would be required fo

obtain explicit Ministerial authorisation before proceeding. This additional control

measure might apply, for example, to specified types of computer network operation, or

particular forms of co-operation with other agencies.

. It is proposed that the same strict conditions would apply to all avenues for seeking

Ministerial authorisation. This will establish a higher degree of consistency across the

mechanisms and provide greater confidence that all activities proposed by the Bureau

are truly necessary, justified and reasonable.

The enhanced Ministerial authorisation process suggested in this section sits within a

wider framework of enhanced oversight — in particular through the revamped role of

inspector-General ofIntelligence and Security — which is proposed in the accompanying

paper on oversight of the intelligence agencies.

Recommended Approach to Powers and Authorisations

55, With regard to the powers of the Bureau and the associated authorisation mechanisms,

the following approachis proposed:

2 Retain the basic construct of specific powers to intercept communications and fo

access computer systems with appropriate authorisation processes

14
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e Retain the concept of “incidentally obtained intelligence” in section 25 of the Act, and

enable its application to a modestly expanded range of situations such as a threat to

life; a threat to security; acting as an agent of a foreign power: as well as the

commission of a serious crime

e Introduce greater Ministerial oversight with a new mechanism through which the

Minister would specify particularly sensitive or non-routine activities or classes of

activities requiring explicit Ministerial authorisation

e Enhance the range of conditions that must be satisfied before Ministerial

authorisation may be granted to include assurances that the activities proposed by

the Bureau are necessary, justified and reasonable, and apply those conditionsto all

Ministerial authorisation processes to improve consistency across the authorisation

mechanisms

» Clarify that the Bureau’s powers apply to the performanceof all its functions

e During the drafting phase, make other amendments as appropriate to update, clarify

and streamline the framework underpinning the Bureau's powers and related controls

and authorisation processes

Miscellaneous Amendments

56. Several miscellaneous amendments have been identified to complement other

proposals for the Bill, to promote operational efficiency in the Bureau's business, and in

the interests of updating the Act generally.

Privacy Protections

57, Under section 57 of the Privacy Act 1993, the Bureau and NZSIS are exemptfromall

the privacy principles except principles 6 (access to personal information), 7 (correction

of personal information) and 12 (unique identifiers). In the 1998 report Necessary and

Desirable, the Privacy Cammissioner recommendedthat the Act be amended to make a

furtherfour principles applicable to the intelligence agencies:

e Principle 1 (purpose of collection of personal information)

* Principle 5 (storage and security of personal information)

¢ Principle 8 (accuracy of personal information to be checked before use)

2 Principle 9 (agency not to keep personal information for longer than necessary)

58. The Law Commission considered and supported this recommendationin its June 2014

review of the Privacy Act. In response, NZSIS recently obtained Cabinet approval to

apply principle 5 without modification; and to apply principles 1, 8 and 9, modified as

necessary to achieve the effective and efficient performance by the Service of its

functions [DES Min (13) 1/4]. In the interests of enhancing privacy protections for

New Zealanders, it is proposed that Cabinet agree to take a similar approach to the

Bureau.

12
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59,

60.

s6(a)

Effective oversight will help to give confidence in the Bureau's implementation of privacy

protections. The Office of the Privacy Commissioner and the Inspector-General of

Intelligence and Security have overlapping responsibilities in this regard (see section

15(3) of the Inspector-General of Intelligence and Security Act 1996). During the
drafting phase, consideration will be given to how this should best be managed,

including the possibility of legislative amendments, given the range of proposals in this

paper.

The Privacy Act was amended in February 2013 to introduce a new regime for the

sharing of personal information to facilitate the provision of public services. During the

drafting phase, consideration will be given to the practical implications of the new

regime, including whether the Bureau should look to develop an information sharing

framework that mirrors Part 9A of the Privacy Act, with the possibility of exernptions from

or modifications to the information privacy principles, if appropriate.

Record of Warrants/Authorisations

61. To enable the Inspector-Generailof Intelligence and Security fo have access to the best

possible information, as has previously been agreed by Cabinet in respect of the review

of NZSIS legislation [DES Min (13) 1/4 refers], itis proposed that the Act be amended to

formalise the Bureau's current practice by requiring it to maintain a written record of all

warrants and authorisations, in a form readily available for inspection by both the

Responsible Minister for GCSB and the inspector-General. Together with changes to

be made to the NZSIS legislation, this will not only provide clarity for the Inspector-

General, but will also support a strong compliance culture within the intelligence

agencies. Further context for this proposal is set out in the accompanying paper on

oversight of the intelligence agencies.

Immunity from Criminal and Civil Liability

62.

63.

The functions and powers set out in the Act (both currently, and asit is proposed to be

amended) empower the Bureau to undertake activities that would otherwise be in

breach of Jaw. It is important to safeguard Bureau employees, and others who may be

authorised to assist the Bureau in its lawful duties, against exposure to criminal or civil

proceedings when acting in goodfaith in the performance of a legitimate function. This

includes situations where the Bureau is providing assistance to another entity.

Section 21 of the Act currently provides that every person who is authorised to give

effect fo an interception warrant or a computer access authorisationis justified in taking

any reasonabie action necessary to give effect to it. The language of section 21 is

somewhat outmoded and is at present confined to activities conducted under Ministerial

authorisation. It is proposed to update section 21 of the Act to align it with any revisions

to the provisions on powers, and to acknowledge that the Bureau has a limited number

of powers that may be exercised without Ministerial authorisation. Consistent with the

equivalent regime in the Search and Surveillance Act 2012, the intent is to ensure that

the Act provides a person with immunity from civil and criminal liability in New Zealand

for any reasonable act done in New Zealand or elsewhere in good faith in accordance

with the legislation, including under the function of assisting otherentities.

s6(a)
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Penatties tor Unauthorised Disclosure of Information

64. Under section 17 of the Act, Il is an offence for a current or former employee of the

Bureau to disclose or use without authorisation any information: obtained through the

person's commeciion with the Bureau, The offence carries a maximum penalty of two

years’ imprisonment or a fine not exceeding $2,000. It is tirnely lo updaie the maximum

penalty for this offerice in line wilh equivalent provisions elsewhere in the statule book,

commensurate with the seriousne  of disclosing information affecting national security

and New Zealand’s international reputation (see, for example, s78A of the Crimes Act

1961). With this in mind, itis proposed that the penalty be Increased to a maximum of

ihree years’ imprisonment or a fine of 55,000, of both.

Authorisation in Situations of Urgency

  

 

G5, Under ihe Act as it stands, only the Responsible Minister has authority to grant an

ierceplion warrant or a compute! access authorisation. it is nroposed |o amend the

Act to provide alternative avenuesfor obtaining Ministerial authorisalion in situations of

urgency when the Responsible Minister is not readily availa ble. In such circurmstarices

the Bureau would be able to seek authorisation fromspecified other Ministers, including

ihe Minister of Defence, the Minister of Foreign Allairs and ihe Atlorney-General.

ConsequentialAmendments

66. Depending on the fined hae of the provisions on Ministerial authorisalions,

consequential amendments may be required to associated provisions such as sectian

& (which relates lo persons acting under an interceplion warrant). These amendments

would be of a largely administrative nature.

Amendment to the Appointment Framework for the Director of GCSB

G7. In 20410, ee agreed thal the aPeon iramework for the chiel executive of

GCSB (and of NZSIS) be adjustsled| » provide the Stale Services

 

Commissioner wilh a

statutory 1te |fo manage and advise on the selection process, defining the termof

office of up to five years, providing for the reappoinimenmoof chief executives, and

establishing the role of the State Services Cami

  

sloner in setting conditions of service

and the processlor lermination [CAB Min (10) 38/3]. These declssions were given elfect

through non-legislative measures until such lime as it was praclicable to make the

necessary legislative amendments. The review of (he Act presents such an opportunity.

Consultation

G8. This paper was prepared by the Department of the Prirne Minister and Cabinet in

collaboration with the Government Cornmunications Security Bureau. The New Z

Security Intellige

   saland

service, New Zealand Defence Force, Ministry of Foreign Affairs
and Trade, New Zealand Police, Office of the Privacy Cornmissioner, New Zealand

ustoms Service, Ministry of Defence, Ministry of Justice, Stale Services Commission

and ihe Treasury were consullied,

We 
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Financial Implications

69. There are no financial implications arising from this proposal.

Human Rights

70. The proposals in this paper were developed to be consistent with the right and freedoms

affirmed in the New ZealandBill of Rights Act 1999 (NZBORA) and the Human Rights

Act 1993. The proposed amendments, in particular, engage the right to be free from

unreasonable search and seizure affirmed in section 21 of the NZBORA.

71. A final view on the consistency with the NZBORA will possible once legislation is

drafted. The Crown Law Office will be undertaking the NZBORAvet of the Intelligence

and Security Bill,

Legislative Implications

72. Legislation is required to implement this proposal. On 11 December 2012, the Cabinet

Committee on Domestic and External Security agreed that a bid be prepared for the

2013 Legislation Programme for an Intelligence and Security Bill with a category 2

priority (must be passed in 2013), and noted that the bill would be enacted by August

2013 [DES Min (12) 4/1-4].

73. It is proposed that the Act as amended will bind the Crown. This is consistent with the

approachtaken in section 5 of the current Act.

Regulatory Impact Analysis

74, Regulatory Impact Analysis requirements apply to this paper. A Regulatory Impact

Statement has been prepared and accompaniesthis suite of papers.

Recommendations

75. The Minister Responsible for GCSB recommendsthat the Committee:

Background

1. note that on 11 December 2012 DES agreed that a review of the Government

Communications Security Bureau Act 2003 (the Act) be undertaken [DES Min

(1) 4/1-1];

2. note that the Act has been reviewed in light of prevailing circumstances,

revealing a number of issues that are giving rise to legal risks, as well as

hampering the Bureau's legislated powers in unanticipated ways, adversely

impacting on the Bureau's ability to perform its legitimate activities and

preventing it from being well positioned to deal with future issues:

Objective and Functions

3. agree that section 7 of the Act (“Objective of Bureau”) be repealed or

significantly rationalised in favour of a consolidated section 8 (‘Functions of

Bureau’) clearly describing the three core functions of the Bureau: information

15
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assurance/cyber security, foreign intelligence, and co-operating with other

entities:

agree that ihe three core functions of the Bureau be reflected in the Act with

equal prominence and with clear legal authority provided for each function:

agree that the description of the Bureau's information assurance/cyber

security function should be adjusted to accommodate roles and

responsibilities that Cabinet expects the Bureauto fulfil (such as assisting

New Zealand organisations to protect their information, ICT systems and

networks, and infrastructure, from cyber threats) and to ensure flexibility for

the function ta be delivered outside the public sector if so directed;

agree that the Bureau’s foreign intelligence function should be rationalised to

a clear, high-level description of what the Bureau does in this domain rather

than a detailed list of activities and methods;

agree that the Bureau's co-operation and assistance function should be

clarified to ensure that the Bureau can work with approved entities in

New Zealand and overseas, with limitations and safeguards as appropriate;

note, based on the approach in recommendations 3 ~ 7, that section 6 of the

Act (“Functions of Bureau") will be amended to craft a description of the

Bureau’s three core functions around the following elements:

8.1 Information assurance/cyber security -— Co-operating with, and

providing advice and assistance to both public and private sector entities on

matters relating to the security and integrity of electronic information,

communications, and information infrastructures of importance to the

government

8.2 Foreign intelligence - Gathering and sharing communications

intelligence about the capabilities, intentions or activities of foreign

organisations or foreign persons, in accordance with the gavernment’s

intelligence requirements

8.3 Co-operating with other entities ~ Co-operating with, and providing

advice and assistance to approved entities (nolably security and law

enforcement agencies) in the performance of their lawful duties; and co-

operating with approved entities to facilitate the Bureau’s performance of Its

own functions

note that officials will consult the Responsible Minister and the Attorney-

General when drafting the description of the Bureau’s core functions;

Powers, Controls and Limitations

10. note that the existing powers to intercept communications and lo access

computer sysiems in sections 16, 17 and 19 of the Act continue to provide the

16
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12,

13.

14.

s6(a)

basic tools that the Bureau requires to performits functions, subject to some

updating of the language used;

note that section 14 of the Act (“Interceptions not to target domestic

communications”) reflects a basic operating premise that the Bureau is not to

conductforeign intelligence activities against New Zealanders;

note that the rigid expression of section 14, together with broadly defined

terms and changes in technology, are causing unanticipated consequences

preventing the Bureau from conducting legitimate core business, including

support for other agencies and responsibilities in the cyber security domain

that Cabinet expects the Bureau to fulfil;

agree thal the approach in section 14 of the Act should be modified in a way

that resolves the unanticipated effects of that provision, including:

13.1. safeguarding the privacy of New Zealanders and the basic premise

that the Bureau's foreign intelligence activities may not be directed at

New Zealanders;

13.2. permitting the Bureau to conduct activities that do not impinge, or do

not unduly impinge, on New Zealanders’ privacy (in particular,

interception of openly broadcast information; interception with the

consent of the parties to a communication; or training and testing of

equipment):

s9(2)(h)

13.4 permitting the Bureau to scan internet traffic for advanced cyber

threats and to deal with these in a way that promotes the protection of

New Zealanders and New Zealand information infrastructures in a

modern telecommunications environment:

13.5 enabling the Bureau to collect information on New Zealanders when

assisting another agency in the performance of its lawful duties,

subject to any limitations imposed by law on that agency in the

performance of its duties, and subject to the Bureau obtaining

Ministerial authorisation (which may be given for one or more activities

or for one or more classes of activities; and subject fo any directions,

conditions or restrictions that the Responsible Minister considers

appropriate);

agree that:

14.1 the concept of “incidentally obtained intelligence” reflected in section

25 of the Act should be retained; and

14.2 the application of the concept should enable the Bureauto retain and

share information in a limited set of circumstances such as a threal to

17
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ile; a threat to security; pers

 

s acting as an agent of a foreign power:

or the commission of 2

 

MOUS crime:

agree that the Act should be amended to incorporate a new mechanism to

enhance Ministerial oversight of Bureau activities, through which the Ministe

would specify particularly sensitive or non-routine activities or classes of

aclivities requiring explicit Ministerial authorisation:

 

agree thal the conditions under which Ministerial authorisation may be granted

should be enhanced to include assurances that the activities proposed by tl

Bureau are necessary,ee and reasonable, and to rove consisiency

acrossthe Ministerial authorisation mechanisms:

agree that the Act should be amendedto reflect that ihe Bureau may exercise

its legislated powersto fulfil any of its prescribed functions:

agree during the drafting phase thai other amendments be made as

  

appropriate to update, clarify and

 

sarmline the framework undepil ining the

Bureau's powers and related controls and aulhorisalion processe

Amendment  

 

note that, under section 5/ of the Privacy Act 1993, the Bureau is currently

xempl from all the privacy principles except principles 6 (accessto personal

Information), 7 (correction of personal information) and 12 canique identifiers):

agree thai, in line with recent Cabinet decisions in respect of NZSIS [DES Min

(13) V/4}:

20.4 privacy principle 5 should apply to ihe Bureau without modification

20,2 privacy principles 1, 8 and 9 should apply fo the Bureau, modified i

necessary to achieve the effective and efficient performance of the

SUTEAL'S vans in consultation with the Office of the Privacy

Commissioner, the Ministry of Justice and affected agencies:

agree that, in line with rece

 

i Cabinet decisions in respect of NZSIS [DES Min

(13) 7/4), the Act should be amended to formalise the Bureau's current

practice by requiring ft fo maintain a written record of all warranis and

authorisations, in a form readily available for inspection by both the

Responsible Minister for GCSB and the Inspecior-General of Intelligence and

Security:

agree that section 27 of the Act should be amended, consistent wilh the

equivalent regime in the S

 

earch and Su Wveillance Act 2072, lo ensure that it

SON with |immunity from civil and criminal liability in New Zealand
£

for any reasonable act dane in New Penland «or elsewhere in good faith in

  

provides a pers
£
q

accordance with the leiskdion, including under the funcllon of assisting othe:

antities:
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23.

24.

25.

26.

s6(a)

agree that the Act should be amended to increase the penalty for

unauthorised disclosure of information to a maximum of three years’

imprisonmenta fine of $5,000 or both, to align it with penalties for equivaient

offending elsewhere in legislation;

agree that the Act should be amended to enable authorisation fo be granted

by a Minister other than the Responsible Minister in situations of urgency

when the Responsible Ministeris not readily available or contactable;

note that consequential amendments may be needed to the provisions

governing the execution of Ministerial authorisations;

note that in 2010, Cabinet agreed to modify the appointment framework for

the Director of GCSB, providing the State Services Commissioner with a

statutory mandate to manage and advise on the selection process and

providing for other matiers related to the office of Director [CAB Min (10) 38/8},

and that amendments to the Act are required to give effect to these decisions;

Legislative Process

20.

28.

29.

30,

31.

note that on 11 December 2012 DES agreed that a bid be prepared for the

2013 Legislation Programme for an Intelligence and Security Bill with a

category 2 priority (must be passed in 2013) [DES Min (12) 4/1-1];

note that on 11 December 2072 DES noted that the bill would be enacted by

August 2013 [DES Min (12) 4/1-1];

invite the Minister Responsible for GCSB, and the Minister of State Services

in relation to the proposed amendments to the appointment framework for the

Director of GCSB, to issue drafting instructions to Parliamentary Counsel to

give effect to the above decisions:

agree thai the Act as amended should bind the Crown, consistent with the

present approach under section 5 of the Act;

authorise the Minister Responsible for GCSB and the Attorney-General to

make any decisions on additional matters that are necessary for the above

proposals, andthat are consistent with Cabinet’s decisions.

Rt Hon John Key

Minister Responsible for the Government Communications Security Bureau

§6(a)
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REGULATORY IMPACT STATEMENT

Government Communications Security Bureau Act Review

Agency Disclosure Statement

1.

q
w

This regulatory impact statement has been prepared by the Department of Prime

Minister and Cabinet with the Government Communications Security Bureau.

li provides an analysis of options to update and amend the Government
Communications Security Bureau Act 2003 (the GCSB Act) to respond to the findings
and recommendations of the recent review of compliance at GCSB carried out by
Rebecca Kitteridge, and to respond to changes in GCSB’s operating environment.

The analysis of options was conducted as pant of a wider New Zealand Intelligence

Community Policy and Legislation Review project, which included an existing review of

the New Zealand Security Intelligence Service Act 1969 and a review of legislation

providing for oversight mechanisms (the Intelligence and Security Committee Act 1996

and the Inspector-General of Intelligence and Security Act 1996). The analysis of

options took into account the work on these other reviews, and the compliance review.

The GCSB Act contains intrusive state powers. Consequently any review of the GCSB

Act will involve the consideration of human rights and privacy matters. Respect for

human rights, and individual privacy and traditions of free speech in New Zealand were
guiding principles in undertaking the review and developing recommendations.

Rajesh Chhana

intelligence Co-ordination Group

Department of Prime Minister and Cabinet

22 March 2013
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Status quo and problem definition

5,

11.

The GCSB has a vital role to play in protecting the security and safety of New

Zealanders. Together with the other New Zealand Intelligence Community agencies, the

GCSBcontributes to the protection of the national security of New Zealand.

The GCSB wascontinued and established as a department of Slate by the Government

Communications and Security Bureau Act 2003 (GCSB Act). The GCSB Act has not

been amended since its enactment in 2003.

The GCSBActsets out the objectives and functions of the GCSB, specifies the intrusive

powers Parliament has necessarily provided to the GCSB to fulfill its functions and the

related authorisation processes. The ability to exercise such powers comes with

responsibility ~ responsibility to operate within the law and consequently to maintain the

confidence of everyday New Zealanders.

In October 2012 Rebecca Kitteridge was seconded from the Cabinet Office to the GCSB

to undertake a review of compliance at GCSB to provide assurance to the GCSB

Director that the GCSB’s activities are undertaken within its powers and that adequate

safeguards are in place. Ms Kitteridge briefed officials working on the New Zealand

Intelligence Community Policy and Legislation Review project about her review, and her

findings have been taken into account in developing the proposals referred to in this

paper.

Two broad problems with the GCSB Act have been identified. First, while the GCSB Act

provides for and authorises its current activities, it is not easy to determine whether any

given activity fails within the scope of the prescribed functions of the GCSB or not. A

considerable arnount of legal analysis about the interplay of different provisions within

the GCSB Act is needed to arrive at any such conclusion.

. This situation is not satisfactory. The foundation of effective oversight is having a clearly

formulated and consistent statutory framework. The lack of such a framework makes

management and oversight of the GSCB very difficult, having to rely as it does on

extensive and complex analysis of the meaning of the GCSB Act. The only responsible

course of action when dealing with intrusive powers is to make the legislation clearer and

more transparent.

second, since the enactment of the GCSB Act in 2003 there have been a numberof

changes in the threat environment facing New Zealand, particularly in the area of cyber

security, and developments in the law relating to privacy and search and surveillance.
The issues that require the GCSB Act to be updated can be summarised under four

headings.

Changing information security requirements

12.

13,

The cyber environment continues to innovate at a remarkable pace, fueling economic

growth and International trade opportunities. Consequently, there is an increasing shift

of activity, both business and government, to that environment. To counter the threat to

business and government information the Government launched the New Zealand Cyber

Security Strategy in June 2011 (NZCSS),

The GCSB currently has as one of its core functions information security and assurance.

The advanced capabilities developed through GSCB's intelligence work mean it is

s6(a) a| Page 2 of 7
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uniquely placed io contribute to responses to cyber security issues. Thal is why, as parl

ol the NZCSS, the National Cyber Securily Centre (NCS   SC) was created within the

GCSB. The Cabinet has indicated its expectation thal ihe GCSB will considerably

enhance ils cyber security capabilities “n use tts expertise to assisi a Tange al

 

organisations (government, stale secior, crilical national infrastruclure piwoviders, and key

economic colmnbuters) However, the Irnleronte tion of the NCSC has highlighted

lnnitations on the abililly of GCSB to contribute to this work because of ihe provisions of

the GCSB Act (for example ois not clear that ihe GCSB can provide advice and

assistance to privaie sector entities in New Zeal

 

i4. The tmpact of cyber threats is difficult lo quantify precisely, but the NZCSS sets out

some of the potential impacis, as well as some estimates ‘ hopesline New Zealanders

lose up to $500m annually due io cyber

 

      -borne frauds and s Recent statistics on

st 72 months oe crime against New

LE2alanders cost $624m, and the global cost was estimated alup to $460 billion.

SCAMS.

m NCSC website indicate thai in the [     

More broadly, the monet:  ed cast of loss of intellectual properly as a resull ol cyber

intrusions into private seclar entities is exceptionally difHcl to quantify, in part because

companies are reluctant to report losses or may not even knowthelr property has been

stolen. However, based on the scale of intrusions and extillralions seen in other

jurisdictions and the number of intrusions reported In New Zealand the potential costs lo

NewZealand of cyber-based industrial espionagearelikely to be significant

 

16. Internationally ihe trend has been described as shifting from “exploitation” to “disruption”

and “destruction”. In other words the cyber threat is changing from theft of personal and

intel lectual properly, fo denial of service attacksa

  

id destruction of compiler networks.

17. The NCSC 20172 Incident Summary reported that there was a significant increase (from

90 to 134) in the number of reported serious attacks agains! New Zealand government

agencies, critical national infrastructure and private sector organise  lions,

18.1f a major attack was directed at governrnent agencies, critical national infrastructure

providers (or example telecommunications networks and water supply) or companies

that drive New Zealand's economy, there could be significant disruption to commercial

and personal activities. It would also put at risk New Zealand's political and business

reputation,

Changing security environment

193. The security environment New Zealand faces today presenls new challenges.

Globalisation means that New Zealand is no longer as distant frorn security problems as

ii was in the past security issues are increasingly interconnected and national borders

are less meaninglul. The increasing level of Jnnevation in the cyber environment and

the Ubiquily of internet-be

  

    iity threais andsed services is giving rise to new sec

vulnerabilities. The GCSB Act was enacted 10 years aga when cyber matters wereless

sophisticated 2and prominent,

Changing public law envwronment

20. The legal environment in which the GCSB Act is interpreted has developed since its

enaciment, The courts

 

s’ consideration of law enlorcement cases has pravided further

guidance about howintrusive state powers should be sel out in siatule, and highlight

areas where powers may no longer be elfective given the change in the
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telecommunications environment. For law enforcement agencies these issues were

reviewed comprehensively over a number of years, and were addressed in the Search
and Surveillance Act 2012.

Better Public Services

21.\n addition to the issues above, the GCSB plays a crucial role in the support of other

government agencies, in particular the New Zealand Defence Force and the NZSIS. The

GCSBalso supports the New Zealand Police in the detection and investigation of serious

crime. The GCSB’s unique capabilities are an invaluable resource for those agencies to

draw upon,

22. The GCSB Act review considered that in a small jurisdiction such as New Zealand we

cannot afford to duplicate expensive and sophisticated assets, and there are limited

numbers of people that can work with such assets, Consistent with the Better Public

Services programme, the capabilities such as those developed or acquired by the

GCSB, where appropriate and subject to necessary safeguards, should be available to

assist in meeting key Governmentpriorities. This too should be addressed in the update

of the GCSBAct.

Objectives

23. The objectives of the GSCB Act revieware:

* To provide for greater and more effective oversight at all levels (internally by the

Director, at ministerial level by the responsible Minister and externally by the

Inspector-General and the Intelligence and Security Commitiee).

¢ To enable the GCSB to respond to the changing security environment, cyber and

information security environment, and the changes in the public law environment

since the GCSB Act was passedin 2003.

Regulatory Impact Analysis

24. Three policy options were assessed:

e non-legislative solutions;

e amending the GCSB Act:

® repealing and replacing the GCSB Act.

Non-legisiative solutions

25. As noted above the GCSB Act is a piece of legislation that sets out and provides

safeguards for the use of intrusive state powers. The GCSB cannot address any new

threats beyond thoseit is permitted to addressin its legislation.

26. The difficulties associated with the interpretation of the GCSB Act could be addressed by

developing detailed guidance material, but it would be of limited benefit and consume

considerable lime and expenditure on legal advice to develop. This would not

substantially address the need to improve management and external oversight of the

GSCB.

27. Non-legislative solutions cannot satisfactorily meet the two objectives.

s6(a) . Page 4 of 7
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Amending the GCSBAct

 

B Act currently provides for three functions;

» Foreign ineligence

« Information securly and assurance

® Co-operation and assistance to olher entities

29. The two objectives could be rnet by Uupdaling and clarifying the current functions set oul

in the GCSB Act. [iis not considered thal any new functions need to be added, but a

relresh of the way in which the functions are articulaled would ensure thal the junctions

it the changing operational enviranment, as well as prawning«qreater clarity about what

GCSB's functions actually are, These changes would cornplement and amplify the

Is io strengihen oversight by the Inspector-General ol ‘hllelligence and Securily.

  

propasa

inthe case of the foreign intelligence and cooperation functions, boih would need lo be

clarified to allow for more effective oversight, and in the case of co-operation a ministerial

authorisation process cotld beincluded in ihe GCSB Act to provide a way of delermining

who GCSB can work with and under what circumstances

 

 

Theinformation lity and assurancefunction in the GCSB Act focus

an providing srotective services

 

s almost entirely

lo public seclor entities. However, threats in Iheshe

environment also put at grave risk our crilical infrastructure and businessesthat drive our

economy. This function neecs lo be given more prominence. So loa the expectations ol

the GCSBin veeng New Zealand information, in both public and private sectors,

s fo be made clear.

   

st currently sets out three types of powers:

e Warrantess powers of interception and access

e« jnierception warrants

« Computer network access authorisations

These powers are contained in Part 3 of the GCSB Aci along with other provisions that

contro! the use of those powers,

_ The objective of greater and more effective oversight would be met still requiring the

urrent range of author isalions but amending ine GCSB Act so“the suthorisatior

processes are more transparent and coarisistent.

35, In order to meet the second objective, while the range of powers available to Ihe GCSB

does not need to be expanded the GCSB Act would be amended lo makeil clear that

the powers can be used for both the foreign intellige  nce function and the information

securily and assurance function. The powers are needed to support the information

security and assurance function to give the GCSB the ability to respond effectively to

emerging cybet“threats aqainst New Zealanders.

1. The bas sé underpinning the operations of the GC

foreign intelligence actliviles against New Zealanders

contained in section 14 of the GCSB Aci). However

 

ic premis  3 thal it does not conduct

will be retained (currently

 

 

x    , because the information souunrity

and assurance function is about protecting New Zealanders, an amendment will also be

required to allow the GCSB to see who (namely New Zealand individuals and  

s6ia)
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This would allow the GCSB to delermine where the

threais are being generated from and develop measures fo counter those threats.g

companies) is being attacked.

Finally, amendments could be made to update ihe description of the powers lo

accommodate changes in how communication are now carrled and routed around the

world. This would be similar to the work undertaken for law enforcement powers in the

Search and Surveillance Act 2072.

The costs of developing and drafting the proposed amendments and implementing them

fall on the Government. The GCSB Act applies to the operation of the GCSB

consequenily the cosis are part of ifs core operating expenses, and no compliance costs

for business arise.

39, This approach would have the following outcomes and benefits:

 
GCSB
, Government agencies fulfill

 
Quicomes | Benefits

Greater clarity of the law governing the |

operation and administration of the GCSB

 

Provides basis for more effective oversight

by external bodies, thereby

enhancing public trust and confidence.

oversight

“Responds oO changes in the public law

that the law. reflects

| current jurisprudence and is relevant to the

current technological environment.

environment $6

 

Provides clarity to the public on the

functions and powers of the GCSB.

Provides clarify to staff and enhances

management oversight of GCSBactivities.

Enables GCSB to support private sectorin

addition to public sector entities to counter

cyber threats, which currently have an

estimated impact on New Zealanders of

over $0.50 billlon in terms of cyber crime

alone.

GSCB funclions updaled to allow GCSB to

meel new in particular cyber

security.

threats,

 

Enables GCSB to more effectively detect |

and respond to cyber threats by allowing it

to use the powers in the GCSB Act when

undertaking [ts inforrnation security and

assurance function.

Allow GCSBto better fulfill the functions of
the NCSC and play an effective part in the

delivery of the NZCSS along with the other

agencies tasked with Its delivery.

Other agencies will not have to duplicate

technical capabilities and expertise already

other

lawful

advise

their

able fo assist and

functions with ifs technical capabilities and

expertise.

s6(a)

 held by the Crown, and make effective and|

efficient use of the GCSB’s capabilities.  
Page 6 of 7
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Repealing and replacing the GCSBAct

The two objectives could be achieved by taking a more expansive approach to updatine
ihe GCSB's establishment statule, by repealingit and replacing il with a newstatute.

41. The benelil of this approach, over and above the option lo amend the GCSBAct,is that
f

|it would resullin a new Act that would pick up the changes described in the discussion o

 

the option lo amend the GCSB Act as well as providing an opportunity to reenact all
other existing provisions with updated drafting where neces

 

sary. However, as discussed

above, the number of changes required to achieve the objectives can betargeted at
particular parts and sections of the GCSB fel and ihe basic construction of the GCSB
Act does not need to change io accommodate those arnendments.,

 

*
rm io be any eetbenefit associated with dedicating

scene lime and resources to redrafting and reenacting provisions thal do not needto
be changed,

42, Consequently there does not see

 

  

Consultation

The policy development process was undertaken by the New Zealand Intelligence
Cammunity (DPMC ~ lead, with GCSB, and NZSIS). The agencies consulled were the

Ministry of Foreign Affairs and Trade, New Zealand Defence Force, New Zecaland Police,

New Zealand Customs Servic Office of the

 

  

Ministry of Defence, Ministry of Jus

Privacy Commissioner, Stale Services Commission and the Treasury.

  

44, Given the nature of the issues being dealt with and the national security classifications

associaled with the material, there was no public consultation process, Public

consultation on the proposals will occur during the parliamentary consideration of the
amending legislation.

Conclusions and recommendations

49. As discussed above, the identified problems do not require a change to the schemeof
the GCSB Act and the objectives athe review can be met‘by amendments to targeted
provisions. The benefits of dedicating resources to a full redrafting of the Act are

consequently limited. The recommended option is to amend the GCSBAct to address
theid

  

enlified issues and meel the objectives of the reform.

implementation

46. The compliance review of the GCSB has a range of recommended changes to the
complanceawek and aperations of the GCSB. The is developing an
implementation plan to respond to those recormme:ndations, and ihe implementation ol
the ronnie|lo the GCSBAct will be incorporated into that plan

 

Nionitoring, Evaluation and Review

47. Tne GCSBwill monitor the effectiveness of the amendmenis and advise the Minister

aboul any issues arisi
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s6(a) DES Min (13) 3/2-3

   aereed that the description of the Bureau's information assuranee/eyber security function be

adiusied to accommodateroles and respon:sibilities that Cabinet expects the Bureau to fulfil

(sucsh as assisting New Zealand organisationsto protect their information, ICT s

networks, and infrastructure, from cyber threats) and to ensure flexibility for the Th

be delivered outside the publi¢ sector if so directed,

 

Ones and

netion tp

 

  

 

agreedthat the Bureau'sforeign intelligence function be rationalised to a clear, high-level

description of what the Bureau doesin this domain rather than a detailed list ofactivities and

rmaethods:

agreed that the Bureau's co-operation and assistance function be clarified to ensure that the

Bureau can work with approvedentities in New Zealand and overseas, with limiladions and

safeguards as appropriat

  

  aeted that, based on the approach|in paragraphs4-8above, section § althe GCSE Act

(Punctions of bcareau) will 6,2 amended to crafia description ofthe Bureau's three core

functions around the following elements:

    

on] Information assurance/eyber security — co-operating with, and providing advice and

assistance to both public and private sector entities on maters relatingto the security

and integrity ore“lee“roule information , communications, and information

infrastructures of importance lo-the goyernmicnt;

: »— gathering and sharing communications intelheence aboutHe

cal ilities, intentions or activities of foreign organisationsor foreign persons; 1

accordance with the government’s intelligence requirements,

  

93 Co-operatine with other entities - co-operating with, and providing advice and

assistance to approved entities (notably security and law enforcement agencies) in

the performance oftheir lawful duties; and co-operating with approvedentities to

facilitate the Bureau’s performance ofits ownfunctions;

noted that officials will consult with the Responsible Minister atid the Attorney-General

whendrafting the description of the Bureau's core Functions,

Powers. controls and limitations

i noted thai (he existing powers to intercept communications and fo ac compuler SVSiems

‘qv sections 16. 17 and 19 of the GCSB Act continueto provide the basic tools that the

Bureau requires to performits functions, subject ta seme updating ofthe language used:

  

  
noted that section (4 ot the G ref dormestic

communications) fefivelsIsa basic persrating premise that the Bureau is sot io conductforeign

intelligence activid :

BACTInterceptions rotto tar

  

noethealhe© rigid expression ofsection 14, fogether with broadly defined terms and

eeare causing unanticipated consequences prev!enting the Bureau trom

imate core business, Including support for other aeenc! cl

caponsibilitities in the cyber security domain that the goycinment 16 Bureau to
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DES Min (43) 3/2-3

agreedthat the approachin section 14 of the GCSB Act be modified in a way that resolves

the unanticipated effects ofthat provision, including:

14.1 safeguarding the privacy ofNew Zealanders and the basic premise that the Bureau's

foreignintelligence activities may not be directed at New Zealanders:

[4.2 permitting the Bureau to conduct activities that do not impinge, or de not unduly

impinge, on New Zealanders’ privacy (in particular, interception of openly broadeast

information: interception with the consent of the parties Lo a communication; or

training andtesting of equipment);

14.3 permitting the bureauto collect metadata in bulk and analyse foreign metadata

components for foreign intelligence purposes;

14.4 permitting the Bureauto scaninternettraffic for advanced cyberthreats and to deal

with these in a waythat promotes the protection of New Zealanders and New

Zealand information infrastructures in a modern telecommunications environment;

agreed in principle, subject fo paragraph 28 below, that the approachin section |4 ofthe

GCSB Act be modified in a waythat resolves the unanticipated effects of that provision,

including enabling the Bureauto collect information on New Zealanders whenassisting

another agency in the performance ofits lawful duties, subject to any limitations imposedby

law on that agency in the performanceofits duties, and subject to the Bureau obtaining

Ministerial authorisation (which may be given for one or more activiies or for one or more

classes ofactivities; and subject to any directions, conditions or restrictions that the

Responsible Minister considers appropriate);

agreed that:

16.1 the concept of“incidentally obtained intelligence” reflected in section 25 ofthe

GCSB Act be retained;

{6.2 the application ofthe concept should enable the Bureauto. retain and share

inforniation ina limited set of circumstances suchas a threat to life; a threat to

security: persons acting as an agent of a foreign power, or the commission of a

serious crime;

agreed in principle, subject to paragraph 28 below,that the GCSB Act be amended to

incorporate a new mechanismto enhance Ministerial oversight of Bureauactivities, through

which the Minister would specify particularly sensitive or non-routine activities or classes of

activities requiring caplicit Ministerial authorisation;

agreed that the conditions under which Ministerial authorisation may be granted be

enhanced to include assurancesthat the activities proposed by the Bureau are necessary.

justified and reasonable, and to provide consistently across the Ministerial authorisation

mechanisms;

agreed the GCSB Act be amended to reflect thal the Bureau may exercise its legislated

powers to fulfil anyofits preseribed functions:

agreed thal during the drafling phase that other amendments be made as appropriate to

update, clarify and streamline the framework underpinning the Bureau’s powers and related

controls and authorisation processes;
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s6(a) DES Min (43) 3/2-3

Miscellaneous amendments

Pa
d

RO La
e

  

noted that, under section 57 of the Privacy Act 1993, the Bureauis currently exempt from

ale ihe privy principles exceet principles 6 (access to personal information), 7 (correction

ef personal information) and | © (unique identiiers);

 

  agreedthat. in line with recent Cabinet decisions in respect ofPRG NASIS

PDES Min (ia) VA:

 

‘| privacy principle 4 should applyto the Bureau without modification:

22.2 privacyprinciples 1, 8 and 9 should apply to the Bureau, modilied if necessaryto

achieve the effective andefficient performance of the Bureau's functions, in

econenttation wiih the Office of the Privacy Commissioner, the Ministry of Justice

and affected agencies:
  

 

agreed that the GCSB Aci be amended:

254 in Hine with recent Cabinet decisions in respect of theNZSIS [DES Min (13) 1/4], to

formalise the Bureau's current practice by requiring it to maintain a written recordof

all warrants and authorisations, ina form readilyavailable for inspection hy both the

Responsible Minister for GCSBandthe Inspector-General ofIntelligence aod

Security;

 

consistent with the equivalent regimein the Search and Surveillance Act 2012, to

ensurethat if provides a person with imuiunity from civil and eriminal Wablitty in

New Zealand for any reasonable act done in New Zealand or elsewhere in good faith

in accordance with the legislation, including underthe function ofassisting other

entities:

h
e

Aa
d

Ga
ba to increase the penalty for unauthorised disclosure of informationtoa masxinum of

ihree years’ imprisonment/afine of $5,000orboth, to align iL with penalties for

equivalent offending elsewhere in legislation:

agreed in principle, subject to paragraph 28 below, that the GCSB Act be amendedto

enable authorisation to. be oranted by a Minister other than the Responsible Minister ip

situations of urgency when the Responsible Ministeris not readily available or contactable;

actedthat consequential amendments may be neededto the provisions governing the

execcuuion of Minisierial authorisation,

aotedthal in Ociober 2010, DES agreed to modify the appointment framewors for the

Director of GCSB, providingthe State Services Commissioner with astatutory manedate ic

manage and advise on the selection process and providingfor other matters related fo ‘he

office of Director [OES Min (10) 3/1],

  

 

noted that arendments to the GCSBAct are requiredto give effect to the proposal im

aeraph 26 above:

 

“her consideration of Ministerial authorisations

   

  

ares. bY consulialian with pelevanl deparmecuts, Lo ropor to DLS

uae information onproposals relatingio Ministerial Auilorisalans Fr

515, 17 and 24 above:
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DES Min (18) 3/2-3

 

Legislative process

29 noted that in December 2012, DES:

29.1 agreed that a bid be prepared forthe 2013 Legislation Programme for anIntelligcnce

and Security Bill with a category2 priority (must be passed In 2013);

29.2 notedthat the bill would be enacted by August 2013;

[DES Min (12) 4/1-1]

30 invited the Minister Responsible for GCSB, and the Ministerof State Services in relationto

the proposed amendments to the appointment framework for the Director GCSB,to issue
drafling instructions to the Parliamentary Counsel Office to give effectto the above
decisions:

31 agreedthat the GCSB Act as amended bind the Crown, consistent with the present approach

under section 5 ofthe GCSB Act:

 

 

32 authorised the Minister Responsible for the GCSB and the Attorney-General to make any

: decisions on additional matters that are necessary to give effect to the above decisions, and

that are consistent with previous decisions.

A
TT

Sam Gleisner

Committee Secretary References: DES (13) 10, DES (13).

Present: Officials present from:
Rt Hon lobn Key (Chair) Office of the Prime Minister

bon Steven, loyee Deparment ofthe Prime Minister and Cabilinet

Fon Judith: Collis New Zealand Security Intellipence Serv

Lon Christopher Finlayson Goverment Communications Security Bureau

lon Dr Jonathan Coleman

Hon Anne Talley

Hon Amy Adams

 

Distribution: (see. over)

 

Rele
as

ed
 un

de
r th

e O
ffic

ial
 In

for
mati

on
 Act 

19
82



 

s6(a)

Distribution:

   
  
  

   

     

 

  

 

he Prime: Mints

: fave DPMC

ster, Security anc Risk, DPMC

Director wielligence Coordimation Group, DPMC

Dp at ments Bureau DPMC

 
%

AeN

  

fence Force

avyices. Comin esioner

  

SUMS)

Coramissioner of Police

Alister of Customs

Comptraler of Custons

Chief Parhamentary Course

adon Coordinator

  

   

 

s6(a)
  

onunittes on Domestic and External Security

DES Min (43) 2/2-3

oO  Rele
as

ed
 un

de
r th

e O
ffic

ial
 In

for
mati

on
 Act 

19
82



s6(a) ‘

Cabinet CAB (13) 175

Copy No: 2 ty.

   Decisions of the

Cabinet Committee on Domestic

and External Security 28 March 2013

 

 

This document contains information for the New Zealand Cabinet, lt must be treated in confidence and

handled in accordance with any security classification, or other endorsement. The information can only be

released, inchiding under (he Official Information Act 1962, by persons wilh the appropriate aulhonty.
 

Report of the Cabinet Committee on Domestic and External Security:

Part 2: Period ended 28 March 2013

Cabinet is asked, as appropriate, to confirm the decisions or approvethe recommendations in the; pprol :
attached report on the work of the Cabinet Committee on Domestic and External Security lor the

period ended 28 March 2013,

Pari | ofthe DES Report with itenis classified “Restricted”is under CAB (13) 187.

2 Review of the GCSB Act 2003 Pages 2-6

Portfolio: Minister Responsible for the GCSB

Sam Gleisner

for Secretary ofthe Cabinet
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s6(a) CAB (13) 175

The Cabinet Committee on Domestic and External Security met
on 26 March 2013

SECRET

Reviewof the GCSB Act 2003

Portfolio: Minister Responsible for the GCSB

DES Min (13) 3/2-3, DES (13) 10, DES (13) UI

On 26 March 2043, the Cabinet Commiitee on Domestic and Pxternal Security (DES), having taken
Power to Act in accardancewith its Terms of Reference:

Background

| noted that in December 2012, DES agreed that a reviewof the Government
Communications Security Bureau Act 2003 (the GCSBAct) be undertaken
[DES Min (12) 4/1-1}:

noted that the GCSBAct has been reviewedin light of prevailing circumstances, rOVCaHING a
humber of issues that are givingrise to legal risks, as well as hampering the Bureau's
legislated powers in unanticipated ways, adversely impacting on the Burean’s ability to
perform its legitimate activities and preventing it from being well positioned to deal with
future issues;

3 noted that on 26 March 2013, DES took decisions on amendmentstothe Intelligence and
Security Conmittec Act 1996 and the Inspector General ofIntelligence and Security Act
1996 to provide for newexternal oversight mechanisms [DES Min (13) 3/1];

Objective and functions

f agreed that section 7 of the GCSB Act (Objective of Bureau) be repealed or significantly
rationalised in favour of a consolidated section § (Functions of Bureau) clearly describing
the three core functions of the Bureau:

4 information assurance/cyhersecurity;

4.2 foreign intelligence;

43 co-operating with other entiies:

5 agreedthat the three core functions of the Bureau be reflected in the GCSB Act with equal
prominence and with clear legal authority provided for each function;

6 agreed that the description of the Bureau's information assurance/cybersecurity function be

adjusted to accommodateroles and responsibilities that Cabinet expects the Burcau to fullil
(such as assisting New Zealand organisations to protect their information, ICT systems and
networks, andinfrastructure, from cyberthreats) and to ensure flexibility for the function to
be delivered outside the public seetar if so directed:
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s6(a) CAB (13) 175

agreed that the Bureau’s foreign intelligence function be rationalised to a clear, high-level
description of what the Bureau doesin this domain ratherthan a detailed list of activitics and

methods;

agreed that the Bureau’s co-operation and assistance functionbe clarified to ensure that the

Bureau can work with approvedentities in New Zealand and overseas, with limitations and

safeguards as appropriate;

notedthat, based on the approach in paragraphs 4-8 above, section 8 of the GCSB Act
(Functions of Bureau) will be amendedto craft a description of the Bureau’s three core

functions around the following elements:

9.4 Information assurance/cyber security — co-operating with, and providing advice and

assistance to both public andprivate sector entities on maters relating to the security

and integrity of electronic information , communications, and information
infrastructures of importance to the government;

 

9.2 Foreignintelligence — gathering and sharing communicationsintelligence about the

capabilities, intentionsoractivities of foreign organisations or foreign persons,in

accordance with the government’s intelligence requirements;

oO & Co-operating with other entities — co-operating with, and providing advice and

assistance to approvedentities (notably security and law enforcement agencies) in
the performanceoftheir lawful duties; and co-operating with approvedentities to

facilitate the Bureau’s performance ofits own functions;

 

noted that officials will consult with the Responsible Minister and the Attorney-General

when drafling the description of the Bureau’s core functions;

Powers, controls and limitations

Il

1d1785v1

notedthat the existing powers to intercept communications and to access computersystems

in sections 16, 17 and 19 of the GCSB Act continue to provide the basic tools that the

Bureau requires to performits functions, subject to some updating ofthe language used;

notedthat section 14 of the GCSB Act (interceptions not to target domestic
communications) reflects a basic operating premise that the Bureau is not to conduct foreign

intelligence activities against New Zealanders;

notedthat the rigid expressionofsection 14, together with broadly defined terms and
changes in technology, are causing unanticipated consequences preventing the Bureaufrom
conducting legitimate core business, including support for other agencies and

responsibilities in the cyber security domain that the government expects the Bureauto

fulfils

agreedthat the approach in section 14 of the GCSB Act be modified in a waythat resolves

the unanticipatedeffects of that provision, including:

14.1 safeguarding the privacy ofNew Zealanders and the basic premise that the Bureau's

foreign intelligenceactivities may not.be directed at NewZealanders;

s6(a) . 3
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b
o permitting the Bureauto conduct activities that do not impinge, or do not unduly

impinge, on NewZealanders® privacy(in particular, interception of openly broadcast
information; interception with the consent ofthe parties to a communication: or
training andtesting of equipment):

14.3 permitting the bureau to collect metadata in bulk and analyse foreien metadata
| o . ~ o

components for foreign intelligence purposes;

14.4 permitting the Bureau to scan internet traffic for advanced cyberthreats and to deal
with these ina way that promotes the protection af New Zealanders and New
Zealand information infrastructures ina modern telecommunications environment:

agreed in principle, subject to paragraph 28 below, that the approachin section [4 ofthe
GCSB Act be modified in a waythat resolves the unanticipatedeffects of that provision,
including enabling the Bureauto collect information on NewZealanders whenassisting
another agencyin the performanceofits lawful duties, subject to any limitations imposed by
law on that agencyin the performanceof its duties, and subject to the Bureau obtaining
Ministerial authorisation (which may be given for one or more aclivilies or for one or more
classes of activities: and subject to any directions, conditionsorrestrictions that the
Responsible Minister considers appropriate),

agreed that:

[6.1 the concept of “incidentally obtainedintelligence” reflected in section 25 of the
GCSB Act be retained;

16.2 the application of the concept should enable the Bureauto retain and share
information ina limited sect of circumstances suchas a threat to life; a threat to

security; persons acting as an agent of a foreign power, or the commission ofa
Serious crime:

agreed in prineiple, subject to paragraph 28 below, that the GCSB Act be amendedto

incorporate a new mechanismto enhance Ministerial oversight of Bureau activities, through
which the Minister would specify particularly sensitive or non-routine activities or classes of
activities requiring explicit Ministerial authorisation,

agreed that the conditions under which Ministerial authorisation may be granted be
enhancedto include assurances that the activities proposed by the Bureau are necessary.
justified and reasonable, and fo provide consistently across the Ministerial authorisation
mechanisms:

agreed the GCSB Act be amended to reflect that the Bureau mayexercise its legislated
powers fo fulfil any of its prescribed functions:

agreed that during the drafting phase that other amendments be made as appropriate to

update, clarify and streamline the framework underpinning the Bureau's powers and related
controls and authorisation processes;

Miscellaneous amendments

QI noted that, under section 57 of the Privacy Act 1993, the Bureauis currently exempt from

all the privacy principles except principles 6 (access to persanal information). 7 (correetion
of personal information) and 12 (unique identifiers):
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agreed that, in line with recent Cabinet decisions in respect ofthe NZSIS

[DES Min (13) 1/4]:

22.1. privacy principle 5 shouldapplyto the Bureau without modification;

22.2 privacyprinciples 1, 8 and 9 should apply to the Bureau, modified if necessary to

achieve the effective and efficient performance of the Bureau’s functions, in

consultation with the Office ofthe Privacy Commissioner, the MinistryofJustice

andaffected agencies;

agreed that the GCSB Act be amended:

23.1 in line with recent Cabinet decisions in respect of the NZSIS [DES Min (13) 1/4], to

formalise the Bureau’s current practice by requiring it to maintain a written record of

all warrants and authorisations, in a formreadily available for inspection by both the

Responsible Minister for GCSB andthe Inspector-Generalof Intelligence and

Security;

23.2 consistent with the equivalent regime in the Search and Surveillance Act 2012, to

ensure that it provides a person with immunityfromcivil and criminal liability in
New Zealandfor any reasonable act done in New Zealand or elsewhere in good faith

in accordance with the legislation, including under the functionofassisting other

entities;

23.3 to increase the penalty for unauthorised disclosure of information (o a maximumof

three years’ imprisonment/a fine of $5,000 orboth, to align it with penalties for

equivalent offending elsewhere inlegislation;

agreed in principle, subject to paragraph 28below,that the GCSB Act be amendedto

enable authorisation to be granted by a Ministerotherthan the Responsible Minister in

situations of urgency whenthe Responsible Minister is not readily available or contactable,

noted that consequential amendments may be needed to the provisions governing the

execution of Ministerial authorisation;

noted that in October 2010, DES agreed to modifythe appointmentframework for the

Director of GCSB, providing the State Services Commissionerwith a statutory mandate to

manage and advise on the selection process and providing for other matters related to the

office of Director [DES Min (10) 3/1];

noted that amendments to the GCSB Actare required to give effect to the proposal in

paragraph 26 above;

Eurther consideration of Ministerial authorisations

28

141 78Sv1

direeted the Bureau, in consultation with relevant departments, to report lo DES as soonas

possible with further information on proposals relating to Ministerial authorisations referred

to in paragraphs 15, 17 and 24 above,

s6(a) 5
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Legislative process

29

t
o

PAL ?SSs4

noted that in December 2012, DES:

29.1 agreed that a bid be prepared for the 2013 Legislation Programmefor an intelligence
and Security Bill with a category 2 priority (must be passed in 2013):

”29,2 noted that the bill would be enacted by August 2013:

[ISS Min (12) 4/1-1 |

invited the Minister Responsible for GCSB, and the Minister of State Services in relation to
the proposed amendmentsto the appointment framework for the Director GCSB,to issue
drafting instructions to the Parliamentary Counsel Office to give effect to the above
decisions:

agreed that the GCSB Act as amended bind the Crown, consistent with the present approach
under section 5 of fhe GCSB Act:

authorised the Minisicr Responsible for the GCSB and the Attorney-General to makeany
decisions on additional matters that are necessaryto give effect to the above decisions, and
that are consistent with previous decisions.
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Cabinet CAB Min (13) 10/8

Gopy No. 6

Minute of Decision

 

 

This document contains informationfor the New Zealand Cabinet. It mustbe treated In confidence and
handled in accordance with any security classification, or other endorsement The information can ory be
released, jacluding under the Official lafornation Act 1982, by persons with the appropriate authority.
 

Report of the Cabinet Committee on Domestic and External Security:
Period Ended 28 March 2013

On 2 April 2013, Cabinet made the following decisions on the work of the Cabinet Committee on
( Domestic and External Security for the period ended 28 March 2013.

 

[NotinScope]

  

:i
e
,

 
DES Min (13)3/2-3° GCSB Item CONFIRMED

/ MedA (ie
nerf Secretary of the Cabinet Reference: CAB (13) 187: CAB (13) 195

| 
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Cabinet Committee on DES (13) 12

Domestic and External

Security
Copy No: |‘

 

Summary of Paper 8 April 2013
 

This document ¢ontainsS information for the New Zealand Cabinel It must he treated in confidence and

handled in accordance with any security classification, or other endorsement. The informalion can only be

released, including under(the Officjal |InformationAct 1982, by persons |with ihe_appropriale authorilye

This paper has been distributed for the Committee’s consideration by round robin.

GCSB Act Review: Alternative Proposals on Ministerial Authorisation

Portfolio Ministerr Responsibleffor the GCSB

{

On 26 Mare h 2013, the Cabinet Committee on Domestic and External Security (DE8) took

_ decisions on amendmentsto the Government Communications Security Bureau Act 2003

| [DES Min (13) 3/2-3).

DESdirected the GCSB, in consutation with other departmentsas required, to report to DES wath

firther informationonthree proposalsrelating to Ministerial authorisations.

The Minister Responsiblefor the GCSB has approved the attached memorandumthat addresses the

proposals relating to Ministerial aulwhorisa tions,

The Minister Responsible for the GCSB recommends that the Committee:

In principle decisions

| note that in Mae2O13, ihe Cabinet Committee on Domestic and External Security agreed

in principlethat t

I] approach in section 14 of the Government Communications secu rity Bureau Act

2003 (the GCSB Act) be modified in a waythat resolves the unanticipated effects of

that provision|including cnabling the Bureauto collect information on

New Zealanders when assisting another agency in the performanceofits lawiul

cities, subject to anylimitations imposed by law on that agency}in the performance

ofjis duties, and subject to the Bureauobtaining Ministerial authorisation (which

may be piven for one or more activities or for one or more classes of activities; and

subject fo any directions, conditions or restr iclions thal the Responsible Minister

considers appropriatee);

12 GCSB Act be amendedto incorporate a new nyneehanism to enhance Ministerial

oversight of Bureau activiities, through which the Mi nister would specify particularly

sensitive or non-routine activiities or classes ofactivities requliring explicit

Ministerial authorisation;

Mlasty) s6(a) .
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s6(a) DES (13) 12

a GCSB Act be amended to enable autharisalon to be grantcd by a Minister other than

the Responsible Minister in situalions ol urgency when the Responsible Ministeris
not readity available or contactable:

[DES Min (13) 372-3]

Confirmation of In principle decisions and alternative proposals

2 contirm the decision in paragraph 1.1 above. that the approach in section 14 of the
GCSB Act be modified ina waythat resolves the unanticipated effects of that provision,

including enabling the Bureau to collect information on New Zealanders when assisting
another agency in the performanee of iis lawful duties, subject to any limitations imposed by
law on that agency in the performance of its duties:

; agree that, in addition to the proposal in paragraph 2 aboye, the GCSB Act be amended ta

provide that the Bureau may assist:

a the New “Zealand Defence Force:

32 the New Zealand Police;

Aus the New Zealand Security Iieligence Service: or

‘4 any other department prescribed by regulations for the purpose, subject fo such
authorisation requirersents or limitations that the Responsible Minister considers

appropriate:

note that under section 83) of the GCSB Act the performance of the Bureau's functions ts

subject to the control of the Responsible Minister:

5 avree nol to proceed with the decision in paragraph t.2 above;

6 confirm the decision in paragraph 1.3 above:

a
w invite the Minister Responsible for the GCSB to confirm drafting instructions to the

Parliamentary Counsel Office fo give effect to the above proposals.

Sar Gleisner

Conmimitlee Sceretary

Distribution: (see over)
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Office of the Prime Minister

The attached memorandumhas been authorised by the Prime Minister for
consideration by the Cabinet Committee on Domestic and External Security,

Adp-—-
Paula Oliver
Deputy Chief ofStaff
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GCSBAct Review: Alternative Proposals on Ministerial Authorisation

4 The Cabinet paper on the Review of the GCSB Act (Paper 2) recommended

amending the Actto include a requirement to seek Ministerial authorisation in two

circumstances not covered by the existing legislation:

e before the Bureau could agree to a request for advice or assistance from another

agency (para 29)

« before conducting particularly sensitive or non-routine activities (specified in advance

by the Responsible Minister through written Ministerial directions) (para 52)

2 The rationale for this proposal wasthat activities such as assisting another agency by

collecting information on New Zealanders, while technically lawful under the proposed new

legislative framework, are nevertheless sensitive and might be at the margins of public

acceptability of the Bureau's intrusive powers. The assessment was that enhanced

Ministerial oversight and control was an appropriate corollary. {t was envisaged that

authorisation could be granted on a case-by-case basis, or on a class basis for a specified

period of time, depending on the degree of sensitivity of the proposed activity.

3 The Cabinet paper on the Reviewof the GCSB Act (Paper 2) also recommended

amending the Actto include alternative avenues for obtaining Ministerial authorisation in

situations of urgency when the Responsible Minister is not readily available. The rationale

for this proposal was to allow for someflexibility in circumstances where Ministerial

authorisation was required within a short timeframe.

Co-operating with Other Entities 

4 It is not essential for the proposals on co-operation to impose formal Ministerial

authorisation requirements in order to deliver a satisfactory level of assurance that the

Bureau is conducting itself in a lawful and acceptable manner.

5 Asit stands, the proposal is that the Bureau would only be authorised to assist

another agency with any activity that the other agency is lawfully able to conductitself, and

subject to any limitations imposed by law on that agency in performing its lawful duties. This

approach sets a clear threshold for assistance by the Bureau: the activity must first and

foremost be lawful for the other agency to conduct, whether under inherent powers, or

statutory powers, or under an instrument such as a surveillance device warrant or an

intelligence warrant duly granted by the appropriate authority. The approach also

contemplates the Bureau's assistance being confined by anylimitations imposed by law on

the other agency in carrying out its duties. In short, the powers and thelimitations that apply

fo the agency requesting assistance would apply equally in respect of any assistance by the

Bureau.

6 A legal ability to provide assistance does.not impose an obligation to assist. The

decision whether or not to render assistance in any given instance would still be made by the

Director of GCSB who may, depending onthe particular activity being considered, choose to

consult the Responsible Minister before making a final decision. While the Minister would no
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longer have a statutory role in approving assistance activities, he or she nevertheless

remains in formal control of fhe Bureau's activities in accordance with section 8(3) of the Act,

which states: “The performance of the Bureau's functions is subject to the control of the

Minister.”

7 In performing its co-operation function, the Bureau provides support primarily to the

New Zealand Defence Force, the New Zealand Police and the New Zealand Security

Intelligence Service. It would be possible for the legislation to explicitly authorise assistance

to these agencies on the terms outlined above, without further recourse to the Responsible

Minister. For additional flexibility, the legislation could provide that the Bureau may assist

any other department prescribed by regulations for the purpose, and subject to any

additional authorisation process or limitations that were considered appropriate in each case.

This would enable other agencies — in particular law enforcement agencies — to receive the

benefit of the Bureau's expertise and capabilities in the right circumstances subject to

Cabinet approval.

8 External oversight of the Bureau's co-operative activities under the approach

proposed here would fall to the Inspector-Generalof Intelligence and Security. The

clarification of the Bureau’s co-operation function proposed in the Cabinet papersils within a

context of enhanced oversight by the Inspector-General, which will provide a level of

assurance thal ihe Bureau fs acting strictly within the legal parameters that have been set for

it,

9 The approach outlined above has implications for Recommendation 15 of DES

minute (13) 3/2-3. Underthe alternative approach discussed here, the Recommendation

could be confirmed in the following terms:

confirm that the approach in section 14 of the GCSB Act be modified in a way that

resolves the unanticipated effects of that provision, including enabling the Bureau to

collect information on New Zealanders when assisting another agency in the

performance of its lawful duties, subject to any limitations imposed by law on that

agencyin the performanceofits duties;

10 Two additional recommendations would provide the wider context of Cabinet and

Ministerial control in the following terms:

agree that the GCSB Act should be amended to provide that the Bureau may

assist:

the New Zealand Defence Force;

- the New Zealand Police:

the New Zealand Security Intelligence Service; or

any other department prescribed by regulations for the purpose, subject to such

authorisation requirements or limitations that the Responsible Minister considers

appropriate:
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note thal, under section 8(3) of the GCSB Act, the performance of the Bureau's

functions is subject to the control of the Responsible Minister;

Ministerial Authorisation for Other Activities

41 The Cabinet paper also proposed a new mechanismto enable the Responsible

Minister to issue written directions to the Bureau setting out the particularly sensitive or non-

routine activities or classes of activities for which the Bureau would be required to obtain

explicit Ministerial authorisation before proceeding.

12 After further consideration, given that the existing powersto intercept

communications and to access computer systems in sections 16, 17 and 19 of the Act

continue to provide the basic tools that the Bureau requires to performits functions, this

additional mechanismis no longer considered necessary.

13 This approach will need to be reconciled with that set out in Recommendation 17 of

DES minute (13) 3/2-3, which could be done as follows:

rescind recommendation 17 of DES minute (13) 3/2-3;

Ministerial Authorisation in Situations of Urgency
 

14 The Cabinet paper on the Reviewof the GCSB Act (Paper 2) also recommended

amending the Actto include alternative avenues for obtaining Ministerial authorisation in

situations of urgency when the Responsible Minister is not readily available.

15 Under the GCSB Actasit stands, only the Responsible Minister has authority to

grant an interception warrant or a computer access authorisation. This restriction introduces

a degreeofinflexibility in the authorisation process, which can result in unforeseen and

awkward delays in responding to issues of national security as they arise. Sometimes delay

is necessary so that appropriate consideration can be given to the issue at hand. However,

it would be desirable if the authorisation process could be more flexible in situations of

urgency when the Responsible Minister is not readily available. It is proposed to amend the

Act to provide alternative avenues for obtaining Ministerial authorisation in these situations.

In such circumstances the Bureau would be able to seek authorisation from specified other

Ministers, including the Minister of Defence, the Minister of Foreign Affairs and the Attorney-

General.

16 The approach outlined above is currently captured by Recommendation 24 of DES

minute (13) 3/2-3, which could be confirmed as follows:

confirm that the GCSB Act be amended to enable authorisation to be granted by a

Minister other than the Responsible Minister in situations of urgency when the

Responsible Minister is not readily available or contactable;

s6(a)
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Cabinet Committee on DES Min (13) 4/4

Domestic and External
Security

Copy Nos PSi.

 

Minute of Decision
 

Hive document contains information for the New Zealand Cabinet (must be leated in confidence and
handled in accordance with any security classification. or other endorsement. The information can only be
released, including under the Official information Act 1 #52. Dy persons will the appropriate autho.

GCSB Act Review: Ministerial Authorisation

Portfolio: Minister Responsible forthe GCSB

the Cabinet Committee on. Domestic and Extenial security (DES) by round robin,
In April 2013.

taken Power to Act in accordance with its terms ofreference:

3

and havingtaos

In principle decisions

| noted that in March 2013, DES agreed in principle that the:

Lt approach in seetion 14 of the Government Communications security Bureau Act
2003 (the GCSB Act) be modified in-a waythat resolves the unanticipated effects of
that provision, including enabling the Bureauto collect information on
New Zealanders when assisting another agency in the performanceofits lawful
duties, subject to any limitations imposed by lawon that agencyin the performance
ofits duties, and subject fo the Bureau obtaining Ministerial authorisation Owhich
nay be given for one or more activities or for one or more classes of activities: and
subject to any directions, conditions or restrictions that the Responsible: Minister
considers appropriate);

 

 

12 Act be amended to incorporate a new mechanism to enhance Ministerial
oversight of Bureau activities, through which the Minister would specily particularly
sensitive of non-routine activilies or classes ofactivities requiring explictt
Ministerial authorisation:

1.3. GCSB Act be amendedto enable authorisation to be granted by a Minister other than
ihe Responsible Minister in situations of urgency when the Responsible Minister is
noLreadily available or contactable:

[DES Min (13) 3/2-3]

pes | s6(a)
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Confirmation of in principle decisions

2 confirmed the decision in paragraph 1.1 aboye, that the approach in section 14 of the

GCSB Act be modified in a way that resolves the unanticipated effects of that provision,

including enabling the Bureau to collect information on New Zealanders whenassisting

another agencyin the performanceofits lawful duties, subject to any limitations imposed by

law onthat agency in the performanceofits duties;

3 agreed that, in additionto the decision in paragraph 2 above, the GCSB Act be amended to

provide that the Bureau may assist:

3.1 the New Zealand Defence Force;

3.2 the New Zealand Police;

33. the New Zealand Security Intelligence Service; or

3.4 any other department prescribed by regulations for the purpose, subject to such

authorisation requirements or limitations that the Responsible Minister considers

appropriate,

4 notedthat under section 8(@) of the GCSBAct, the performance ofthe Bureau’s funetionsis

subjectto the control of the Responsible Minister;

5 agreed not to proceed with the decision in paragraph 1.2 above;

6 confirmedthe decision in paragraph 1.3 above;

7 invited the Minister Responsible for the GCSB to confirm drafting instructions to the

Parliamentary Counsel Office to give effect to the above decisions.

os
Sam Gleisner

Committee Secretary
Reference: DES (13) 12
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Cabinet CAB Min (13) 13/6(A)

Copy No:

 

Minute of Decision
 

This document contains information for the New Zealand Cabinet jt must 66 treaied in confidence and
handied in accordance with any security classification, or other endorsement. The information can anly be
released. including underthe Official Information Act 1982, b¥ persons wih the appropriate authority.

GCSB Act Review: Ministerial Authorisation

Portfolio: Minister Responsible for the GCSE

On 22 April 2013, following reference from the Cabinet Committee on Domestic and External
security, Cabinet:,

&
eS
a

in principle decisions

I aoted that in March 2013, DES agreedin principle that the:

Ll approachin section 14 of the Government Communications Security Bureau Act
2003 (the GCSB Act) be modified in a waythat resolves the unanticipated effects of
that provision, including enabling the Bureau to collect information on
New Zealanders when assisting another agencyin the performance of its lawful
duties, subject to any limitations imposed bylaw on that agencyin the performance
ofits duties, and subject to the Bureau obtaining Ministerial authorisation (which
maybe given for one or more activities or for one or more classes ofactivities: and
subject to anydirections, conditions or restrictions that the Responsible Minister
considers. appropriate):

 

3 GCSB Act be amended to incorporate a new mechanism to enhance Ministerial
oversight of Bureauactivities, through which the Minister would specify particularly
sensitive or non-routine activities or classes ofactivities requiring explicit
Ministertal authorisation:

 

1.3... GCSB Act be amended to enable authorisation to be granted by a Minister other than
the Responsible Minister in situations of urgency when the Responsible Ministeris
not readily avaliable or contactable:

[DES Min (13) 32-3]

Confirmation of in principle decisions

2 confirmed the decision in paragraph 1.1 above, except the part relating to Ministerial
authorisation, that the approach in section 14 of the GCSB Act be modified in a waythat
resolves the unanticipated effects of that provision, including enabling the Bureau to collect
information on New Zealanders when assisting another agencyin the performance of its
lawtul duties, subject to any limitations imposed by law on thal agency in the performance
olis duties:

iyeiy| s6(a) :

Rele
as

ed
 un

de
r th

e O
ffic

ial
 In

for
mati

on
 Act 

19
82



s6(a) CAB Min (43) 13/6(A)

3 agreed that, in addition to the decision in paragraph 2 above, the GCSB Act be amended to

provide that the Bureau may assist:

3.4 the New Zealand Defence Force;

3,2 the New Zealand Police;

3.3. the New Zealand Security Intelligence Service; or

3.4. any other departmentprescribedbyregulations for the purpose, subject to such

authorisation requirements orlimitations that the Responsible Minister considers

appropriate;

4 notedthat under section 8(3) of the GCSB Act, the performance of the Bureau's functionsis

subject to the control of the Responsible Minister;

5 agreed not to proceed with the decision in paragraph 1.2 above;

6 confirmed the decision in paragraph 1.3 above;

7 invited the Minister Responsible for the GCSBto confirm drafting instructions to the

Parliamentary Counsel Office to give effect to the above decisions.

iWdd Ue

 

t. Secretary of the Cabinet Reference: CAB (13) 226

: Secretary's note: This mimite replaces DES Min (13) 441, Paragraph 2 has been amended.to clarify the scope afthe

decision.
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Cabinet CAB (43) 239

Cony Ne: f

 

Summary of Paper 8 May 2048

 

This document contains information for the New Zealand Cabinet ff rust be treated in confidence and

hendled in accordance with any se curity cl SHication, or other endorsenient. The information can anty be
, freleased imceluding uiider the Offictal Informiton AcE 19

  

  by persons wih ihe appropriate authority.

Government Communications Security Bureau and Related Legislation

Amendment Bill: Approval for Introduction

Portfolios Minister Responsible for the GCSB / Minister in Charge of the NZSIS

(On 2? Apnal 2013. Cabmet authorised a group of Ministers Joimt Ministers}, coniprising the

Proue Minister, Hon Bill Boelish. Hoan Steven Jovee, Hon Christfophe Pinkiuysen and

Hon Ani Aulsuos |to have beower fo Net fo finalise the itellivence bill and the interception and

i“eeabill for titroduetion. subject to final considesatie hy Cabinet on 6G May 20138

fOAB Min (13) 1341.

Qn? May 2013. doint Ministers finalised the contents of the Goverment Communications Security

Boreaand Related Leeislation Anendiierd rll(ihe Arncudinent Buly.

Cabrel approval is sought for the miroduction of the Amendment Bill ia accordance with the

decision ar 2? April above,

The Minister Responsible for the GCSB andthe Minister in Charge of the New

Zealand Security Inielllgence Service recommendthat Cabinet:

Background

| pote that in Deceniber 2 the ¢ net Commrnties on Domeste and Paternal Security

CES):

Lt agreed thata bid be pre red dor the 2003 Levistatan Progratimie for an intelliecnce

and Securiy B Nywitha catewsory 2 priority (ust be passed i 2013):

J. noted that the Bub would be enacted by August 2072:

[OES Min (haat tt

Government Communications Security Bureau and Related Legislation Amendment
pill

Hote thatthe Governunent Communications Security Bureau and Related Legislation

Atendnient Ball (he An nent Bill) is an omnibus Bul that amends the Government

Communications Seetulywh rau AcE 2003, the Inspectar-General of Infelleence und

security Act 1986, and the Titectl nce anid Security Commitee Act 1896;

sb ysset
$6(a)
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3 note that on 22 April 2013, Cabinet authorised a group of Ministers (Joint Ministers),

comprising the Prime Minister, Hon Bill English, Hon Steven Joyce, Hon Christopher

Finlayson and Hon Amy Adamsto have Powerto Acttofinalise the intelligence bil] and the

interception and network securitybill for introduction, subject to final consideration by

Cabinet on 6 May 2013 [CAB Min (13) 13/24};

4 note that on 2 May 2013 the Joint Ministers referred to in paragraph 3 above approved the

contents of the Amendment Bill for introduction;

5 confirm the decision by the Joint Ministers to approve for introduction the Government

Communications Security Bureau and Related Legislation AmendmentBill

[PCO 17322/9.0];

6 agree that theAmendmentBill be introduced as soonas possible after consideration by

Cabinet;

7 agree that the government propose that the Amendment Bull be:

74 referred to the Intelligence and Security Committee for consideration,

7.2 reported back by 26 July 2013;

7.3 enacted by August 2013;

[Notin Scope] oo

  

Sam Gleisner
for Secretary ofthe Cabinet

Distribution:
The Cabinet

21757V4
nines
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Office of the Prime Minister

Cabinet

GOVERNMENT COMMUNICATIONS SECURITY BUREAU AND RELATED

LEGISLATION AMENDMENTBILL: APPROVAL FOR INTRODUCTION

Proposal

1. it is proposed that Cabinet confirm the decision by joint Ministers to approve

for introduction to the House the Government Communications Security

Bureau and Related Legislation Amendment Bill, and review previous

decisions relating to amendments to the New Zealand Security Intelligence

Service Act 1969.

Background

2. On 22 April 2013, Cabinet:

° noted that the Bills to amend the intelligence legislation, interception

capability legislation and providing for network security were being

drafted and that it was intended that they be available for introduction

on 6 May 2013: and

° authorised a group of Ministers, comprising the Prime Minister, Hon

Bill English, Hon Steven Joyce, Hon Christopher Finlayson and Hon

Amy Adams to have Powerto Act to (among otherthings):

QO finalise the Bills for introduction, subject to final consideration by

Cabinet on 6 May 2013:

° make changes to proposals to achieve consistency with the

New Zealand Bill of Rights Act 1990.

[CAB Min (13) 13/24]

3. On 2 May 2013, joint Ministers met by telephone conference and:

° approved for introduction the Government Communications Security

Bureau and Related Legislation Amendment Bill subject to final

consideration by Cabinet;

e agreed that the Bill should include a safeguard provision requiring

approval to be granted jointly by the Responsible Minister and the

Commissioner of Security Warrants when anything is to be done by

1
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GCSB under newsection 8A or 8B for the purpose of intercepting the

private communications of New Zealand citizens or permanent

residents;

® agreed that the Bill be introduced as soon as possible after its final

consideration by Cabinet;

e agreed that the government proposethat the Bill be:

© referred to the Intelligence and Security Committee for

consideration:

reported back by 26 July 2013;

O enacted by August 2013,

 

GCSB and Related Legislation Amendment Bill
 

5.

D

On 26 March 2013, the Cabinet Committee on Domestic and External

Security (DES) approvedthe policy parameters for legislation amending the

Government Communications Security Bureau Act 2003 (GCSB Act), the

Inspector-General of Intelligence and Security Act 1996 (IGIS Act), and the

Intelligence and Security Committee Act 1996 (SC Act) [DES Min (13) 3/2-3,

DES Min (13) 3/1]. This was followed in April 2013 by supplementary

decisions on three matters earlier agreed by DES in principle [DES Min (13)

4/1].

The Government Communications Security Bureau and Related Legislation

Amendment Bill retains the basic construct of the GCSB Act while amending

the Act with two main objectives:

e to clarify aspects of the Act, especially relating to the Bureau's

functions and powers, as well as the applicable controls andlimitations,

so as to provide for a clearly formulated and consistent statutory

framework for the activities of GCSB; and

® to update that framework to respond to the changing security

environment New Zealand is facing (particularly in relation to cyber and

sha)
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information security), and to changes in the public law environment

since the Act was passed in 2003.

The Bill also amends the IGIS Act to strengthen the office of the Inspector-

General ofIntelligence and Security, increasing the resourcing of the office to

enable a greater range of activities to be carried out, expanding the IGIS’s

Statutory work programme and enhancing the corresponding reporting

responsibilities.

Finally, the Bill amends the ISC Act to improve the Committee's ability to

provide effective oversight and accountability of the intelligence agencies. In

particular, this involves the Prime Minister relinquishing the ISC chairif the

Committee, when conducting a financial review of anintelligence agency for

which the Prime Minister is the Responsible Minister, is discussing the
performance of that agency.

The drafting in the Bill retains a basic operating premise in section 14 of the

GCSB Act — that GCSBis not to conductforeign intelligence activities against

New Zealanders. The original language of section 14 has been maintainedto

the extent possible, with an adjustment to clarify that the restriction applies

only to the Bureau's foreignintelligence function.

The Bill departs from the wording of the applicable DES Minutes in one way

which is consistent with the substance of DES’s decisions and the basic

premise in section 14. As a safeguardin respect of New Zealanders’ privacy,

the Bill provides (in new section 15B) that anything done by GCSB under new

section 8A or 8B for the purpose of intercepting the private communications of

New Zealandcitizens or permanent residents requires an authorisation to be

granted jointly by the Responsible Minister and the Commissioner of Security
Warrants (appointed under the New Zealand Security Intelligence Service Act

1969). When GCSB is assisting another entity under section 8C, the

authorisation processes and any restrictions orlimitations that apply to that

entity will apply to the Bureau’s assistance.

This additional safeguard, for which policy approval was not initially sought, is

consistent with the process for seeking domestic security warrants under the

New Zealand Security Intelligence Service Act 1969. In accordance with the
Power to Act granted in CAB Min (13) 13/24, joint Ministers agreed to the

inclusion of this provision to achieve consistency with the New Zealand Bill of

Rights Act 1990.
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Compliance

14. The Bill complies with:

e the principles of the Trealy of Waitang!

e the New Zealand Bill of Rights Act 1990

° the HumanRights Act 1993

® the Privacy Act 1993

e relevant international standards andobligations

6 the LAC Guidelines

Consultation

15. The Government Communications Security Bureau, New Zealand Defence

Force, New Zealand Police, New Zealand Security Intelligence Service, and

the Crown Law Office have been consulted on theBill.

Parliamentary stages

16. in line with the timeframe previously indicated by DES [DES Min (12) 4/1-1],

the Bill should be introduced to the House as soon as possible after its final

consideration by Cabinet, and should be enacted by August 2013.

Introduction on 6 May will enable the First Reading of the Bill to take place on

Thursday 9 May.

eS
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17. It is proposed that the Bill stand referred to the Intelligence and Security
Committee. To meet the timeframe for enactment by August 2013, the Bill will

need to be reported back by the Committee in less than four months. Under

the Standing Orders, a report-back period of less than four months is a time-

unlimited debatable motion.

Publicity

18. Issues regarding GCSB’s functions and powers are contentious, particularly in

light of Kim Dotcom and the subsequent Review of Compliance at the GCSB.

Media releases were issued on 9 and 15 April and briefing material has been

made available. A further media release is planned onintroduction of the Bill.

Recommendations

19. The Frime Minister recommends that Cabinet:

Background

1. note that in December 2012, DES:

1.1 agreed that a bid be prepared for the 2013 Legislation Programme

for an Intelligence and Security Bill with a category 2 priority (must

be passed in 2013);

1.2 noted that the bill would be enacted by August 2013:

[DES Min (12) 4/4-1]

GCSB and Related Ledislation AmendmentBill

2. note that the Government Communications Security Bureau and Related

Legislation Amendment Bill is an omnibus Bill that amends the

Government Communications Security Bureau Act 2003 (GCSB Act), the

Inspector-GeneralofIntelligence and Security Act 1996 (IGIS Act), and the

Intelligence and Security Committee Act 1996 (ISC Act):

. note that, on 2 May 2013, a group of Ministers having been authorised

with Power fo Act [CAB Min (13) 13/24] approvedthe Bill for introduction to

the House:

confirm the decision by joint Ministers to approve for introduction the

Government Communications Security Bureau and Related Legislation

Amendment Bill-
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5. agree thal the Bill be introduced as soon as possible after its final

consideration by Cabinet;

6. agree that the government propose that the Bill be:

6.4 referred to the Intelligence and Security Committee for

consideration:

6.2 reported back by 26 July 2013;

Qe

,6.3 enacted by August 2013

[Not in Scope] _ oe a

 

   

  

Prime Mihister

6
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PCO 17322/9,0

Drafted by PCO

CR ALCEN

WJEIVOEE EW

Government Communications
Security Bureau and Related
Legislation Amendment Bill

Government Bill

[’xplanatory note

General policy statement

This Billis an omnibus Bill that amends the Government Communi-
cations Security Bureau Act 2003, the Inspector-General of Intelli-

gence and Security Act 1996, and the Intelligence and Security Coim-

mittee Act 1996. It is proposed (at the clase of the Bill’s committee

ofthe whole House stage in Parliament) to divide the Bill into 3 sep-
arate amending Bills.

The purposes of the Bill are to—

. provide for a clearly formulated and consistent statutory

framework governing the activities of the Government Com-

munications Security Bureau (GCSB); and

, updatethat framework to respond to the changing security en-

vironment (particularly in relation to cybersecurity and infor-

mation security), and to changes in the publiclaw environment

since the GCSB Act was passed in 2063: and

, enhance the external oversight mechanisms that apply to the

intelligence agencies by strengthening the office of the In-

spector-General of Inte/igence and Security and by improving  Rele
as

ed
 un

de
r th

e O
ffic

ial
 In

for
mati

on
 Act 

19
82



Government Communications Security
Bureau and Related Legislation

2 Amendment Bill Explanatory note
 

the operation of Parliament’s Intelligence and Security Com-

mittee.

Amendments to Government Communications Security Bureau

Act 2003

It is crucial that an agency exercising intrusive powers, as GCSB
does, is governed by a consistent statutory frameworkthatarticulates

the agency’s functions and powers, as well as the applicable controls

and limitations, in the clearest possible terms. This promotes robust

internal managementandeffective external oversight of the agency’s

activities.

The March 2013 Review ofCompliance at the Government Commu-

nications Security Bureau by Rebecca Kitteridge highlighted diffi-

culties in interpreting the GCSB Act when the Bureau wasproviding
assistance to other agencies, notably the New Zealand Security In-

telligence Service. In a small jurisdiction like New Zealand, it is

essential that specialised capabilities developed or acquired by agen-
cies like GCSB should be available to meet key government prior-
ities, where appropriate and subject to necessary safeguards. The Bill

amends the GCSB Actto clarify this important support role as well
as other aspects of the Bureau’s functions.

At the same time, New Zealand faces a changing security environ-

ment in which threats are increasingly interconnected and national
borders are less meaningful. Globalisation means NewZealand is no
longer as distant from security threats as it once was. This changed
environment meansthe legislation governing GCSB needs updating,

to enableit to address the security challenges posed by the increasing

importance of cyberspace.

The Bill retains the basic construct of the GCSB Act and the core

principles underpinning GCSB’s operations. Amendmentsto the ob-

jective, functions, powers, and limitation provisions are designed to

address the issues above—namely, to improveclarity aboutthe legal

parameters for GCSB’s activities; and to accommodate changes in

the prevailing security environment.
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Objective andfunctions of GCSB

The Bill replaces the objective of GCSB with a simple statement
that it strives, throughits functions, to contribute to New Zealand’s
national security, international relations, and economic well-being.

The Act currently provides for 3 core functions of GCSB:

. information assurance and cybersecurity:

, foreign intelligence:

. co-operation with and assistance to otherentities.

These 3 functions will be retained in substance. Howtheyare articu-
lated will be changed to improvetransparency and facilitate external
oversight of GCSB’sactivities.

The statementofthe 3 functions will be split into separate provisions
(newsections 8A, 8B, and 8C). The information assurance and cy-
bersecurity function will be given greater prominence,reflecting the
key role GCSB plays in the wider cybersecurity domain—including
its hosting ofNew Zealand’s National Cyber Security Centre, and its
responsibility to use its cybersecurity capabilities to assist a range of
public entities as well as private sector organisations such ascritical
national infrastructure providers and organisationsof national sig-
nificance.

The foreign intelligence function will be described in a way that pro-
vides transparency about the nature and scope ofthis role, without
expressly legislating the range ofactivities involved orthe skills re-
quired in pursuit of this function.

The Act will be changed to provide a sounderbasis for GCSB to
offer expert advice and assistance to otherentities, The Bureau will
have clearlegal authority to assist the New Zealand Defence Force,
NewZealand Police, and New Zealand Security Intelligence Service
(as well as any other department that may be specified by Orderin
Council) in performing their lawful functions. In providing such as-
sistance, GCSB will be confined to activities that the otherentity is
lawfully able to undertakeitself (though it may not have the capabil-
ity), and will be subject to any limitations and restrictions that apply
to the other entity.  Rele
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Powers, controls, and limitations

The Act confers 3 powers of interception on GCSB:

. warrantless interception in situations not involving the phys-

ical connection of an interception device to a network; and not

involving the installation ofan interception device in any place
in order to intercept communications in that place (sections 15
and 16):

‘ interception of communications by an interception device
under an interception warrant granted by the responsible

Minister (section 17):

° access to a computer system under a computer access author-

isation granted by the responsible Minister (section 19).

This construct continues to provide the basic tools that GCSB needs

to performits functions, and it will be retained.

At present, section 13 of the Act dictates that the Bureau’s powers

are available for the purpose of obtaining foreign intelligence. While
much of GCSB’s work (including in the cybersecurity domain) can

ultimately be linked to a foreign intelligence objective, the Act was
conceived at a time when the nature, extent, and potential impact
of the cyber threat was dramatically different from the threat posed

now. The Act will be amended to makeit clear that the powers can
be used forboth the foreign intelligence function and the information
assurance and cybersecurity function, subject to appropriate controls
and limitations.

The basic premise underpinning GCSB’s operationsis thatit is not to

conductforeignintelligence activities against New Zealanders. This
premise predated the GCSB Act, and was incorporated in the GCSB

Act(in section 14) becauseofits importance. However, the waythis

basic premise was incorporated into the Act meantthat it applied not

only to the foreign intelligence function ofthe Bureau,butalsoto its

other 2 functions: information assurance andassisting other entities.

This has resulted in a growing numberofdifficulties, and is restrict-

ing GCSB’s ability to effectively carry out its other 2 functions.

The basic premise in section 14 will be retained, with an adjustment

to clarify that it only applies to the foreign intelligence function. Asa
safeguard in respect ofNew Zealanders’ privacy, any activity under

new section 8A or SB that might involve intercepting the communi-

cations ofNew Zealanders will require an authorisation to be granted
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Jointly by the responsible Minister and the Commissioner of Secur-
ity Warrants (appointed underthe New Zealand Security Intelligence
service Act 1969), When GCSBis assisting another entity under new
section SC’. the authorisation processes and anyrestrictions or limi
tations that apply lo that entily will applyto the Bureau's assistance,

Other ainiendinents

A range of amendments designed to complement other changes. or
in the interests oFupdating the Act generally. includes the following:

° lo enable the Inspector-General of Intelligence and Security

to have access to the best possible information. the Act will

be amendedto require GCSB to maintain a written record of

all warrants and authorisations ina form readily available for
inspection:

. in line with the recommendation of the Law Commission in
June 2011. principles 1.5.8. and 9 of the Privacy Act 1993 will

apply to GCSB. modified if necessary to achievethe effective

and eficient performance by the Bureau of its functions:

. the appointment framework for the Director of GCSB will be
modified to codify the State Service Commissioner's support

for that process, as currently set out in the Cabinet Manual:

° in situations of urgeney where the responsible Minister is not
readily available. the Attorney-General. the Minister of Por-

eign Affairs or the Minister of Defence will be empowered fo

issue an Interception warrant or an access authorisation:

° the maximunar penalty for unauthorised disclosure of informa-
tion Will be tnereased to align it with the penalty for similar

types of offending, for example in the Crimes Act 1961,

Amendments fo Inspeetor-General of Intelligence and Security

Act 1996

E:Mective and credible oversight of the intelligence agencies is cru-
cial to provide assurance that those agencies’ powers are being used

in accordance with the law and with respect for New Zealanders’

right to privacy, The Inspector-General of Inte  ligence and Security
(IGIES) is a source oF independent external oversight, responsiblefor
examining issues of legality and propriety, eMeacy and efficiency,
and human rights and privacy compliance.
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The Bill amends the Inspector-General of Intelligence and Security

Act 1996 to strengthen the office of the IGIS, increasing the resourc-

ing of the office to enable a greater range of activities to be carried

out, expanding the IGIS’s statutory work programme, and enhancing

the corresponding reporting responsibilities.

The changesto the Act include the following:

. the statutory work programmeofthe IGIS, which includes a

focus on warrants and authorisations issued to the intelligence

agencies, will be extended to require regular examination of

system-wide issues that impact on operationalactivities:

. the IGIS will be required to certify each year in his or her an-
nual report whether the compliance systems ofthe intelligence

agencies are sound:

. the IGIS will be ableto initiate inquiries into matters of propri-

ety without requiring the concurrenceofthe responsible Min-

ister. This will enable the IGIS to undertake independentin-
quiries:

. the responsible Minister will be given explicit responsibility to
respond to IGIS reports within a reasonable time frame. The

Minister may choose to provide those responses also to the

Intelligence and Security Committee:

. the IGIS will be expected to make unclassified versions ofhis

or her reports publicly available, with appropriate precautions
being taken in respect of any privacy or security concerns:

. the legislative requirement that the IGIS be a retired High

Court Judge will be removed, broadening the pool of poten-
tial candidates. The 3-year term of office will remain, with the

possibility of reappointment for a maximumof 1 additional

term:

. a Deputy IGIS will be appointed.

Amendments to Intelligence and Security Committee Act 1996

The Intelligence and Security Committee (ISC) is the parliamentary

mechanism for oversight of the intelligence agencies. It examines
issues of efficacy and efficiency, budgetary matters, and policy-set-
ting.Rele
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The Bill amendsthe InteHigence and Security Committce Act 1996

to improve the ISC’s ability to provide effective oversight and ac-
coumability of the intelligence agencies.

The changes to the Act involve the follow ing:

, the Prime Minister will be requiredto relinquish the ISC chair

ifthe Committee. when conducting a financial review of an in-

telligence agencyfor which the Prime Ministeris the respon-

sible Minister. is discussing the performance of that agency:

. the Prime Minister will be permitted to nominate either the

Deputy Prime Minister or the Attorney-General to act as an

alternate chair in circumstances where that alternate is not al-

ready a member of the ISC:

. subject to restrictions on the publication ofsensitive informa-

tion, the ISC will be required to table its reports in the House

and make them publicly available on an Internet site.

Regulatory impact statement

Phe Department of the Prime Minister and Cabinet with the Govern:

ment Communications Security Bureau produced a regulatory im-

pact statement on 22 March 2013 to help inform the main policy de-

cisions taken by the Government relating to the contents of this Bill,

A copyof this regulatory impact slatement can be found at-

° hup:/Awww.eesb.govtnz/about-us/legislalion hun

° htpv/weww,treasury. covet. nz/publications/in formationre-
leases/ris

Clause by clause analysis

Clause I states the title of the BIL When the Bill is divided. as
noted earher, the We of cach Part will refer to the principal Act being
amended,

Clause 2 is the commencement clause and provides that the Bill

comes into force on the day that is | month after the date on whichit

receives the Royal assent. Whenthe Bill is divided, as noted earlier,

(his commencement clause will be repeaied in each separate Bill,  Rele
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Part 1

Amendments to Government

Communications Security Bureau
Act 2003

Clause 3 provides that this Part amends the Government Communi-
cations Security Bureau Act 2003.

Clause 4 amends section 3, which specifies the purpose of the Act.

The amendments substitute new paragraphs (c) to (e). They have

been recast to be consistent with changes in terminology being made.

Clause 5 amends section 4, which defines terms used in the Act. The

amendments repeal certain definitions, amend otherdefinitions, and

insert new definitions.

The new definition of incidentally obtained intelligence is important
in relation to newsection 14 inserted by clause 12 and to new section

25 inserted by clause 24.

The new definition of information infrastructure is inserted to take

the place of the repealed definition of computer system. The new
definition includes any mediumthrough or in which communications

are carried or stored and includes the communications themselves.

Clause 6 replaces sections 7 and 8 with newsections 7 to 8D,

Newsection 7 states the objective of the Government Communica-

tions Security Bureau (the Bureau).

Newsection 8 provides that the functions of the Bureau set out in

new sections 8A to 8C are not to be taken as specifying any order

of importance or priority. It also clarifies that the performance of

the Bureau’s functions, and the relative importance andpriority of

the functions, if any, are to be determined from time to time by the
Director, subject to the control of the Minister.

Newsection 8A sets out the function of the Bureauin relation to in-

formation assurance and cybersecurity,

Newsection 8B sets out the function of the Bureauin relation to gath-

ering and analysing intelligence about the capabilities, intentions,
and activities of foreign persons and foreign organisations, and in

relation to gathering and analysing intelligence about information in-

frastructures.

Newsection 8C sets out the function of the Bureau in relation to

co-operation with certain other entities to facilitate the performance
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of their functions. New subsection (2) provides limits on the extent
of the co-operation provided,butclarifies that the co-operation may
be provided even though the advice and assistance provided might
involve the exercise of powers by, or the sharing of the capabilities
of, the Bureau that the Bureau is not, or could not be, authorised to

exercise or share in the performanceofits otherfunctions.

Newsection 8D gives the Directorall the powers that are necessary or
desirable for the purpose of performing the functions of the Bureau,
but this is subject to the Act, any other enactment, and the general
law.

Clause 7 replacessection 9 with newsections 9 to 9D dealing with the
appointment of the Director, the appointment process, remuneration
and conditions of appointment, removal fromoffice, and review of
the Director’s performance.

Clause 8 amends section 11, which makes it an offence for current
or past employees of the Bureauto unlawfully disclose information
gained in connection with the Bureau. The amendments increase the
maximum penalties from 2 years’ to 3 years’ imprisonment and from
a $2,000 to a $5,000 fine.

Clause 9 amends section 12, which provides for the Bureau’s annual
report, The amendments are drafting amendments.

Clause 10 replaces the Part 3 heading to update terminology andre-

flect that the Part deals with both intercepting communications and
accessing information infrastructures.

Clause 1] replaces section 13, which sets out the purpose of Part
3. The purpose is recast to be consistent with the recasting of the
Bureau’s functions and with amendments madeto other provisions
in Part 3,

Clause 12 replaces section 14, which providesthat interceptionsare
not to target New Zealand citizens or permanent residents of New
Zealand. The newsection 14 is expressly linked to the Bureau’s in-

telligence-gathering function in mewsection 8B and providesthat any

incidentally obtained intelligence is not obtained in breach of new

section 8B, but must not be retained or disclosed except in accord-

ance with section 23 and newsection 25,

Clause 13 amends section 15, which prohibits, unless authorised, the
connectingorinstalling of interception devices. The amendments are  Rele
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technicalto reflect the changein terminology from computer systems

to information infrastructures.

Clause 14 inserts new sections 154 and 15B.

New section 15A provides for the Director, for the purpose of per-
forming the Bureau’s functions under newsection 8A or &B, to apply

to the Minister for an interception warrant to intercept communica-

tions or an access authorisation to access information infrastructures.

The new section sets out the matters that the Minister must be satis-

fied about before issuing a warrant or an authorisation.

New section 15B requires the Commissioner of Security Warrants

(appointed under the New Zealand Security Intelligence Service Act

1969) to be involved if anything that may be done under a warrant

or an authorisation issued under newsection 15A is for the purpose

of intercepting the private communications of a New Zealandcitizen

or permanentresident ofNew Zealand under new section 8A or new

section 8B to the extent that intercepting the person’s private com-

munications underthat section is not precluded by newsection 14.

Clause 15 amends section 16, which permits certain interceptions

without an interception warrant or an access authorisation.

The amendments—

. specify that the section applies to interceptions for the pur-
poses of the Bureau’s functions in newsections 8A and 8B:

: specify that it does not authorise the interception of private

communications of New Zealand citizens or permanentresi-
dents of New Zealand.

Clause 16 repeals section 17 and the cross-heading above section
17. Section 17 has been assimilated into newsection 13.4 inserted by

clause 14.

Clause 17 amends section 18, which provides for certain matters
aboutinterception warrants. The amendments widen the application

of the section to include access authorisations.

Clause 18 replaces section 19 with newsections 19 and 194. New

section 19 requires the Directorto keep a register of interception war-

rants and access authorisations that have been issued. Newsection

19A provides for the urgent issue of interception warrants or access

authorisations by the Attorney-General, the Minister of Defence, or

the Minister of Foreign Affairs ifthe Minister is unavailable andit is
necessary to issue them before the Minister is available.
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Clause 19 makes a drafting amendmentto section 20.

Clause 20 replaces section 21 with a newsection that confers im-

munity fromcivil and criminalliability for certain things done under

the Act if done in good faith and in a reasonable manner.

Clauses 21 to 23 make drafting amendmentsto sections 22, 23, and
24 respectively.

Clause 24 replaces section 25. The new section specifies whenandto
whomincidentally obtained intelligence about New Zealandcitizens

or permanent New Zealand residents may be retained and communi-
cated. The groundin the current section 25 ofpreventing or detecting
serious crime in New Zealandorany other countryis retained and the

following 2 new groundsare added:

. preventing or responding to threats to human life in New

Zealand or any other country:

. identifying, preventing, or responding to threats or potential

threats to the national security of New Zealand or any other
country.

Clause 25 inserts new secfions 25A and 25B dealing with the pro-

tection and disclosure of personal information. Newsection 25A re-
quires the Director, in consultation with the Inspector-General ofIn-

telligence and Security and the Privacy Commissioner, to formulate

a policy onthe protection and disclosure of personal information that

complies with the principles set out in new section 25B. Newsection

25B sets out the principles about collecting, using, storing, and re-
taining personal information.

Clause 26 makes consequential amendments to other Acts as set out
in the Schedule.

Part 2

Amendments to Inspector-General of
Intelligence and Security Act 1996

Clause 27 provides that this Part amends the Inspector-General of
Intelligence and Security Act 1996,

Clause 28 amends section 2(1), which contains definitions of terms,
and inserts a definition of Deputy Inspector-General.

Clause 29 replaces section 5 with new section 5, which provides

for the appointment of an Inspector-General of Intelligence and Se-
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curity and a Deputy Inspector-General ofIntelligence and Security.

The Deputy Inspector-General has all the powers and functions of

the Inspector-General, subject to the control and direction of the In-

spector-General. The Deputy Inspector-General has all the powers

and functions ofthe Inspector-General if there is a vacancy in the

office of the Inspector-General or if the Inspector-General is absent

from duty for any reason.

Clause 30 amends section 6, which provides for the Inspector-Gen-

eral’s term of office. The amendments—

° add a reference lo the Deputy Inspector-General:

. provide a maximum term of appointment of 3 years for each:

° provide that cach can be reappointed, but in the case ofthe

Inspector-General only once.

Clause 31 amends section Il, which specifies the functions ofthe

Inspector-General, The amendments replace subsection (1)(c), (d),

and (da) with new paragraphs. Paragraph (c) is replaced with 2 new

paragraphs. The effect of this is to permit the Inspector-General to

inquire into the propriety of particular activities of an intelligence

andsecurity agency without needing the agreement of the Minister.

Paragraphs (d) and (da) are replaced with 2 newparagraphs. New

paragraph (d) requires the Inspector-General to review, at intervals

of not more than 12 months,-~

. the effectiveness and appropriateness of procedures adopted

by each intelligence and security agencyto ensure compliance

with ils governing legislation in relation to the issue and exe-

cution of warrants and authorisations:

° the effectiveness and appropriateness of compliance systems

concerning operational activity, including supporting policies

andpractices of each intelligence and security agencyrelating

to certain matters, including risk management andlegal com-

pliance generally.

New paragraph (da) requires the Inspector-General to conduct

unscheduled audits of the procedures and compliance systems

described in new paragraph (ad).

This clause also repeals section 11(2). That subsection placed limi-

tations on the ability of the Inspector-General to do anything of his

orher own motion in relation to a complaint about anyactivity of an

intelligence and security agency.
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Clause 32 amends section 12, which authorises the Inspector-Gen-

eral to consult certain public office holders and disclose information
necessary for that purpose.

The effect ofthe amendmentsis to add a referenceto the Independent

Police Conduct Authority as one of the public offices that may be
consulted.

Clause 33 amends section 15 consequential on the amendments to
section 12.

Clause 34 amends section 25, which specifies what the Inspector-

General must do on completing an inquiry. The amendments—

. require the Minister to provide his or her responseto the report
to the Inspector-General and the chief executiveofthe intelli-
gence and security agency concerned:

. permit the Minister to provide his or her response to the Intel-

ligence and Security Committee.

These amendments do not apply to the extent that a report relates to

employment matters or security clearance issues.

Clause 35 inserts newsection 254, which requires the Director-Gen-

eral, as soonas practicable after forwarding a report as required under

section 25(1), to make a copy ofthe report publicly available on an

Internet site maintained by the Inspector-General. The new section

specifies matters that must not be disclosedin the report madeavail-
able underthis section.

Clause 36 amends section 27, which provides for the Inspector-Gen-

eral’s annual report. The amendments—

. require the Inspector-General to certify whether eachintelli-

gence and security agency’s compliance systems are sound:

. require the Inspector-General, as soon aspracticable after his
or her annual report is presented to Parliament, to make a copy

of his or her report (as presented to Parliament) publiclyavail-

able on an Internet site maintained bythe Inspector-General.

Part 3
Amendments to Intelligence and Security

Committee Act 1996

Clause 37 providesthat this Part amends the Intelligence and Secur-
ity Committee Act 1996,  Rele
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Clause 38 amends section 6, which specifies the functions of the

Committee. Section 6(1)(e) specifies one of the Committee’s func-

tions to be to report to the House of Representatives on the activ-
ities of the Committee. The amendment substitutes a new paragraph
(e), which requires the Committee to present an annual report to

the House of Representatives and to make an annual report publicly

available on the Internet site of the New Zealand Parliament.

Clause 39 inserts new section 7A, which contains further provisions
about the chairperson of the Committee. The new section provides—

. that the Prime Minister is not to chair a meeting of the Com-

mittee while it is discussing, in the course of a financial re-

view of an intelligence and security agency, any matter relat-

ing to the performanceofthe intelligence and security agency

ifthe Prime Ministeris the responsible Minister ofthe agency.

In that case, one of the members of the Committee appointed
undersection 7(1)(c) must act as chairperson:

° that the chairperson of the Committee may appoint eitherthe
Deputy Prime Minister or the Attorney-General (ifnot already
a member of the Committee) to act as chairperson in the ab-

sence of the chairperson.

Clause 40 makes amendmentsto section 18 that are consequential on

the amendment made by clause 38.
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25A Formulation of policy on personal information

258 Principles to protect personal information

Consequential amendinents

Part 2

Amendments to Inspector-Gencral of Inteligence and

Security Act 1996

Principal Act

Section 2 amended (Interpretation)

section 5 and cross-heading replaced

lnspector-General and Deputy Inspector-General

offutelligence and Security

5 inspector-General and Depuly Inspector-General

of Intelhvence and Security

Section 6 amended (ferm of office)

Section [lb amended (Functions of Iaspector-General)

Section 12 amended (Consultation)

Secon IS amended Clurisdiction of courts and other

agencies not affected)

Section 25 amended (Reports in relation to inquiries)

Newsection 25A inserted (Publication of

Inspector-Ceneral’s reports under section 245)

2S5A Publication of Inspector-General’s reports under

section 25

Section 27 armended (Reports by tspector-General)

Part 3

Amendments (o lutelligence and Security Committee

Act 1996

Principal Act

Section 6 amended (Functions of Committee)
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Government Communications Security
Bureau and Related Legislation

 

cl } Amendment Bill

39 Newsection 7A inserted (Further provisions relating to 24
chairperson)

TA Further provisions relating to chairperson 24
40 Section 18 amended (Restrictions on reports to House of 25

Representatives)

Schedule 26
Consequential amendments

 

The Parliament of New Zealand enacts as follows:

Title

This Act is the Government Communications Security Bureau

and Related Legislation Amendment Act 2013.

Commencement

This Act comes into force on the day that is ] month after the

date on whichit receives the Royal assent.

Part 1

Amendments to Government

Communications Security Bureau
Act 2003

Principal Act

This Part amends the Government Communications Security

Bureau Act 2003 (the principal Act).

Section 3 amended (Purpose)

Replace section 3(c) to (e) with:

“(c) specify the circumstances in which the Bureau requires

an interception warrantor access authorisationto inter-

cept communications:

“(d) specify the conditions that are necessary for the issue
of an interception warrant or access authorisation and

the matters that may be authorised by a warrant or an

authorisation:
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6

“(ey specify the circumstances in which the Bureau may use

interception devices to intercept Communications with-

outa warrant or an authorisation.”

section 4 amended (Interpretation)

This sechion amends section 4.

Repeal the definitions of computer access authorisation or

authorisation, computer system, foreign communications.

forcign intelligence, and network.

Insertin their appropriate alphabetical order:

“access authorisation means an authorisation issued under
section 15A(4)(b)

 “incidentally obtained infeligenee means intcllivence-

“(a) that is obtained in the course of gathering intelligence

about the capabilities, intentions. or activities of foreign

organisations or foreign persons: but

“(b) that is not intelligence of the kind referred to in para-
graph (a)

“information infrastructure includes electromagnetic emis-

sions, communications systems and networks, information

technology systems and networks. and any communications

carried on, contained in, or relating to those emissions, sys-

lems, or networks”,

In the definition of access. replace “computer system” with

“information infrastructure’.

In the definition of communication. afier “sounds.”. insert
“information.”

In the definition of foreign organisation, paragraph (d), re-

place “exclusively” with “principally”,

In the definition ofinferception warrant, replace “section | 7”
with “section 15A(4)}(a).

sections 7 and 8 replaced

Replace sections 7 and 8 with:

Objective of Bureau

The objective of the Bureau. in performing its functions. 16 to

contribute to

“(ay the national security of New Zealand: and
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a

a

(1)
(2)

“G)

4)

“OA

6

“(b) the international relations and well-being of New

Zealand: and

“(c) the economic well-being of New Zealand.

Functions of Bureau

Sections 8A to 8C set out the functions of the Bureau.

The order in which the functions are set out is not to be taken

as specifying any order of importanceorpriority.

The performance of the Bureau’s functions and the relative

importance and priority of the functions, if any. are to be de-

fermined, from time to time, by the Director, subject to the

control of the Minister,

Without limiting subsection (3), the performance ofthe Bu-

reau’s functions under section 84 (information assurance and

cybersecurity) and section 8C (co-operation with other en-

tities to facilitate their flinctions) is at the discretion ofthe Dir-

ector.

In addition to the functions sel out in sections 8A to 8C, the

Bureau has the functions Gf any) conferred on it by or under

any other Act.

Information assurance and cybersecurity

This function of the Bureau is-—~

“(a) to co-operate with, and provide advice andassistance to,

any public authority whether in New Zealand or over-

seas, or to any other entity authorised by the Minister,

on any matters relating to the protection, security, and

integrity of—

“@) communications, including those that are pro-

cessed, stored, or communicated in or throughin-

formation infrastructures; and

“Gi) information infrastructures of importance to the

Government of New Zealand: and

“(b) without limiting paragraph(a), to do everything that

is necessary or desirable to protect the security andin-

tegrity of the communications and information infras-

tructures referred to In paragraph (a), including iden-

tifying and responding to threats or potential threats to
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“8B

“(1)

“Q)

“8C

“C)

those communications and informationinfrastructures;
and

“(c) to report to the following on anything done under para-

graphs (a) and (b) and any intelligence gathered as a
result:

“G) the Minister; and

“Gi) any person or office holder (whether in New

Zealand or overseas) authorised by the Minister
to receive the report.

Intelligence gathering and analysis

This function of the Bureau is—

“(a) to gather and analyseintelligence (including frominfor-

mation infrastructures) in accordance with the Govern-

ment’s requirements about the capabilities, intentions,

and activities of foreign persons and foreign organisa-
tions; and

“(b) to gather and analyseintelligence about information in-
frastructures; and

“(c) to communicate any intelligence gathered and any ana-

lysis of the intelligence to—

“G) the Minister; and

“(Gi) any person or office holder (whether in New

Zealand or overseas) authorised by the Minister

to receive the intelligence,

For the purpose of performingits function under subsection
(1)(a) and (b), the Bureau may co-operate with, and provide

advice and assistance to, any public authority (whether in New

Zealand or overseas) and any otherentity authorised by the
Ministerfor the purposesof this subsection.

Co-operation with other entities to facilitate their
functions

This function of the Bureau is to co-operate with, and provide
advice and assistance to, the following forthe purpose of fa-
cilitating the performance oftheir functions:

“(a) the NewZealand Police; and

‘“(b) the NewZealand Defence Force; and

“(c) the New Zealand Security Intelligence Service; and
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“(2)

“8D

“()

“@)

“9g

“(1)

*2)

OA

“(d) any department (within the meaning of the Public Fi-
nance Act 1989) specified for the purposes ofthis sec-
tion by the Governor-General by Order in Council made

on the recommendation of the Minister.

To avoid doubt, the Bureau may perform its function under

subsection (1)—

“(a) to the extent that the advice and assistance is provided
for the purpose ofactivities that the entities may law-
fully undertake; and

“(b) subject to any limitations, restrictions, and protections

under which those entities perform their functions and

exercise their powers; and

“(c) even though the advice and assistance might involve the

exercise of powers by, or the sharing of the capabilities

of, the Bureau that the Bureau is not, or could not be,

authorised to exercise or share in the performanceofits

other functions.

Director has full powers for purpose of performing

Bureau’s functions

The Director has all the powers that are necessary or desirable

for the purpose of performing the functions of the Bureau.

Subsection (1) applies subject to this Act, any other enact-

ment, and the general law.”

Section 9 replaced (Director of Bureau)

Replace section 9 with:

Appointment of Director

The Director ofthe Bureau is appointed by the Governor-Gen-
eral, on the recommendation of the Prime Minister, for a term

not exceeding 5 years, and may from time to time be reap-

pointed.

To avoid doubt, the mere fact that a person holds the position
of Director does not entitle the person to be reappointed or to

expect to be reappointed.

Appointment process

The State Services Commissioner—

Rele
as

ed
 un

de
r th

e O
ffic

ial
 In

for
mati

on
 Act 

19
82



Government Communications Security
Bureau and Related Legislation

Amendment Bill Part Loch 7
 

 “(ay is responsible for managing the process for the appoint-

ment of the Director: and

“(b} must provide advice on the nominations for Director to

the Prime Minister,

Remuneration and conditions of appointment of Director

The Director is paid the remuneration and allowances deter-

mined by the Remuneration Authority.

Fhe other terms and conditions of the Director's appointment

are deterntined from time to time by the State Services Com-

missioner,

Removal from office

The Governor-General may at any time for just cause. on the

recommendation of the Prime Minister. remove the Director
from office,

The removal must be made by written notice to the Director,

‘The notice niusi

“(a) state the dale on which the removal takes effect. which

must not be cartier than the dale on which the notice is
received: and

“(b) slate the reasons for the removal.

The Slate Services Commissioneris responsible for advising
the Prime Minister on any proposal to remove the Director
from office,

In (his section, Just cause includes misconduct. inability to

perform the functions of office. and neglect ofduty.

Review of performance of Director

The Minister may direct the State Services Commissioner or

another person to review, either generally or in respect of any

particular matter, the performance of the Director,

The person conducting a review under subsection (4) must

reportto the Minister on the manner and extent to which the

Director is fulfilling all of the requirements imposed on the

Director. whether under this Act or otherwise,

No review under this section may consider any security oper

ations undertaken. or proposed to be undertaken,”
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8 Section 11 amended (Prohibition on unauthorised

disclosure of information)

In section 11(2),—

(a) replace “2 years” with “3 years”; and

(b) replace *$2,000° with “$5,000".

9 Section #2 amended (Annual report)

(1) Insection 12(2), replace “without delay” with “as soonas prac-

ticable”,

(2) In section 12(3)(c), delete “computer”.

10 Part 3 heading replaced

Replace the Part 3 heading with:

“Part 3

“Intercepting communications and

accessing informationinfrastructures”.

I] Section 13 replaced (Purpose of Part)

Replace section 13 with:

“13 Purpose ofPart

The purpose ofthis Part is—-

“(a) to authorise the Bureau to intercept communications

and access information infrastructures for the purpose

of performing ts functions under sections 8A and 8B:

and

“(b) to place restrictions and limitations on-—

“G) the interception of communications and the ac-

cessing of information infrastructures; and

“di) the retention anduse of information derived from

the interception of communications andthe ac-

cessing of information infrastructures.”

12 Seetion 14 replaced (interceptions not to target domestic

communications)

Replace section 14 with:Rele
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“@)

13

14

“15A

“C)

Government Communications Security
Bureau and Related Legislation

Amendment Bill Part 1 cl 14

Interceptions not to target New Zealandcitizens or

permanent residents for intelligence-gathering purposes

In performing the Bureau’s function in section 8B, the Dir-
ector, any employee of the Bureau, and any person acting on

behalf of the Bureau mustnotauthorise or do anything forthe

purpose of intercepting the private communications of a per-

son who is a New Zealandcitizen or a permanentresident of
New Zealand, unless (andto the extent that) the person comes

withinthe definition of foreign personor foreign organisation
in section 4.

Any incidentally obtained intelligence obtained by the Bureau

in the performanceofits function in section 8B—

“(a) is not obtained in breach of section 8B; but

“(b) must not be retained or disclosed except in accordance
with sections 23 and 25.”

Section 15 amended (Interceptions for which warrant or
authorisation required)

In section 15(1)(a), replace “a network” with “an information
infrastructure”,

In section 15(2),—

(a) replace “a computeraccess authorisation” with “an ac-
cess authorisation’; and

(b) replace “a computer system” with “an information in-
frastructure”.

Newsections 15A and [5B and cross-heading inserted

After section 15, insert:

“Authorisations to intercept communications or
access information infrastructures

Authorisation to intercept communications or access
information infrastructures

For the purpose of performing the Bureau’s functions under

section 8A or 8B, the Director mayapplyin writing to the

Minister for the issue of—

“(a) aninterception warrant authorising the use ofintercep-

tion devices to intercept communications not otherwise  Rele
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“(2)

“3)

“4)

“(5)

lawfully obtainable by the Bureau of the following

kinds:
“() communications made or received by | or more

persons orclasses of persons specified in the au-

thorisation or made or received in | or more

places or classes of places specified in the author-

isation:

“i) communications that are sent from, or are being

sent to, an overseas country:

an access authorisation authorising the accessing of|

or more specified information infrastructures or classes

of information infrastructures that the Bureau cannot

otherwise lawfully access.

The Minister may grant the proposed interception warrant or

access authorisation if satisfied that—

“Cay

“(b)

“(¢)

the proposed interception or access is for the purpose

of performing a function of the Bureau under sections

8A and 8B: and

the outcome sought to be achieved under the proposed

interception or access justifies the particular intercep-

(ion or access; and

the outcome is not likely to be achieved by other means;

and

there are satisfactory arrangements in place to ensure

that nothing will be done in reliance on the warrant or

authorisation beyond what is necessary for the proper

performance ofa function of the Bureau; and

there are satisfactory arrangements in place fo ensure

that the nature and consequencesofacts done in reliance

on the warrant or authorisation will be reasonable, hay-

ing regard to the purposes for which theyare carried out.

Before issuing a warrant or an authorisation, the Minister must

consult the Minister of Foreign Affairs about the proposed

warrant or authorisation.

The Minister may issue a warrant or an authorisation subject

to any conditions that the Minister considers desirable in the

public interest.

This section applies despite anything in any other Act.
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Amendment Bill Part 1 cl 15

“15B Involvement of Commissionerof Security Warrants

“)

“(2)

“G3)

15

(1)
(2)

Anapplication for, and issue of, an interception warrant or ac-
cess authorisation under section 15A must be made jointly

to, and issued jointly by, the Minister and the Commissioner
of Security Warrants if anything that may be done under the
warrant or authorisation is for the purposeof intercepting the
private communications of a New Zealandcitizen or perman-
ent resident ofNew Zealand under—
(a) section 8A; or

“(b) section 8B,to the extent that intercepting the person’s
private communications under that section is not pre-
cluded by section 14.

For the purposes of subsection(1), section 15A applies—
“(a) as if references to the Minister were references to the

Minister and the Commissioner of Security Warrants;
and

“(b) with any other necessary modifications.

In this section, Commissioner of Security Warrants means

the Commissioner of Security Warrants appointed undersec-
tion SA of the NewZealand Security Intelligence Service Act
1969.”

Section 16 amended (Certain interceptions permitted

without interception warrant or computer access
authorisation)

In the heading to section 16, delete “computer”.

In section 16, before subsection (1), insert:

“(1A) This section—

3)
(4)
“Q)

“(a) applies to the interception of communications for the
purpose of the Bureau’s functions in sections 8A and
8B; but

“(b) does not authorise anything to be done forthe purpose
of intercepting the private communications of a New

Zealand citizen or permanentresident ofNewZealand.”

In section 16(1), delete “foreign”.

Replace section 16(2) with:

The Director, or an employeeofthe Bureau, or a person acting
on behalf of the Bureau may, without an interception warrant,
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16

or, as the case requires, without an access authorisation, in-

tercept communications by using an interception device or by

accessing an information infrastructure, but only if—

“(a) the interception does not involve anyactivity specified

in section 15(1); and

“(b) any access to an information infrastructure is limited

to access to | or more communication links between

computers or to remote terminals: and

“(c) the interceptionis carried out by the Director or with the

authority of the Director for the purpose of performing

the Bureau’s function in section 8A or 8B

Section 17 and cross-heading repealed

Repeal section |7 and the cross-heading above section 17.

Section 18 amended(Persons acting under warrant)

In the heading to section 18, after “warrant”, insert “or access

authorisation”.

Replace section 18(1) with:

Every interception warrant and access authorisation must spe-

cify the person or class of persons who may make the inter-

ception or obtain the access authorised by the warrant or the

authorisation,”

In section 18(2),—-

(a) afler “A warrant”, insert “or an authorisation”: and

(b) after “the warrant’, insert “or authorisation”,

In section 18(3), after “warrant”, insert “or authorisation”.

In section 18(4),-——

(a) after “a warrant”. insert “or an authorisation”: and

(b) after “the warrant”, insert “or the authorisation”,

Section 19 and cross-heading replaced

Replace section 19 and the cross-heading above section 19

with:
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(1)

(2)

“G)

“TOA

“)

“@)

Government Communications Security
Bureau and Related Legislation

Amendment Bill Part 1 cl 18

“Register ofinterception warrants and access
authorisations

Register of interception warrants and access
authorisations

The Director must keep a register of interception warrants and

access authorisations issued underthis Part.

The following information must be entered in the registerin

relation to each interception warrant and access authorisation
issued underthis Part:

“(a) the date of issue:

“(b) the period for which the warrant or authorisation is is-
sued;

“(c) the function or functions of the Bureau to which the

warrant or authorisation relates:

“(d) in the case of a warrant, the interception device orinter-

ception devices specified:

“(e) in the case of an authorisation,—

“(i) any personspecified in the authorisation:

“(ii) anyplace specified in the authorisation:

“Gii) the information infrastructure or information in-
frastructures specified in the authorisation:

“(v) any conditions specified in the authorisation.

The Director must make the register available to the Minister

or the Inspector-General of Intelligence and Security as and

when requested by the Minister or the Inspector-General,

“Urgent issue ofwarrants and authorisations

Urgent issue of warrants and authorisations

This section applies if—

“(a) the Ministeris unavailable to issue an interception war-

rant or access authorisation; and

“(b) circumstances make it necessary to issue a warrant or

an authorisation before the Minister is available to do
sO.

Anyof the following may issue a warrant or an authorisation:
“(a) the Attorney-General:

“(b) the Minister of Defence:

“(c) the Minister of Foreign Affairs.  Rele
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“(3) A person issuing a warrant or an authorisation under subsec-

20

“21
“CL)

“G)

“(4)

21

22

(1)
(2)

16

tion (2) maydoso onlyto the same extent and subject to the

same terms and conditions as applyto the issue of a warrant

or an authorisation by the Minister.”

Section 20 amended(Director’s functions in relation to

warrants and authorisations not to be delegated)

In section 20, replace “section 17 or section 19° with “section

15a".

Section 21 replaced (Action taken in accordance with

warrant or authorisation justified)

Replace section 21 with:

Immunity from civil and criminal liability

Every person is immune from civil or criminal Hability-—

“(a) for any act done in goodfaith in order to obtain a war-

rant or an authorisation underthis Act:

“(b) for anything done in goodfaith under a warrant or an

authorisation under this Act or undersection 16, ifdone

in a reasonable manner.

Every person is immune from civil and criminal liability for

any act done in goodfaith and in a reasonable mannerin order

to assist a person to do anything authorised by a warrant or an

authorisation underthis Act or undersection 16.

In any civil proceeding in which a personasserts that he or she

has an immunity underthis section, the onus is on the person

to prove the facts necessaryto establish the basis of the claim.

Section 86 of the State Sector Act 1988 applies to the Director

and any employee ofthe Bureau subject to this section.”

Section 22 amended (Term of warrant or authorisation)

In section 22(1), delete “computer”.

Section 23 amended (Destruction of irrelevant records

obtained by interception)

In section 23(1), delete “computer”.

In section 23(1), after “except to the extent”, insert “permitted

by section 25 orto the extent”,
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(3) In section 23¢1)(a). replace “section 7(1\(ay” with “section
7

(4) In section 23(1)(b), replace “section 8” with “section 8A or

8B”.

23 Section 24 amended (Duty to minimise impact of

inferception on third parties)

In section 24, replace “a computer” with “an”,

24 Section 25 replaced (Prevention or detection of serious
crime)

Replace section 25 with:

“25 When incidentally obtained intelligence may be retained

and communicated fo other persons

“(1) Despite section 23. (he Director may:
“(ay retain incidentally obtained intelligence that comes into

the possession of the Bureau for | or more of the pur-
poses specified Ut subsection (2): and

“(by communicate that intelligence (o the persons specified
in subsection (3).

“(2)) The purposes are—

“(aj preventing or detecting serious crime in New Zealand

or any other country:

“(by preventing or responding fo threats to human life in
New Zealand or any other country:

“(c) identifying. preventing. or responding to threats or po-
(ential threats to the national security of New Zealand
or any other country,

“(3) The persons are

“(ay any employee of the New Zealand Police:

“(b) any member of the New Zealand Defence Force:
“(c) the Director of Security under the New Zealand Secur-

ily Intelligence Service Act 1969:
“(d) any other person that the Director thinks fit fo receive

the information.”

m
n
P
Y Newsections 25A and 25B and cross-heading inserted

After section 2S. insert:
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“Protection and disclosure ofpersonal
information

“25A Formulation of policy on personal information
“(1)

“(2)

“@3)

“25B

18

As soonasis reasonably practicable after the commencement

of this section, the Director must, in consultation with the In-

spector-General of Intelligence and Security and the Privacy

Commissioner, formulate a policy that applies to the Bureau
(in a manner compatible with the requirements of national se-

curity) the principles set out in section 25B.

The policy must require—

“(a) all employees and persons acting on behalf of the Bu-

reau to comply with the policy; and

“(b) the level of compliance with the policy to be regularly
audited; and

‘“(c) the Director to advise the Privacy Commissionerof the

results of audits conducted underthe policy.

The Director must regularly review the policy and, if he or she

considers it appropriate to do so, revise the policy in consult-

ation with the Inspector-General of Intelligence and Security

and the Privacy Commissioner.

Principles to protect personal information

The principles referred to in section 25A(1) are as follows:

“(a) the Bureau must not collect personal information un-

less—

“() the information is collected for a lawful purpose

connected with a function of the Bureau; and

“(ii) the collection of the information is reasonably

necessary for that purpose, having regard to the

nature of intelligence gathering!

“(b) the Bureau must ensure—

“d) that any personal information it holdsis protected
by such security safeguards asit is reasonable in

the circumstances to take against—
“(A) loss; and

“(B) access, use, modification, or disclosure,

except with the authority of the Bureau;
and

“(C) other misuse; and
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26

29

“Ci that iFilis necessaryfor any personal information

that it holds to be given to a person in connection

with the provision of a service to the Bureau,

everything reasonably within the power ofthe

Bureau is done to prevent unauthorised use or

unauthorised disclosure of the information:
“(c) the Bureau must net use personal information without

taking such steps (ifany) as are. in the light of the inter-
ests and constraints of national security and the nature

of intelligence gathering. reasonable to ensurethat. hav-
ing regard to the purpose for which the information is
proposed to be used. the information is accurate. up to
date, complete, relevant. and not misteading:

“(dj the Bureau must not keep personal information longer
than is required for the purposes for which the informa-
tion may be lawfully used.”

Consequential amendments

[he Acts listed in the Schedule are consequentially amended
in the mannerindicated in that schedule,

Part 2

Amendments to Inspector-General of

Infelligence and Securify Act 1996

Principal Act

This Part amends the Inspector-General of Intelligence and
security Act 1996 (the principal Act),

Section 2 amended (uterprefation)

In seclion 2¢1). insert in its appropriate alphabetical order:

“Deputy Inspeecfor-Geperal means the Deputy

—

In-
spector-General of Intelligence and Security holding office
under section 5”,

section S and cross-heading replaced

Replace section 5 and the cross-heading above section 5 with:
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Government Communications Security
Bureau and Related Legislation

Part 2 cl 30 Amendment Bill
 

“(4)

(6)

“Inspecior-General and Deputy
Inspector-General ofIntelligence and

Security

Inspector-General and Deputy Inspector-General of

Intelligence and Security

There must be—

“(a) an Inspector-General of Intelligence and Security: and

“(b) a Deputy Inspector-General of Inteliigence and Secur-

ity,

The Inspector-General and Deputy Inspector-General must be

appointed by the Governor-General on the recommendation

of the Prime Minister following consultation with the Intelli-

gence and Security Committee established by section 5 of the

intelligence and Security Committee Act 1996.

The Deputy Inspector-General has and may exercise and

perform the powers and functions of the Inspector-General

(vhether under this Act or any other enactment). but subject

{O-—

“(a) the control and direction ofthe Inspector-General; and

“(b) to avoid doubt, the same duties, obligations, restric-

tions, and terms under which the Inspector-General ex-

ercises and performs his or her powers andfunctions.

Sections 7 to 9 and 18 apply to the Deputy Inspector-General

as if references in those sections to the Inspector-General were

references to the Deputy Inspector-General.

If there is a vacancyin the office ofthe Inspector-General, or if

the Inspector-General is absent from duty for any reason, the

Deputy Inspector-General has and may exercise and perform

all the powers, functions, and duties of the Inspector-General

for as long as the vacancyor absence continues.

The fact that the Deputy Inspector-General exercises or per-

forms any power, function, or duty of the Inspector-General

is, in the absence of proofto the contrary, conclusive evidence

of the Deputy Inspector-General’s authority to do so.”

Section 6 amended (Termofoffice)

Replace section 6(1) with:Rele
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Government Communications Security
Bureau and Related Legislation

Amendment Bill Part 2 cl 31
 

p
o
m

“Q)

(2)

31
(1)

(2)

Every person appointed as the Inspector-General or Deputy
Inspector-General—

“(a)
“(b)

is to be appointed for a term not exceeding 3 years; and
may be reappointed, but in the case of the Inspector-
General only once.”

In section 6(2) and (3), after “Inspector-General”, insert “or
Deputy Inspector-General”in eachplace.

Section 11 amended (Functions of Inspector-General)
Replace section 11(1)(c), (d), and (da) with:

“(c)

“(ca)

“@)

to inquire at the request of the Minister or the Prime
Ministeror of the Inspector-General’s own motion, but
subject to the concurrence ofthe Minister, into any mat-
ter whereit appears that a New Zealand personhas been
or maybe adverselyaffected by any act, omission, prac-
tice, policy, or procedure of an intelligence and security
agency:
to inquire at the request of the Minister or the Prime
Ministerorof the Inspector-General’s own motion into
the propriety of particular activities of an intelligence
and security agency:
without limiting paragraph (a), to reviewatintervals of
not more than 12 months—
“G) the effectiveness and appropriateness of the pro-

cedures adopted by eachintelligence and security
agency to ensure compliance with its governing
legislation in relation to the issue and execution
of warrants and authorisations; and

“(il) the effectiveness and appropriateness of compli-
ance systems concerning operational activity, in-
cluding all supporting policies and practices of
an intelligence and security agencyrelating to—
“(A) administration; and

“(B) information management; and

“(C) risk management; and

“(D) legal compliance generally:
“(da) to conduct unscheduled audits of the procedures and

compliance systems described in paragraph (d):”.

Repeal section 11(2).  Rele
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Government Communications Security
Bureau and Related Legislation

Part 2 ¢] 32 Amendment Bill
 

33

34

“(6)

“(7)

K
o
m
w

In section 11(3), replace “C1)(e)G)” with “(A)(eay”

Section 12 amended (Consultation)

Replace section 12(2} with:

The Inspector-General may-—~
“(a) consult any of the persons specified in subsection (3)

about any matter relating to the functions of the In-

spector-Genera] under section J}: and

“(b) despite section 26(1), disclose to any of the persons con-

sulted any information that the Inspector-General con-

siders necessaryfor the purpose ofthe consultation,

The persons are—

“(a) the Controller and Auditor-General:

“(b) an Ombudsman:

“(c) the Privacy Commissioner:

“(d) a Human Rights Commissioner:

“(e) the Independent Police Conduct Authority.”

Section 15 amended (Jurisdiction of courts and other

agencies not affected)
In section 15(3), replace “or of the Privacy Commissioner”

with “, the Privacy Commissioner, a Human Rights Commis-

sioner, or the Independent Police Conduct Authority”,

Section 25 amended(Reports in relation to inquiries)

After section 25(5), insert:

As soon as practicable after receiving a report from the In-

spector-General, the Minister-—

“(a) must provide his or her response to the Inspector-Gen-

eral and the chief executive of the intelligence and se-

curity agency concerned; and

‘(b) may provide his or her responseto the Intelligence and

Security Committee established under section 5 ofthe

Intelligence and Security Committee Act 1996.

Subsection (6) does not apply fo the extent that a report re-

lates to employment matters or security clearance issues.”Rele
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35

“25A

“]

“(2

36
(1)

)

)

Government Communications Security
Bureau and Related Legislation

Amendment Bill Part 2 cl 36

Newsection 25A inserted (Publication of

Inspector-General’s reports under section 25)
After section 25, insert:

Publication of Inspector-General’s reports undersection
25

As soon aspracticable after forwarding a report as required by
section 25(1), the Inspector-General must make a copyofthe
report publicly available on anInternet site maintained by or
on behalf of the Inspector-General.

However, the Inspector-General must not, in the copy of a
report made publicly available under subsection (1), dis-
close—

“(a) information the public disclosure of which would be
likely to prejudice the entrusting of information to the
Government ofNewZealand ona basis of confidence—

“() by the government ofany other country or any

agency of such a government; or

“Gii) by any international organisation; or

“(b) information the public disclosure of which would be

likely to endangerthe safety of any person; or
“(c) the identity of any person who is or has been an offi-

cer, employee, or agent ofan intelligence and security

agencyother than the chief executive, or any informa-

tion from whichthe identity of such a person could rea-
sonably be inferred; or

“(d) information the public disclosure of which would be
likely to prejudice—

“(i) the continued discharge of the functions of an

intelligence and security agency; or
“(ii) the security or defence of New Zealand orthe

international relations of the Government ofNew
Zealand; or

“(e) any information about employment matters or security
clearance issues.”

Section 27 amended (Reports by Inspector-General)

After section 27(2)(b), insert:

“(ba) certify whether each intelligence and security agency’s
compliance systems are sound; and”,
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Government Communications Security
Bureau and Related Legislation

 

Part 3 cl 37 Amendment Bill

(2) In section 27(3), replace “lay a copy ofthe report before” with

“present a copyofthe report to”.

(3) In section 27(4) and(6), replace “laid before” with “presented

to”.

(4) Afier section 27(6), insert:

“(6A) As soonas practicable after a copy of the report is presented

37

39

WTA

“C)

to the House of Representatives under subsection (3), the In-

spector-General must make a copy ofthe report (as presented

to the House of Representatives) publicly available onan Inter-

net site maintained by or on behalfof the Inspector-General.”

Part 3

Amendments to Intelligence and Security
Committee Act 1996

Principal Act

This Part amends the Intelligence and Security Committee

Act 1996 (the principal Act).

Section 6 amended (Functions of Committee)

Replace section 6(1)(e) with:

“Ce) subject fo section 18.—

“) fo present an annual report to the House of Rep-

resentalives on the activities of the Committee:

and

“Gi) to make an annual report publicly available on

the Internet site of the New Zealand Parliament.”

Newsection 7A inserted (Further provisions relating to

chairperson)

After section 7, insert:

Further provisions relating to chairperson

Subsection (2) applies if-—

“(ay the Committee is, in the course of conducting a finan-

cial review of an intelligence and securily agency, dis-

cussing any matter relating to the performance ofthe

intelligence and security agency; andRele
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Government Communications Security
Bureau and Related Legislation

Amendment Bill Part 3 cl 40
 

“(2)

“(3)

40

‘“(b) the Prime Minister is the responsible Minister underthe
legislation governingthe intelligence security agency.

Ifthe Prime Ministeris chairing the meeting of the Committee
at which the matter is discussed,—

“(a) the Prime Minister must not act as chairperson of the
Committee; and

“(b) another memberof the Committee nominated by the
Prime Minister, being one of the 2 members appointed
under section 7(1)(c), must act as chairperson.

The chairperson of the Committee may appointeither of the

following (ifnot already a memberofthe Committee)to be an

alternate chairperson to act as chairpersonat the discretion of

the chairperson in the absence of the chairperson at a meeting
of the Committee:

“(a) the Deputy Prime Minister:

“(b) the Attorney-General.”

Section 18 amended (Restrictions on reports to House of
Representatives)

In section 18(1), replace “reporting” with “presenting an an-
nual report or otherreport”.
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Government Communications Security
Bureau and Related Legislation

Schedule Amendment Bil
 

Schedule s 26

Consequential amendments

Radiocommunications Act 1989 (1989 No 148)

In section 133A(2)(c)(ii), replace “foreign intelligence” with “intelli-

gence about the capabilities, intentions, and activities of foreign per-

sons and foreign organisauions”,

Repeal section 133A(3\(a).

Search and Surveillance Act 2012 (2012 No 24)

In section 47(1)(c)Gi), replace “17° with “45A(1)(ay”.

Telecommunications (Interception Capability) Act 2004 (2004

No 19)

In section 3(1), definition of interception warrant, paragraph (c),

replace “177 with “15A(1)(a)”.

In section 3(1), definition of other Jawful interception authority,

replace paragraph (ajy(i) with:

“Gi) fo access an information infrastructure (within

the meaning of the Government Communica-

tions Security Bureau Act 2003) that is granted

under section 15A(1)(b) of that Act; and”.

Rele
as

ed
 un

de
r th

e O
ffic

ial
 In

for
mati

on
 Act 

19
82



I
R
s
,

p
u
e
s

s6(a)

Cabinet CAB Min (13) 14/1

Copy Na: ts

 

Minute of Decision
  

   This document contains information for the New Zealand Cabinet IF must ba reeled in confidence andhandled in accordance with any security Classification, or other endorsement The information can only Dereleased, including under the Official Information Act 1982, by persons Wilh the appropriate authority.
  

Government Communications Security Bureau and Related LegislationAmendmentBill: Approvalfor Introduction

Portfolios: Minister Responsible for the GCSB / Minister in Charge of the NZSIS

On 6 May 2013. Cabinet:

Background

I noted that in December 2012, the Cabinet Commitice on Domestic and External Security(DES):

hd agreed thata bid be preparedfor the 2013 Legislation Programme foran Intelligenceand Security Bill with a category 2 priority (must be passed in 2013);

b.2 nated that the Bill would be enacted by August 2012:

[DES Min (12) 4/1-1]

Government Communications Security Bureau and Related Legislation AmendmentBill

 

  

 

2 noted that the Government Communications secunty Bureau and Related LegislationAmendment Bill (he Amendment Bill) is an ommibus Bill that amends the GovernmentCommunications Security Bureau Act 2003. the lnspector-General of loteleence andsecurity Act 1996, and the Intelligence and mecurity Committee Act 1906:

5 noted that on 22 April 2013. Cabinet authorised a group of Ministers (Joint Ministers).comprising the Prime Minister. Hon Bill En glish, Hon Steven Joyce, Hon ChristopherFinlayson and Hon Amy Adamsto have Powerto Act to finalise the intelligence bill and theinterception and network secunty bill for introduction. subject to final consideration byCabinet on 6 May 2013 [CAB Min (13) 13/24]:

4 noted that on 2 May 2013, Joint Ministers approved the contents of the Amendment Bill forintroduction:

5 confirmedthe decision by Joint Ministers to approve for introduction the GovernmentCommunications Security Bureauand Related Legislauon Amendment Bill
[PCO 17322/9.0):

& agreedthat the Aniendment Bill be introduced under urceney in the week of6 May 2073:

Soy) s6(a)
|
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6a)2 CAB Min (13) 14/4 °

7 agreed that the governmentpropose that the AmendmentBill be:

7A referred to the Intelligence and Security Committee for consideration;

7.2 reported back by 26 July 2013;

7.3. enacted by August 2013;

 

Rebeca. Kitheninge
Seeretary of the Cabinet Reference: CAB (13) 239

 

Distribution (see over):
 

91930944 s6(a) 2
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s6(a)

Distribution:

Prine. Minister

Chief Executive, DPMC

Director PAG. DPMC

Director, ICG? DPME

     
  

Chet fence Force

Minister of Poreren Aflaus and Trade

secretary oF |
NManisteor ot Police

Carnniissioner of Police

   

 

  

 

ChieFxecutive

Chie? Par ar

abon-Ccoordinatear

secretary, DES

.MBIE (Communicanons and 17)

ar Counsel

 

bees

 

2 s6(a)
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s6(a)

  

 

Cabinet CAB (14) 324

Copy No: UY.

 

Summary of Paper 20 June 2044
 

This document contains information for the New Zealand Cabinet. It must be treated in confidence and
handled in accordance with any security classification, or other endorsement. The information can only be

released, including underthe Official Information Act 1982, by persans with the appropriate authority.
 

New Zealand intelligence Community Strategy, Capability and

Resourcing Review: Commencement and Policy Expectations

Portfollos Prime Minister / Finance

Purpose This paper notes that the New Zealand Intelleence Community (NZIC) has

commenced a Strategy, Capability and Resourcing Review (SCRR), and secks

agreement to endorse provisional policy expectations for the NZICforthe

purposes of the SCRR.

Previous See the summary below.
Consideration

[Not in Scope- plus the following6 pages removed asnotinscope] _

   
238909N] S64). |

Item 10
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s6(a)
{Not in Scope]

ie. The March 2043 Reviewof Compliance at the GCSBby Rebecca Kitleridge highlighted
the difficulties in interpreting the GCSB Act a id the needto improvethe compliance
iramework for the GCSBto ensurethat it is slIng in voresnee with the law. This led to

s6(a)

a rangeof legislative amendmentstotIhe GCSB Act and changesta the GCSB's
cor ipliannee framework. In addition arnendments were m“ade |to the Inspect General ol
Intelligence and Securily Act 1996 (GIS Act) and the ISC Act fo strengthen|the external
oversight of the GCSB 2nd NZsls, |Jnder the Telecommunications (Interception,
Gapabilily and Security) Act 2013 (TICSA), the GCSB wasalsogiven a regulatoryrole

 

SEDfor thefirst time. The financial impact of the changed GCSBAct, enhanced oversight and
the GCSB's newregulatory role were to be rel fronm existing NZIC baselines: the NaIC

itehas consequently reprioritised expenditure from its intelligence and security suipu 8 10

meet these new needs

[Not in Scope - plusthe following 9 pages removedas notin scope]
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