. DEPARTMENT OF THE
W. | PRIME MINISTER AND CABINET
i TE TARI O TE PIRIMIA ME TE KOMITI MATUA

29 April 2025

Ref: OIA-2024/25-0625
Téna koe

Official Information Act request for Cabinet papers for the GCSB Amendment and
Related Legislation Amendment Bill, 2013

Thank you for your Official Information Act 1982 (the Act) request received on 5 February
2025. You requested:

“... the cabinet papers for the Government Communications Security Bureau
Amendment and Related Legislation Amendment Bill from 2013;

cabinet papers for what became the Government Communications Security Bureau
Amendment Act 2013; and

any cabinet papers that came in response to the Compliance Review of GCSB
report published by Rebecca Kitteridge in 2013.”

The time frame for responding to your request was extended under section 15A of the Act by
36 working days. The extension was required because the Cabinet papers you have
requested date back to 2012 and 2013, so we have needed to locate and compile hard
copies of papers that may be relevant. Once assessed as to which documents are in scope
of your request, these were compiled into an electronic form to enable consultations to be
undertaken prior to making a decision on your request.

The Cabinet documents we have compiled directly relate to the drafting and introduction of
the Government Communications Security Bureau Amendment and Related Legislation
Amendment Bill, which was introduced on 8 May 2013 and received Royal Assent on 26
August 2013. A copy of the 2013 Act with the Related Bill and Versions of the Act can be
found on the New Zealand Legislation website at: www.legislation.govt.nz/act/public/
2013/0057/latest/DLMS177706.html.

The Government Communications Security Bureau Amendment Act 2013 was itself
repealed, on 28 September 2017, and replaced with the Intelligence and Security Act 2017.

Please find attached a copy of the Cabinet documents identified as relevant to all parts of
your request. We have included both Cabinet Committee and Cabinet papers and their
related Minutes. Where there was only a Minute recording decisions made, we have included
together with any relevant documentation identified from the meeting.

The documents released to you are set out in the table below:

Executive Wing, Parliament Buildings, Wellington, New Zealand 6011
64 4 817 9698 www.dpmc.govt.nz



‘Portfolio |Date Decision
tem1 |[Prime [23/11/2012 | DES (12) 4 Release with some
Minister [26/11/2012 | DES Min (12) 13/1 information withheld
New Zealand Intelligence Community junder: s6(a)
Policy and Legislation Review
Some information
Not in Scope
ltem2 |Prime 26/11/2012 | CAB (13) 7 Release with some
Minister |23/01/2013 | CAB Min (13) 1/5 information withheld
Report of the Cabinet Committee on |under: s6(a)
Domestic and External Security:
period ended 14 December 2012 Some information
Not in Scope
ltem 3 [Prime 7/12/2012 DES (12) 5 Release with some
Minister |11/12/2012 | DES Min (12) 4/1-1 information withheld
New Zealand Intelligence under: s6(a)
Community Policy and Legislation
Review [Remainder of Title not in Some information
scope] Not in Scope
ltem4 |Prime 15/02/2013 | DES (13) 5 Release with some
Minister |10/02/2013 | DES Min (13) 1/1 information withheld
25/02/2013 | CAB Min (13) 5/5 under: s6(a)
New Zealand Intelligence Community
Policy and Legislation Review: Some information
Overview Not in Scope
tem5 [(GCSB (25/03/2013 | DES (13) 10 Release with some
Review of the Government information withheld
Communications Security Bureau Act|under: s6(a)
2003: Paper 1: Overview
Some information
Not in Scope
tem6 |GCSB |25/03/2013 | DES (13) 11 Release with some
Review of the Government information withheld
Communications Security Bureau Act |under:
2003: Paper 2: Proposals s6(a)
s9(2)(h)
ltem7 |GCSB |26/03/2013 | DES Min (13) 3/2-3 Release with some
28/03/2013 | CAB (13) 175 - Part 2 information withheld
2/04/2013 | CAB Min (13) 10/8 under: s6(a)
Review of the Government
Communications Security Bureau Act|{Some information Not
2003 in Scope
ltem8 [(GCSB |8/04/2013 DES (13) 12 Release with some
April 2013 | DES Min (13) 4/1 information withheld
22/04/2013 | CAB Min (13) 13/6(A) under: s6(a)
GCSB Act Review: Alternative
Proposals on Ministerial Authorisation
ltem9 |GCSB/ |3/05/2013 CAB (13) 239 Release with some
NZSIS |6/05/2013 CAB Min (13) 14/1 information withheld
Government Communications under: s6(a)
Security Bureau
and Related Legislation Amendment |Some information
Bill: Approval for Introduction Not in Scope
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ltem ‘Portfolio |Date Decision

Item 10 |Prime 20/06/2014 | CAB (14) 324 Release with some
Minister/ New Zealand Intelligence Community |information withheld
Finance Strategy, Capability and Resourcing |under: s6(a)
Review: Commencement and Policy
Expectations Some information
Not in Scope

As marked in table above and the documents released to you, some information has been
withheld under the following sections of the Act:

e section 6(a), to protect the security or defence of New Zealand or the international
relations of the Government of New Zealand
¢ section 9(2)(h), to maintain legal professional privilege.

In addition, where there is information included in the Cabinet documents that is not relevant
to your request, such as information about other matters and other legislation, it has been
marked as not in scope.

Where section 9 applies, in making my decision, | have considered the public interest
considerations in section 9(1) of the Act. No public interest has been identified that would be
sufficient to outweigh the reasons for withholding that information.

You have the right to ask the Ombudsman to investigate and review my decision under
section 28(3) of the Act.

This response will be published on the Department of the Prime Minister and Cabinet’s
website during our regular publication cycle. Typically, information is released monthly, or as
otherwise determined. Your personal information including name and contact details will be
removed for publication.

Yours sincerely

Bridget White
Executive Director
National Security Group

4985359 3
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Cabinet Committee on DES (12)4
Domestic and External
Security

Copy No: | g

Summary of Paper 23 November 2012

This document contains information for the New Zealand Cabinet. it must be treated in confidence and
handled in accordance with any security classification, or other endorsement. The information can only be
released, including under the Official information Act 1982, by persons with the appropriate authority.

New Zealand Intelligence Community Policy and Legislation Review

Portfolio Prime Minister

Purpose This paper seeks agreement to a review of policy and legislation relating to the
core New Zealand Tntelligence Community (the NZIC).

Previous None.
Consideration

Summary The core NZIC comprises three key agencies together with the Intelligence
Coordination Group (ICG) in the Department of the Prime Minister and Cabinet
(DPMC). The agencics are the:

o New Zealand Security Intelligence Service (NZSIS);
s  Government Communications Security Bureau (GCSB); and
o National Assessments Bureau in DPMC.

The NZIC has been the subject of reviews relating to priorities for the NZIC,
and NZIC governance and mapagement arrangements. Significant progress has
been made in NZIC integration. However, the functions and powers of the
NZIC agencies were out of scope of the reviews,

The paper proposes a single review of NZIC policy and legislation, which will
include:

e “completing NZSIS’® current review of the New Zealand Security Intelligence
Service Act 1969;

o roviewing the Government Communications Security Bureau Act 2003
including its objectives, functions and powers of the GCSB, and the current
wording of section 14 prohibiting the interception of communications of
New Zealand citizens and permanent residents;

o considering changes to the NZSIS and GCSB Acts to address the changing
cyber environment; '

o considering whether the Intelligence and Security Commitlee Act 1996 and
the lnspector-General of Intelligence and Sceurity Act 1996 cantinue to be
fit for purpose;

o focusing on the relationship between the GCSB and other agencies and
making recommendations to provide clarity about who can work with
whom, on what;

1417451 s6(a) !



Regulatory
Impact Analysis

Baseline
Implications

Legislative
Implications

Timing Issues

Announcement

Consultation

s6la) DES (12) 4’

o rccommending any legislative changes to facilitate the NZIC's shared
administrative services and enable greater collaboration.

The review will be carried out by DPMC (the ICG and the National Cyber
Policy Office), GCSB and NZSIS, and overseen by a Steering Committee
comprising the: Chief Executive, DPMC; the Director, GCSB; the Director,
NZSIS; the Director, ICG; and an Associate Director, GCSB.

Policy proposals will be considered by the Officials Committee on Domestic
and External Security Coordination in close consultation with the Treasury and
the State Services Commission. A number of other government agencies will
be consulted, and the review will take into account related policy work in other
portfolios.

A Regulatory Impact Statement is not required as the paper does not seek
decisions on policy options.

The cost of the review will be met from the baselines of DPMC, GCSB, and
NZSIS.

An omnibus Intelligence and Security Bill will contain any required
amendments to NZIC legislation.

The Prime Minister will give consideration how best to manage the
parliamentary stages of the amending legislation, including the role of the
Intelligence and Security Committee.

A timetable for the review and enactment of amending legislation is set out on
page 7.

None.

Paper prepared by DPMC in consultation with the NZSIS and the GCSB.
Treasury and SSC were informed.

The Prime Minister indicates that discussion is not required with the
government caucus or with other parties represented in Parliament,

The Prime Minister recommends that the Committee:

1 note that the core New Zealand Intelligence Community comprises the New Zealand
Security Intelligence Service, the Government Communications Security Bureau, and the
National Assessments Burean, supported by the Intelligence Coordination Group;

2 agree that a review of policy and legislation relating to the core New Zealand Intelligence
Community be undertaken;

3 agree that the review of the policy and legislation will include:

3.1 the existing review of the New Zealand Sccurity Intelligence Service Act 1969;

39 areview of the Government Communications Security Bureau Act 2003;

33 a review of the functions and powers needed to address cyber security, eyber effects,
critical infrastructure protection and other related capabilities;

141745v1
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34 areview of external oversight mechanisims, in particular a review of the lmciﬁ('cfsuw
and Security Commitiee Act 1996 and the 21 pector-Cieneral of Intelligence and
Securily Act 1996,

3.5 a review of the ability m‘inl‘c‘ﬂiﬁcmc agencies 1o collaborate and cooperate with
other agencies under existing legisl (li!(m

36 an assessment of any legislative changes requived to facilitate the commitiment (o

“one community, many agencies’

note that the review will he undertaken by the Department of the Prime Minisier and
Cabinet, the New Zealand Security Intelligence Service zmd the Government

Conmmunications Se

note a bid will b mpz‘ﬂ:d for 2013 Legis ianm Progr:
gwuu':(_\, 31}[ with a category 2 priority (myi be passed in 20173y
note that consideration witl be given to the appropriate form ol parliame
of the bill

Cierrard Carter

Commiflee Secretary

Distribution:

Cabinet
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Committes on Domestic and Patermad Scenrity Co-ordination

o the Prime F\/iinistw

Chiet Frecutive, DPMC

Direcic

wr, Becurity and Risk, DPMC

Directon, lmr'll'g('m‘c Coordination Group, DPMC
Director, Mational Assessments Bureau, DPMC
Divector, f\./.\l:\
Directon, L0813

Seeretary 1o the Treasury

Secretary of Foreign Affairs and Trade

Site Services Comupissioner
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Office of the Prime Minister

Cabinet Domestic and External Security Committee

NEW ZEALAND INTELLIGENCE COMMUNITY POLICY AND LEGISLATION REVIEW
Proposal

1. The purpose of this paper is to seek agreement on a review of policy and legislation
relating to the core New Zealand Intelligence Community.

Executive Summary

2. The core New Zealand Intelligence Community (NZIC) comprises three key agencies
together with the Intelligence Coordination Group (ICG), which is located in the
Department of Prime Minister and Cabinet (DPMC):

a. the New Zealand Security Intelligence Service (NZSIS);
b. the Government Communications Security Bureau (GCSB); and
c. the National Assessments Bureau (NAB), which is located in DPMC.

The NZIC has been the subject of internally and externally led reviews relating to
priorities for the NZIC, and NZIC governance and management arrangements. These
reviews have been considered by Cabinet and their recommendations have largely been
implemented. Significant progress_has been made on integration of the NZIC, and the
banner of “one community, many agencies” has been adopted.

o

4. Integration is important not simply for cost and efficiency reasons but more importantly
because given the range and complexity of national security challenges, a small
intelligence communitly needs to be as integrated as possible to meet them. A review of
existing administrative legislative provisions may offer opportunities to support the
commitment {o “one community, many agencies”.

i

The functions and powers of the NZIC agencies, however, were out of scope of the
recently completed reviews. The NZSIS has been considering its role and functions and
how they should be updated to reflect contemporary threats to national security and
ways of mitigating the risks these threats pose, and their policy and legislative work is
welladvanced.

6.  The GCSB has been considering potential areas of future need, particularly in the area
of cyber security and related matters. However, policy or legislative work has yet to be
undertaken to determine whether any amendments are required to their legislation. In
addition, recent events have given rise to concerns about GCSB's compliance with
legislation and operational processes. The Secretary of the Cabinet was seconded to
conduct a compliance review, which may identify other areas for policy work and
possible legislative amendment. One area of focus may be how GCSB supports and
cooperates with other government agencies.
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7. The current work being undertaken by the NZIC regarding functions and powers raises
the question of whether the external oversight mechanisms (the Intelligence and Security
Committee, the Inspector-General of Intelligence and Security and the Commissioner of
Security Warrants) will be fit for purpose in light of any changes to functions and powers.

8. While separate work is underway on some of these issues (integration, functicns and
powers) and in the case of the NZ8IS is well advanced, given the relationship between
the issues | propose to bring them fogether in a single NZIC policy and legislation review.
The review will be carried out by DPMC, NZSIS and GCSB, and be funded from within

their baselines. The review will be overseen by a Steering Committee chaired by the
Chief Executive of DPMC,

9. Any change lo legislation arising from the review will be progressed through an omnibus
“Intelligence and Security Bill", with the aim of enacting it before the end of 2013. A bid
for such a bill will be made for the 2013 Legislation Programme.

10. Any bill relating to the GCSB or NZSIS would normally be refeired to the Intelligence and
Security Committee. While that process has generally worked well | will be considering
whether any alternative approaches might provide a better forum for the bill. A key
consideration will be the ability o manage sensitive information that may need to be put
before the committee to explain the provisions in-the bill.

Background

11. The legislative framework for the NZIC is ‘contained in four pieces of legislation:

» Government Communications Security Bureau Act 2003 (GCSB Act),
+ Inspector-General of Intelligence and Security Act 1996 (IGIS Act),

+ Intelligence and Security Committee Act 1996 (1ISC Act),

¢ New Zealand Security intelligence Service Act 1969 (NZSIS Act).

12 [Not in Scope]

)
' , , ~ . . , ho substantive
changes have.been made to the GCSB Act and the two oversight Acts,

13. Over the last few years the NZIC has also been the subject of internally and externally
led reviews, and making operational changes o implement the outcomes of those
reviews lhal have been finalised. This work, which is set out in brief below, provides the
background and drivers for the proposed NZIC policy and legislation review.

Governance and management of the NZIC

14.In June 2009 Cabinet initiated a review of the intelligence agencies, which was
conducted by Simon Murdoch on behalf of the State Services Commissioner (Murdoch
review). The review did not identify performance failure at an agency or system level,

but proposed a range of adjustments to support the New Zealand intelligence
community.

se@) e
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18.

16.

17.

18.

The outcome of the Murdoch review was considered by Cabinet in February 2010, and
Cabinet agreed to a number of proposals to strengthen governance, management and
co-ordination arrangements in the intelligence community [DES Min (10) 1/1].

Those proposals have largely been implemented. The agencies have come together in
a practical sense with the co-location in Pipitea House. The ICG has been established
and joint NZIC planning and accountability documents (Statement of Intent and Four
Year Budget Plans) have been prepared.

The NZIC has adopted a banner of "One Community, Many Agencies” to encapsulate
the commitment to greater integration, and to meet broader government objectives
relating to Better Public Services, value for money and moving to shared back office
functions.

The objectives, functions, and powers of the NZSIS and GCSB were out of the scope of
the Murdoch review,

Friorities for the New Zealand Intelligence Community

19.

20.

The report by Michael Wintringham “A National Security and Intelligence Framework for
New Zealand” (September 2009) considered the NZIC's role in supporting a nhational
security system. It provides a much more systematic framework for examining national
security risks and prioritising work to mitigate them, including the NZIC's roles of watch
and warn, reducing vulnerability and developing counter measures.

A set of national assessments were commissioned from the NAB-led National
Assessments Committee, covering issues identified by Michael Wintringham as the key
polential threats {o national security and other broad issues impacling New Zealand’s
foreign policy. These proposed a set of overall priorities for the NZIC, which were
subsequently endorsed by Cabinet in July 2012 [DES Min (12) 2/1]. They under pin the
NZIC's activities in 2012 — 2016, shape decision making on resourcing and form the
basis for mitigating those national security risks to New Zealand that can be informed by
intelligence sources. The priorities agreed by Cabinet are set out in the table below.

Summary of Priorities for the New Zealand Intelligence Community

Priority - | Topic

High o Intelligence support for deployed defence and law enforcement
personnel

e Cyber threats to New Zealand

o Espionage threat to New Zealand
o Selective economic issues

« New Zealand's maritime domain
o Transnational organised crime threat to New Zealand




Medium | e Terrorism threat to New Zealand I

¢ Threat to New Zealand interests from proliferation of WMD

Low o Threat to New Zealand from deliberate use of biological agents and
pests

o Threat o New Zealand of sabotage and subversion

[Not in Scope]

GCSB compliance review and GCSB futtre needs and capabilities

23. GSCB has yet to undertake any detailed policy work on its future needs or capabilities.
Work has been carried out on identifying potential areas of future need, particularly
related to cyber security, but further consideration on how that relates to the role and
functions of GCSB as set out in statute needs to be assessed.

24.In addition recent events (the Dotcom case) have given rise to concerns about GCSB'’s
compliance with legislation and operational requirements. This has had a negative
impacton-public lrust and confidence in the GCSB.

25.The Secretary of the Cabinet has been seconded fo the GCSB o lead a compliance
review. The purpose of the review Is to provide assurance to the GCSB Director that the
Bureau's aclivities are undertaken within its powers, and that adecuate assurance and
safeguards are in place.

sB(a)
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Comment

Impetus for the NZIC policy and legislation review

26. The drivers of change in the background section above, can be summarised under four

broad headings:

[ 3

[ 4

L 4

Compliance, safeguards and internal oversight
Future capabilities, functions and powers
Effectiveness of existing functions and powers
“One community” and greater integration

27. While there has been work undertaken on some of these matters, there are overlaps and
connections that need to be addressed. For example, if new or more effective functions
and powers are to be granted they will need to be supported by an adequate system of
compliance, safeguards and internal oversight mechanisms.

28. The extemal oversight mechanisms, which cover both NZSIS and GCSB, have not been
reviewed recently. In light of recent events relating to GCSB and in the context of
considering the effectiveness of current functions and new functions | believe it is
important to test whether the ISC Act and I1GIS Act continue to be fit for purpose.

29. Consequently, given the relationship between all of these issues, | propose that they
should be considered together in a single NZIC policy and legislation review. This will
build on the Murdoch review which did not have in scope the issue of function and

powers.

Scope of the review

30. The review will address the following matters:

l Subject
[Notin Scof

Act review

The

Description 1

Act review will include the objectives,
functions and powers of the GCS8B, and the current
wording of s14 of the GCSB Act (which prohibits the
interception of communications of New Zealand citizens
and permanent residents),

The findings of the compliance review, legal issues and
other operational requirements will be taken inlo account.
It will also consider the relationship to the
recommendations of the NZSIS Act review.

Cyber security, cyber effects
and other related
capabilities

A number of issues have been raised in relation to the |
changing cyber environment, both in terms of intelligence
activities, information assurance, “effects”, cyber security
and critical infrastructure protection. Providing services to

&
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the private sector and charging for protection services are
also policy issues,

The review will make recommendations on what changes
need to be made to the GCSB and NZSIS Acts to
address these emerging issues.

External oversight | The ISC and IGIS Acts will be reviewed to consider
mechanisms whether they continue to be fit for purpose, or whether
improvements could be made. It will also involve

consideration of the role of the extemal oversight bodies
in relation to internal oversight policies and processes.

Cooperation and [Notin Scope]
collaboration - .

The review will focus on the relationship. between the|
GCSB and other agencies (both . domestic and
international), and make recommendations to provide
clarity about who can work withrwhem, on what. It will
take into account the NZSIS Act review conclusions.

“One  Community, Many | The NZIC has decided lo establish shared administrative
Agencles” services, and enable greater collaboration. The review
will make recommendations for any legislative change
required to facilitate this approach.

Manner of conducting the review

31.

33.

34.

The review will be carried out by DPMC (ICG and the National Cyber Policy Office),
GCSB and NZSIS. The review will be overseen by a Steering Committee with the
following members:

o Chief Executive of DPMC (chair)

« Director, GC3B

o Director, NZSIS

= Director, ICG

o Associate Director, GCSB/ Compliance reviewer.

. Policy proposals will be considered by the Officials Commitlee on Domestic and External

Security Coordination (ODESC) and made in close consultation with central agencies
(Treasury and State Services Commission).

Consultation with government agencies and key stakeholders will be important,

parlicularly in relation to the issues of agency support and cooperation, external
oversight and cyber related matters.

Government agencies that will be consulted include the Ministry of Foreign Affairs and
Trade, Ministry of Defence, New Zealand Defence Force, New Zealand Police, New
Zealand Customs Service, Immigration New Zealand (MBIE), The Treasury, State
Services Commission, and Ministry of Justice.

s6(a) o



séla)

38. Other stakeholders that may need to be approached during the review include the
Commissioner of Security Warrants, the Inspector-General of Intelligence and Security,
the Privacy Commissioner, Chief Ombudsman, and Chief Human Rights Commissioner.

36. The review will also take into account related policy work in other portfolios, in particular
the review of the Privacy Act 1993 and the review of the Telecommunications
(Interception Capability) Act 2004.

Timeframes

37. To allow the NZIC to meet the priorities set by Cabinet, and align with the Budget cycle,
enactment should occur by the end of 2013, Based on that end date the following
timetable is proposed:;

Milestone Date

Cabinet policy approvals By 30 April 2013
Introduction of amending legislation and first reading By 30 June 2013

Report back by committee to House By 31 October 2013

Final parliamentary stages November — December 2013

38. This is a demanding timetable and will require the NZIC to prioritise its resources, and
House time to be available at the relevant time.

Consultation

39. This paper was prepared by DPMC in consultation with NZSIS and GCSB.

40. The Treasury and the State Services Commission were informed.

Financial Implications

41, There are no financial implications arising from this paper. The cost of the review will be
met from the baselines of DPMC, GCSB and NZSIS,

Human Rights

42. There are no human rights issues arising from this paper. Hurman rights and privacy
considerations will be taken into account during the review,

Legislative Implications
43. There are no legislative Implications arising from this paper, however the review will
result in recommendations for legislative change.

44, There are three broad approaches to recommendations for legislative change.

a. Do nothing legislatively and focus on operational changes.
b. Make amendments {o the existing Acts.
c. Repeal and replace the existing the Acts with a new legislative framework.




45.

46.

47

48.

49.

50,
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Doing nothing is not tenable given the drivers for change. The repeal and replace option
raises a number of challenges, both in terms of the time required to complete the policy
and drafting process, and the time it would take to take such a comprehensive bill
through the parliamentary process. The needs of the NZIC are more immediate.
Consequently | have instructed officials to proceed on the basis of implementing the
outcome of the review through amendments to the existing Acts.

I propose to introduce an omnibus “Intelligence and Security Bill", which will contain all
agreed amendments to the Acts requiring change. A bid will be prepared for the 2013
Legislation Programme, seeking a category 2 priority (must be passed in 2013)." The
final size and scale of the bill will depend on the recommendations of the review.

Select committee consideration

. The ISC Act establishes the Intelligence and Security Committee (ISC) The ISC is a

statutory committee, not a select committee established by the House. QOne of its core
functions is to consider any bill or other matter relating to the NZSIS and GCSB that is
referred to it by the House.

The membership of the ISC consists of the Prime Minister, Leader of the Opposition, two
members of Parliament nominated by the Prime Minister (Hon John Banks and Hon
Peter Dunne) and one member nominated by the Leader of the Opposition (Dr Russel
Norman). The membership of the nominated members must be endorsed by the House.
Members are senior Members of their respective Parties and have an understanding of
the role and functions of the Intelligence Community.

The Act establishing the ISC sels out.a framework which enables sensitive information to
be disclosed to the Committee (where appropriate) while protecting classified
information. It includes offences for inappropriate recording and use of information; a
process requiring the relevant Chief Executive to consider whether “sensitive
information” can be released to the 1SC; and a qualified power for the Prime Minister to
direct disclosure if desirable in the public interest. Proceedings of the 1SC are, generally,
to be held in private unless the ISC unanimously resolves to the contrary. The ISC is
also required to have regard to security considerations in any report it makes to the
House,

The-normal process for an "Inlelligence and Security Bill" would be to refer it to the ISC.
The GCSB Act and all legislation amending the NZSIS Act have been considered by the
ISC since it was established. The most significant advantage of this is that sensitive
information explaining the policy decisions underpinning a bill can be put before the ISC
with confidence because of the rules on how information is managed.

. The process generally works well, but there are some praclical considerations due lo the

requirements in the ISC Act. The I1SC involves busy members of Parliament and it can
be difficult to find a common time for them to hear submissions and conduct
deliberations. Unlike select committees, the members cannot be substituted (in order lo
limit the distribution of classified information). The decision in 2011 for the I1SC to call for
and hear submissions on the NZSIS Bill in private was also subject lo criticism by some

$6(a) ' 'Y
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submitters and 1SC members. These practical considerations could be addressed by
careful planning of members’ time and the ISC resclving to adopt select committee
hearing processes as much as possible, which would assist in building trust and
confidence with the pubilic.

. An alternative to the ISC would he to establish an ad hoc select commiites. This would

require a motion with notice to be debated and adopted by the House. The notice of
motion can set out the membership (including who should be the chair, whether
attendance can be delegated to a nominated alternate, and whether it should have.a
representative from all parties represented in the House) and any special powers and
procedures that the select commiltee is to operate under which could vary Standing
Orders. The main issue to address with this approach is whether sufficient protections
could be placed around sensitive information, in terms of its presentation to the
commiltee and what happens once the committee has reported to the House.

. This approach would enable the practical considerations to be addressed, and support

actions to build trust and confidence. It may also be appropriate for'a commitiee other
than the ISC to consider a bill if it contains changes to the ISC Act. Before considering
such an approach, in the first instance, discussion with the Clerk of the House and
consultation with other parties represented in the House would be required. Careful
consideration would also need to be given to the. ability of the NZSIS, in particular, to
provide certain highly classified evidence to an ad hoe committee.

. A further alternative would be to amend the ISC Act prior to referring a bill to it to address

the practical considerations around membership (including who should be the chair,
whether attendance can be delegated to a nominated alternate, and whether it should
have a representative from all parties represented in the House). Such an amendment
would either require a very short stand alone bill or inclusion in an existing bill that had
sufficient scope to accommodate.it. The benefit of this approach is that it would maintain
the regime relating to sensitive information while addressing the practical considerations.

[ will be considering how best to manage the parliamentary stages of amending
legislation during the course of the review, taking into account the nature and scope of
the final package of amendments. A final recommendation will be made in the papers
seeking policy decisions.

Regulatory Impact Analysis

56.

A Regulatory Impact Statement is not required for this paper as it does not seek
decisions on policy options. Any future papers that make recommendations as a result
of the review will include a regulatory impact analysis.

Publicity

57.

I do not plan to make any public announcements about the content of this paper.
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Recommendations

58. The Prime Minister recommends that the Committee;

1.

3.

6.

note that the core New Zealand Intelligence Community comprises the New
Zealand Security Intelligence Service, Government Communications Security
Bureau, and the National Assessment Bureau, supported by the Intelligence
Coordination Group;

agree that a review of policy and legislation relating to the core New Zealand
Intelligence Community be undertaken;

agree that the review of policy and legislation will include:

i. the existing review of the New Zealand Security Intelligence Service Act
1969;

ii. areview of the Government Communications Security:Bureau Act 2003;

iii. a review of the funclions and powers needed to address cyber security,
cyber effects, critical infrastructure protection ~and other related
capabilities;

iv. a review of external oversight mechanism, in particular a review of the
Intefligence and Security Committee Act 1996 and the Inspector-General
of Intelligence and Securily Act 1996;

v. a review of the ability of intelligence agencies to collaborate and
cooperate with other agencies under existing legislation;

vi. an assessment of any legislative changes required to facilitate the
commitment to "one community, many agencies”;

note that the review will. be undertaken by the Department of Prime Minister and
Cabinet, the New Zealand Security and Intelligence Service and the Government
Communications Security Bureau, and be funded from within their baselines:

note that a bid will be prepared for the 2013 Legislation Programme for a
Intelligence and Security Bill with a category 2 pricrity (must be passed in 2013);

note that consideration will be given to the appropriate form of parliamentary
consideration of the Bill.

A

Prime Minister
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New Zealand Intelligence Community Policy and Legislation Review

Portfolio; Prime Minister

{ On 26 November 2012, the Cabinet Committee on Domestic and External Seeurity (DES):
| noted that the core New Zealand Intelligence Community comprises the New Zealand

Security Intelligence Service, the Government Communications Security Bureau, and the
National Assessments Bureau, supported by the Intelligence Coordination Group:

2 agreed that a review of policy and legislation relating to the core New Zealand Intelligence
Community be undertaken:
3 noted that the review of the policy and legislation could include:
3. the existing review of the New Zealand Security [ntelligence Service Act 1969,
32 areview of the Government Communications Security Bureau Act 2003
33 a reyview of the functions and powers needed to address cyber security, cyber effects,
critical infrastructure protection and other related capabilities:
L 3.4 areviewofexlernal oversight mechanisms, in particular a review of the Intelligence
and Security Committee Act 1996 and the Inspector-General of Intelligence and
Security Act 1996,
3.5 areview of the ability of intelligence agencies (o collaborate and cooperate with
other agencies under existing legislation;
3.0 an assessment of any legislative changes required to facilitate the commitment {0
“one community, many agencies’;
4 directed officials to report to DES on 5 December 2012 with further advice on the:

4.1 timeframe for undertaking the review and developing the Bill;

42 potential scope of the Bill, including the timing implications of different scope
plions;

14174671
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3 noted that the review will be undertaken by the Department of the Prime Minister and
Cabinet, the New Zealand Security Intelligence Service and the Government
Communications Security Bureau. and be funded from within their baselines:

& noted that a bid will be prepared for the 2013 Legislation Programme for an Intellizence
and Sceurity Bill (the Bill) with a category 2 priority (must be passed in 2013);

7 noted that consideration will be given o the appropriate form of parliamentary

consideraiion of the Bill.

Gerrard Carler
Committee Secretary

Present: Officials present from:

Ri Hon lokn Kev (Chair) Office of the Prime Minister

Hom Grerey Browales Depariment of the Prise Mimster and Cabine
Hon Steven Javee i d Secunty nteliis : :
Fron Tudith Collins Covernment Communicat o ity Buresn

Flai Ch lier Fintayson Crovvn Law Ofiies
Hon Anne Talley

Fow By donathan Colenian

Hon Amy Adams
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Report of the Cabinet Committee on Domestic and External Security:
period ended 14 December 2012

The Committee met on 26 November 2012:

I New Zealand Intelligence Community Policy and Legislation Review Pages 2-3
Portfolio: Prime Minister

[Not in Scope]

The Committee met on 11 December 2012;

1 New Zealand Intelligence Community Policy and Legislation Review Pages 4-5

Portfolio; Prime Minister

Sam Gleisner
for Sectetary of the Cabinet
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The Cabinet Committee on Domestic and External Security met
on 26 November 2012

New Zealand Intelligence Community Policy and Legisiation Review
Portfolio: Prime Minister
DES Min (12) 3/1, DES (12) 4

The Committee;

Eo

P41760v]

noted that the core New Zealand Intelligence Community comprises the New 7Zealand
Sccurity Intelligence Service, the Government Communications Security. Bureau, and the
National Assessments Bureau, supported by the Intelligence Coordination Group;

agreed that a review of policy and legislation relating to the core New Zealand Intelligence
Community be undertaken;

nofed that the review of the policy and legislation could inelude:

B
3

fsd

(%)

.

o)

the existing review of the New Zealand-Sceurity Intelligence Service Aci 1969
areview of the Government Communications Security Burcau Act 2003;

areview of the functions and powers needed to address cyber security, cyber effects,
critical infrastructure protection and other related capabilities;

areview ol external oversight mechanisis, in particular a review of the Intelligence
and Security Committée’/Act 1996 and the Inspector-General of Intelligence and
Security Act 1996;

areview ofithe ability of intelligence agencies to collaborate and cooperate with
other agencies under existing legislation;

an assessment of any legislative changes required to facilitate the commitment to
“one.community, many agencies”;

dirceted officials to report to DES on 5 December 2012 with further advice on the:

4.

4

1 timeframe for undertaking the review and developing the Bill;
.2 potential scope of the Bill, including the timing implications of different scope

options;

noted that the review will be undertaken by the Department of the Prime Minister and
Cabinet, the New Zealand Security Intelligence Service and the Government
Communications Security Bureau, and be funded from within their baselines;

noted that a bid will be prepared for the 2013 Legislation Programme for an Intelligence
and Security Bill (the Bill) with a category 2 priority (must be passed in 2013):

s6(a) 2




7

141760v1

noted that consideration will be given to the appropriate form of parliamentary
consideration of the Bill,
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The Cabinet Committee on Domestic and External Security met
on 11 December 2012

SECRET

I New Zealand Intellisence Community Policy and Legislation Review
[Notin Scope] . . '

Portfolio: Prime Minis ter
DES Min (12) 4/1/-12

The Commitiee, having taken Power fo Act in accordance with its terms of reference:

Background

1 noted that the core New Zealand Intelligence Community comprises the New Zealand
Security Intelligence Service, the Government Communications Security Burcau, and the

National Assessments Bureau, supported by the Intelligence Coordination Group;

Policy and legislation review

2 agreed thal a review of policy and legislation relating to the core New Zealand Intelligence
Community be undertaken;
3 agreed that the review of the policy and legislation include:
3.1 the existing review of the New Zealand Security Intelligence Service Act 1969;
3.2 a review of the Government Communications Security Bureau Act 2003;
33 a review of the fimclions and powers needed (o address cyber security, cyber effects,
critical infrastructure protection and other related capabilities;
3.4 a review of external oversight mechanisms, in particular a review of the Intelligence
and Seccurity Commitiee Act 1996 and the Inspector-General of Intelligence and
Sectirity Act 1996;
3.5 areview of the ability of intelligence agencices (o collaborate and cooperate with
other agencies under existing legislation;
3.6 an assessment of any legislative changes required fo facilitate the commitment to
“one community, many agencies”;
4 noted that the review will be undertaken by the Department of the Prime Minister and

Cabinet, the New Zealand Security Intelligence Service and the Government
Communications Security Burcau, and be funded from within their baselines;

14176001 s6(a)
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Legislative process

5 agreed that a bid for the 2013 Legislation Programme be prepared for an Intelligence and
Sccurity Bill with a category 2 priority (must be passed in 2013);

7 noted that the Business Committee’s agreement may be sought to treat the two bills referred
fo in paragraphs 5 and 6 above as cognate bills for their first, second and third readings;

8 noted that the bills will be enacted by August 2013;

9 noted that further consideration will be given to the appropriate form of parliamentary
consideration of the bills.

[One additional pages not in scope removed]

141760v1
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Legislative process

noted that

14.1

14.2

on 11 December 2012, DES agreed that a bid for the 2013 Legislation Programme be
prepared for an Intelligence and Security Bill with a category 2 priority (must be
passed in 2013) [DES Min (12) 4/1-1];

the Business Committee’s agreement may be sought fo treat the two bills referred to
in paragraph 13 and 14.1 above as cognate bills for their first, second and third

readings;

the bills will be enacted by August 2013,

141760v1
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Report of the Cabinet Committee on Domestic and External Security:
Period Ended 14 December 2012

On 22 January 2013, Cabinet made the following decisions on the work of the Cabinet Commities
i and External Security (DES) for the period ended 14 Decemben 2002 (cover inu the

on Dome

i meetings of DES on 26 November and 11 December):

DES Min (17131 New Zealand Intelligence Community Policy and Legislation CONFIRMED
Heview
Portiolio: Prime Minister

[Notin Scope]

DES Min (12) 4/1-1 New Zealand Intelligence Comm unity Policy and Legislation CONFIRMED
Review
Portfolio: Pritne Minister
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Cabinet Committee on PES(12)5
Domestic and External
" Copy No: l
Security
Summary of Paper 7 Decermber 2012

This document contains information for the New Zealand Cabinet. It must be treatsd in confidence and
handled in accordance with any security classification, or other endorsement. The information can only be
released, including under the Official Information Act 1982, by persons with the appropriate authority.

mm'}lngﬁaland Intelliaence Community Policy and Legislation Review

The Chair of the Cabinet Commitiee on Domestic and External Security (DES) has requested the
attached documents be circulated for consideration at the DES meeting on 11 December 2012.

The documents attached below this cover sheet include:
e acover note from the Chair of the Officials Committee on Domestic and External Security;

o an A3 on the New Zealand Intelligence Community Policy and Legislation Review;
{Not in Scope]

A summary of the recommendations are set out on pages 7-8 of the cover note.

Sam Gleisner
Committec Secretary

Distribution:
Cabinet Committec on Domestic and External Security
Office of the Prime Minister
Chief Executive, DPMC
Director, Security and Risk, DPMC
Director, Intelligence Coordination Group, DPMC
Director; Mational Assessments Bureau, DPMC
Director, NZSIS
Pirector, GCSB
Secretary {o the Treasury
Solicitor-General
Sceretary of Foreign Affairs and Trade
State Services Commissioner
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DEPARTMENT
of the PRIME MINISTER
and CABINET

7 December 2012

Prime Minister

[Not
NZIC Policy and Legislation Review

Intfroduction

Attached for discussion at the DES meeting to be held on 11 December are:

e an A3 .on the NZIC Policy and Leaislation Review:
potigSmper s s

These papers attempt to bring together two separate but related workstreams for Ministers
so that they can both be considered as an integraled package and advanced to legislation
together.

I recommend that you:

refer these papers to Ministers ahead of the DES meeting on 11 December.
invite officials at the meeting to speak first to the NZIC Policy and Legislation Review

haner
¢o

N s

invite discussion of the options to progress.
note officials’ recommendations to DES, as set out in this overview paper.

o

NZIC: Policy and Legislation Review

The NZSIS has been developing necessary updates to its role and functions to reflect
contemporary threats to national security and ways of mitigating the risks these threats pose.
Changes to the NZSIS Act are also required to address gaps in powers and capabilities and
to modernise administrative arrangements. This policy and legislative work is well advanced.

The GCSB has also been considering potential areas of future need, particularly in the area
of cyber security and in light of new and emerging telecommunications technologies.
However, related policy and legislative work has yet to be undertaken. In addition, recent
events have given rise to concerns about GCSB's compliance framework, the suitability of its
legislation ancl operational processes. A compliance review is underway, which may identify
other areas for policy work and potential legislative amendment. One area of focus may be
how GCSB supports and cooperates with other government agencies.

Executive Wing, Parliament Buildings, Wellington, New Zealand 6011

548752v1 o
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e

Given the relationship between these issues, the proposal is to bring these issues together in
a singl I‘ Z1C policy and legislation review, carried out by DPMC, NZSIS and GCSB.

Officials outlh :ed this NZ1C work to DES on 26 Novernber [CAB Min (12) 3/'1 reﬁ%xsj mcludz ng

a proposed @ J i 2013 enactment timetable. Ministers sol qh [ advica on eframe
and the lmp tth mf would have on ihe scope of the review. The A3, alfac I & «i A /\ nnex 1,
provides a basis to discuss a reduction in 1 scope to achisve enactment by the end of July

2013, Tt‘\ei—t main reduction in scope from the Cabinet papel ifs \ihm worlk on "One Comimunity,

Many Agencies”, Please note, however, the GCSB compliance (i legal review is riiH
underway and further issues may be identified which may sm;)cu 1 the timeframe and/or
scope.

Officials have looked lo tighten the proposed scope of the legislation as much as possible

wln!“‘i stilf addressing t } e serious issues ideniified.
We recommend the Committea:

6. agree ihe scope of the proposed Intelligence and Security Bill include:
« the existing review of the NZSIS Acl;
= areview of the GCSB Act,
« areview of the ability of in uem( nee ageneies toassist and cooperale with other
sgencies under existing legislation;
= areview of external oversight xzmk,hf:»n'aifsmfa; and
« areview of the funclions and powers nv eded to protect desig n'a“’t \i organisations
(including government and private sector) from advanced cyber intrusions and {o
develop related cyber capabllitios.
7. agree the imeframe for enacting the proposed Intelligence and Security Bill covering
this scope is by the end of July.2013 (see also the d;scusmon of ag}:salm ive options
below).

[Three addiﬁonal‘ pages not in scope 5,‘I“e,m0‘;’k‘?'d]

548752V s6(a)



sBla)

Next Steps: Policy and Legislative Processes
The principal gquestions to be considered here relate to timeframes and legislative vehicles.

There are significant advantages in advancing the NZIC work and the telecommunications
work together. This would enable a single conversation to be had with key constituencies,
focused on the significant security and law enforcement impacts of technological change and
the need for modern, effective and proportionate responses to this. There may, however, be
a requirement for different forms of consultation process around each of the proposals. For
example there may be a need for a more extensive consuitation with industry around the
TICA package. As a consequenceintroducing cognate bills that can he represented.by
different agencies, and can progress at similar speeds or, if necessary, be decoupled, may
be the best way to proceed.

We recomimend the Comimiitee:

20. agree two coghate Bills be prepared that can, iceally, share the same passage through
the House,.or he de-coupled if necessary.

Summary of Recommendations
Cfficials recommend that you:
Process
1. refer ihese papers to Ministers ahead of the DES meeting on 11 December.

2. invite officials at the meeting to speak first to the NZIC Policy and Legislation Review
paper.

[Not in Scope]

5487521 sBla)
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4. invite discussion of the options to progress.
5. note officials’ recommendations to DES, as set out in this overview paper,
Officials recommend that Committee:

NZIC leaislation

6. agree the scope of the proposed Intelligence and Security Bill include:

s the existing review of the NZSIS Act;

» areview of the GCSB Act;

» areview of the abhility of intelligence agencies to assist and cooperate with other
agencies under existing legislation;

= areview of external oversight mechanisms; and

e areview of the functions and powers needed to protect designated organisations
(including government and private sector) from advanced cyber intrusions and to
develop related cyber capabilities.

7. agree the timeframe for enacting the proposed Intelligence and Security Bill covering
this scope is by the end of July 2013.




s6(a)
[Notin Scope]

gislative process

20 agree two cognate Bills be preparedithat can, ideally, share the same passage
through the House, or be de-coupled if necessary.
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Cabinet Committee on DES Min (12) 4/1-1
Domestic and External
Security
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New Zealand Intelligence Community Policy and Legislation Review
Portfolio: Prime Minister

On 11 December 2012, the Cabinet Committee on Domestic and External Security (DES), having
faken Power to Act in accordance with its terms of reference:

Background
| noted that the core New Zealand Intelligence Community comprises the New Zealand
Security Intelligence Service, the Government Communications Security Bureau, and the

National Assessments Bureau, supported by the Intell; gence Coordination Group:

Policy and legislation review

2 agreed that a review of policy and legislation relating fo the core New Zealand Intelligence
Community be undertaken:
3 agreed that the review of the policy and legislation include:
3.1 the existing review of the New Zealand Security Intelligence Service Act 1969:
3.2 a review of the Government Communications Security Bureau Act 2003
33 areview of the functions and powers needed to address cyber security, oyber effects,
eritical infrastructure protection and other related capabilities:
3.4 areview of external oversight mechanisms, in particular a review of the Intelligence
and Security Committee Act 1996 and the Inspector-Gieneral of Intelligence and
Security Act 1996;
3.5 areview of the ability of intellipence agencies to collaborate and cooperate with
ather agencies under existing legislation:
3.6 anassessment of any legislative changes required to facilitate the commitment o
“one community, many agencies”:
4 noted that the review will be undertaken by the Department of the Prime Minister and

Cabinel, the New Zealand Security Intelligence Service and the Go vernment
Communications Security Bureau, and be funded from within their baselines:

PSR s6lay i
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Legislative process

5 agreed that a bid for the 2013 Legislation Programme be prepared for an Intelligence and
Security Bill with a category 2 priority (must be passed in 2013);

7 noted that the Business Committee’s agreement may be sought to treat the two bills reft erred
to in paragraphs 5 and 6 above as cognate bills for their first, second and third readings;

8 noted that the bills will be enacted by August 2013;

9 noted that further consideration will be given to the appropriate form of parliamentary
consideration of the bills.

Sam Gleisner
Committee Secretary Reference: DES (12) 5

Present: Officials present from;

Rt Hon John Key (Chair) Office of the Prime Minister

Hon Bill English Department of the Prime Minister and Cabinet
Hon Gerry Brownlee New Zealand Security Intelligence Service
Hon Steven Joyce Government Communications Security Burcau
Hon Judith Collins

Hon Christopher Finlayson

Hon Anne Tolley

Hon Dr Jonathan Coleman

Hon Amy Adams
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Office of the Prime Minister
Chief Executive, DPMC
Director, Security and Risk, DPMC
Director, Intelligence Coordination Group, DPMC
Director, National Assessments Bureau, DPMC
Director, NZSIS
Director, GCSB
Secretary to the Treasury
Solicitor-General
Secretary of Foreign Affairs and Trade
State Services Commissioner
Chief Parliamentary Counsel
Legisiation Coordinator
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Domestic and External -
Copy No: | 5

Security

Summary of Paper 15 February 2013

This document contains information for the New Zealand Cabinel. It must be treated in confidence and
handled in accordance with any security classification, or other endorsement. The information can only be
released, including under the Official Information Act 1982, by persons with the appropriate authorily.

New Zealand Intelligence Community Policy and Legislation Review:

Overview
Portfolio

Purpose

Previous
Consideration

Summary

Regulatory
Impact Analysis

Baseline
Implications

Legislative
Implications

143 770v]

Prime Minister

This paper provides background and context for the suite of four papers on the
outcome of the review of the New Zealand Security and [ntelligence Service
Act 1969 (the NZSIS Act).

This paper should be read in conjunctjon with the related papers under

DES (13) 1, DES (13) 2, DES (13) 3 and DES (13) 4.

In December 2012, the Cabinet Conunittee on Domestic and External Scourity
agreed that a review of policy and legislation relating to the core New Zcaland
(ntelligence Community (NZIC) be undertaken [DES Min (12) 4/1-11;

The key issues underpinning the review of the NZIC legislation are:
e the changing security environment (discussed on pages 2-3);
e the cyberenvironment and information security (page 3-4);
o (he changing public law environment (page 4),
o~ maintaining public confidence through external oversight (pages 4-5).

The four papers on the outcome of the review of the NZSIS Act, for
consideration in conjunction with this paper, are the first set of papers on the
NZIC Policy and Legislation Review (the Review).

A Regulatory Inmpact Statement js not required,
None,

None as a result of this paper. The review will result in recommendations for
legislative change.

sBfa) 1
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Timing Issues The following is the anticipated timing of key steps in the review of NZIC
legislation:

e policy approvals for the GCSB Ac’t review

and review of external oversight: 26 March 2013
e approval to introduce legislation: Week of 6 May 2013
e introduction of legislation: By 9 May 2013
Announcement DPMC and the Office of the Prime Minister are considering the approach to

announcing the preparation and introduction of legislation.
Consultation Paper prepared by ICG (DPMC). NZSIS and GUSB were consulted.

The Prime Minister indicates that discussion is not required with the
government caucus or with other parties represented in Parliament.

The Prime Minister recommends that the Committee:

I note that in December 2012, the Cabinet Committee on Demestic and External Security
agreed that a review of policy and legislation relating to the core New Zealand Intelligence
Community be undertaken (the review) [DES Min (12) 4/1-11;

[Notin Scope]

3 note that proposals to amend the Government Communications Security Burcau Act 2003
(the GCSB Act) and the oversight arrangements will be submitted in due course;

4 note the following anticipated timetable for the review:

fisthSsope} o

4.2 policy approvals for the GCSB Act review

and review of external oversight: 26 March 2013
4.3 approval to introduce legislation: Week ol 6 May 2013
4.4 introduce amending legislation: By 9 May 2013

W

note that consideration is being given to:

5.1 the appropriate form of parliamentary consideration of the bill to amend the New
Zealand Sceurity Service Act 1969;

5.2 the announcement of the preparation and introduction of the bill;

1ALTTOV] s6(a)
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53 the provision of information to stakcholders in light of the security classification of
certain information.

Sam Gleisner
Committee Secretary

Distribution:

~ Cabinet Committee on Domestic and External Security
{& Office of the Prime Minister
V4 Chief Executive, DPMC
20 Director, Sceurity and Risk, DPMC
21 Director, Intelligence Coordination Group, DPYMC
20 Director, NZSIS
273 Director, GCSB
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Office of the Prime Minister

Cabinet Domestic and External Security Committee

NEW ZEALAND INTELLIGENCE COMMUNITY POLICY AND LEGISLATION REVIEW:
OVERVIEW

Proposal

1.

The purpose of this paper is to provide the background and context for the NZSIS suite
of Cabinet papers, which is the first set of papers from the New Zealand Intelligence
Community Policy and Legislation Review to be considered by the Committee.

Executive Summary

2.

W

The core New Zealand Intelligence Community (NZIC) comprises ‘thitee key agencies
together with the Intelligence Coordination Group (ICG), which is located in the
Department of Prime Minister and Cabinet (DPMC):

a. the New Zealand Security Intelligence Service (NZSIS);
b. the Government Communications Security Bureau (GCSB); and
¢. the National Assessments Bureau (NAB), which is located in DPMC.

The key reason for reviewing the legislation governing the NZSIS and GCSB is that their
powers need to be modernised to equip them to meet the changing security
environment, particularly threals in cyberspace. Their oversight also needs lo be
strengthened given the intrusive powers they exercise.

These papers will be followed by papers on GCSB and on the oversight regime for the
intelligence agencies in late March, with the objective of introducing amending legislation
in early May.

Background

On 11 December 2012 the Cabinet Committee on Domestic and External Security (DES)
agreed that a review of the policy and legislation relating to the core New Zealand
Intelligence Community be undertaken. The scope of the Review would include [DES
Min (12) 4/1-1}:

s Areview of the GCSB Act;

o A review of the functions and powers needed to address cyber security, cyber
effects, critical infrastructure protection and other related capabilities;

s A review of external oversight mechanisms, in particular a review of the Intelligence
and Security Committee Act 1996 and the Inspector General of Intelligence and
Security Act 1996,

s A review of the ability of intelligence agencies to assist and cooperate with other
agencies under existing legislation;

sbla)




s6la)

° Anassessment of any legislative changes required to facilitate the commitment to
“one community, many agencies”.

Comment

6. The key issues underpinning the review of the NZIC legislation can be summarised
under four headings:

* Changing security environment;

» Cyber environment and information security;

¢ Changing public law environment:

* Maintaining public confidence through external oversight.

7. Each of these issues Is discussed below. Taken together they require the functions and
powers of the NZSIS and GCSB to be reviewed with a view lo.amendment or addition so
that the government can respond to the security threats facing New Zealand.

8. In undertaking this review and developing recommended. changes, respect for human
rights and individual privacy, and the importance of free speech in New Zealand are
guiding principles. However, legislation for intelligence agencies involves conferring on
them intrusive powers beyond those normally exercised by government agencies and
some qualifications to these basic principles need to be considered. The approach being
taken by the review is that any qualifications must be shown {o be necessary, and that
functions and powers must operate within a framework of a carefully formulated and
consistent policy along with robust external oversight mechanisms.

Changing security environment

9. The security environment facing New Zealand today presents new challenges. Security
issues are increasingly interconnected and national borders are less meaningful.
Globalisation means that New Zealand is no longer as distant from security problems as
it was in the past, shown most clearly in the domain of cyberspace. Threats arise fmm

non-state actors such as terrorist groups and transnational criminals.
sB(a}

10.In 2012 Cabinet considered ten national assessment papers prepared by the National
Assessments Committee addressing the major security risks to New Zealand. The
purpose of these papers was lo provide a basis to prioritise those risks and consequently
guide the allocation of resources by the NZIC. The priotities agreed by Cabinet IDES
Min (12) 2/1} are set outin the lable below.

Summary of Priorities for the New Zealand Intelligence Community
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Priority | Topic
High o Intelligence support for deployed defence and law enforcement
personnel

e Cyber threats to New Zealand

e Espionage threat to New Zealand

e Selective economic issues

¢+ New Zealand’s maritime domain

« Transnational organised crime threat to New Zealand
Medium | e Terrorism threat to New Zealand

o Threat to New Zealand interests from proliferation of weapons of
mass destruction (WMD)

Low * Threat to New Zealand from deliberate use of biclogical agents and
pests

o Threatl to New Zealand of sabotage and subversion

The priorities agreed by Cabinet highlight the changes in the national security
environment which mean the legislation governing the NZSIS and GCSB needs review
and amendment. The national security environment is more complex than when those
agencies’ current funclions and powers were established. The need to mitigate cyber
threats, provide support to deployed defence and law enforcement personnel, and
intelligence on economicissues are new and are continuing to grow in importance. Yet
issues that once predominated such as terrorism and proliferation of WMDs have not
gone away. The NZSIS Act and the GCSB Act were largely enacted and amended to
address issues ‘and ‘threats relaling to the Cold War threat environment when
subversion and espionage were the major concerns. ‘

was enacted at a time when terrorism was of high importance and has not been
amended since. In particular neither act addresses the security challenges posed by
cyberspace.

Cyber environment and information security

11. The innovation and greater shift of activily of both business and government o lhe cyber
environment is a particular issue. i is nol only government information that is subject to
espionage/theft or even interference by other states, cybercriminals and issue motivated
groups. Major New Zealand companies have been subject to cyber inlrusions and 1P
theft by foreign states.

12. The Government has responded by faunching the Cyber Security Strategy in June 2011,
which includes a range of actions. However, the current laws mean that GCSB and
NZSIS are unable to fully address security threats in this environment. For example, in




13.

14,

sb(a)

the GCSB Act very little is said about information security and the assistance that it can
provide is focused on government agencies.

GCSB is uniquely placed with its advanced capabilities developed through its intelligence
work to contribute to responses to cyber security issues. That is why, as part of the
Cyber Security Strategy, the National Cyber Security Centre was created within the
GCSB. However, the implementation of the NCSC has highlighted limitations on the
ability of GCSB to contribute to this work.

In a small jurisdiction such as New Zealand we cannot afford to duplicate expensive-and
sophisticated assets, and there are limited numbers of people who can work-with-such
assets. Consistent with the Better Public Services programme, the capabilities such as
those developed or acquired by the GCSB, where appropriate and subject to necessary
safeguards, need to be made available to meet Government priorities.

Changing public law environment

15.

16.

17.

The legal environment in which the GCSB Act and NZSIS Act are interpretled has also
developed since their enactment. The enactment of the New Zealand Bill of Rights Act
1990 has resulted in a number of cases over the years that have reviewed the exercise
of intrusive powers by Crown agents (largely the NZ Police). These cases, while not
directly on point, do give rise to matters that impact.on the interpretation of the functions
and powers of the GCSB and NZSIS.

The cases decided by the courts give risel0-possibly greater restrictions on the use of
some powers, and also highlight areas where powers may no longer be sufficient to be
effective investigation tools given the change in how crimes are committed. A recent high
profile example is the use of covert video surveillance in the Hamed case, which required
urgent legislative amendment pending enactment of the Search and Surveillance Bill.

For law enforcement and. regulatory agencies, these issues were reviewed
comprehensively over a number of years by the Law Commission and the Ministry of
Justice, and resulted-in the Search and Surveillance Act 2012,

[Notin Scope] ’

Maintaining public confidence through external oversight

19.

20.

21,

The public's confidence in the GCSB has been impacted by the Dotcom case. [n the
past confroversy has arisen over the actions of the NZSIS (for example the Choudry
case in the late 1980’s). The NZIC agencies are under the law, and not above. They
are answerable lo the law. However, the nature of their operations means that it is

difficult to apply the usual accountability mechanisms exercised by the courts and
parliament.

The establishment of stronger external oversight mechanisms is important to
demonstrale to the public that the agencies are answerable in both legal and political
terms consistent with New Zealand’s democratic traditions.

The current mechanisms are the Inspector-General of Intelligence and Securily, the
Commissioner of Security Warrants and the Intelligence and Security Committee.
Recent experience (including errors that contributed to the unlawful interceptions of Kim
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Dotcom’s communications) and a comparison with the more rigorous regime in Australia,
suggesl that legislative amendment and/or additional resources will likely be required 1o
these oversight functions.

Timeframes and milestones

22. DES agreed [DES Min (12) 4/1-1] that legislation should be introduced in early May 2013
with enactment by early August 2013. Based on those broad limeframes, officials are
working to the following milestones:

J Milestone '  Date
[No ~

| Cabinet \po’lic‘y ‘appk‘r'ova‘ylé ~ GCSB Act’ 'rév’iew‘ :an‘d' 26Mar<‘i12013

review of external oversight

Cabinel approval to introduce legislation Week of 6 May 2013
Introduction of amending legislation Early May 2013 (by 9 May at
latest)

23. The Review is reporling progressively rather than withvone sel of papers. This approach
allows the grealest time possible for Parliamentary Counsel to draft the amendments.

Implementation of legislation and operational changes

24. The enactment of legislation is only one slep in enabling the NZIC agencies lo respond
to the new security environment. Processes and procedures will need to be adapted or
developed to ensure thal new and amended functions and powers are exercised within
the law. New capabilities will also need to be developed by the agencies.

25.In the case of the GCSB the compliance review is likely to result in a number of
recommendalions lo change organisational structures, compliance and audit systems,
and processes to manage relationships with other agencies.

26, The financial implicalions associated with these changes, in terms of allocaling
resources to intelligence priorities and for any new capabilities, will be addressed by the
NZIC as a whole through the Four Year Budget Plan process.

Publicity

27 . DPMC with the Office of the Prime Minister is considering the approach to announcing
the -preparation and introduction of legislation and the linkages with the work on
{elecommunications security and industry obligations. This includes how lo manage the
provision of information lo stakeholders given that this area of work is subject to strict
securily classilicalions.

28. DPMC is working with all the relevant agencies to prepare recommendalions for
consideration by Ministers.

Legislative Implications

29. There are no legislative implications arising from this paper, however the review will
result in recommendations for legislative change.

30. The Office of the Leader of the House has been consulled and consideration is being
given to the appropriale parliamentary process and timetable for both the proposed




Intelligence and Security Bill [Notin Scope]
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Consultation

31. This paper was prepared by DPMC in consultation with NZSIS and GCSB.

Financial Implications

32. There are no financial implications arising from this paper.

Human Rights

33. There are na human rights issues arising from this paper.

Regulatory Impact Analysis

34. A Regulatory Impact Statement is not required for this paper as-it does not seek

decisions on policy options. Papers that make recommendations as a result of the
Review will include a regulatory impact analysis.

Recommendations

35. The Prime Minister recommends that the Commitiee:

1.

note that DES has agreed that a review of policy and legislation relating to the
core New Zealand Intelligence Community be undertaken;

note that the first sulfe of papers resulting from the review relates to the New
Zealand Security Service Act 1969:

note that proposals to amend the GCSB Act and the oversight arrangements will
follow shortly;

note the timetable in paragraph 22;

note that consideration is being given to the appropriate form of parliamentary
consideration of the bill;

note that consideration is being given to the announcement of the preparation
and introduction of the bill, and the provision of information to stakeholders in
light of the security classification of certain information.

-

~ . ~]
e
g/cy\/ Prime Minister

15 February 2013
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Cabinet Committee on DES Min (13) 1/1
Domestic and External
Security

Minute of Decision

e AL VM SO G

Copy No: 'S

e e L

This document contains information for the New Zealand Cabinet If must he tre;ezfe& n confidence and
handled in accordance with any security classification, or other endorsement The information can only be
released, including under the Official Information Act 1 982, by persons with the appropriate authorily.

f e e e e e e e SRR B e R E s e st R e e

New Zealand Intelligence Community Policy and Legislation Review:
Overview ]

Portfolio: Prime Minister
On 20 February 2013, the Cabinet Committee on Domestic and External Security (DES):
1 noted that in December 2012, DES agreed that a review of policy and legislation relating to

the core New Zealand Intelligence Community be undertaken (the review)
[DES Min (12) 4/1-17:

3 noted that proposals to amend the Government Communications Security Bureau Act 2003
(the GCSB Act) and the oversight arrangements will be submitted in due course;

4 noted the following anticipated timetable for the review:

é 42  policy gpprovais for the GCﬁB Act review ’
and review of external oversight: 26 March 2013;
4.3  approval to introduce legislation: Week of 6 Méy 2013:
4.4 introduce amending legislation: By 9 May 2013;
3 noted that consideration is being given to:

52  the announcement of the preparation and introduction of the bill;

L41772¢1
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DES Min (13) 11

53 the provision of information to stakeholders in light of the security classification of

certalp information.

Sam Glelsner
Commiilee Seeretary

Reference: DES{INS

Present:

R Hon John Key (Chair)

Har Bill Eaghsh{purt of item)

witlee

voe (part of item)

Hlon Chiristopher Bialayson (part of jtent)
Han Murray MeCully

o Ay Adams

Distribution:
Cabinet Compritter on Domestic and External Security

VB Office of the Prme Mindster
& cecutive, DPMO
DU Prector, Security and Risk, DPMCO

24 Director, Intelligence Coordination Group, DPMC
Direetar, NZSIS
Thrector, GESH

it

Officials present from:

Office of the Prinie Minster

Department of the Prime Minister and Cabinel
New Zealand Security Intelligence Service
Government Communications Security Bureau
Ministry of Justice
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Minute of Decision

CAB Min (13) 5/5

Copy No: |,

This document contains information for the New Zealand Cabinet. It must be treated In confidence and

handled in accordance with any security classification, or other endorsement. The information can only be

released, including under the Official Information Act 1982, by persons with the appropriate authority.

Report of the Cabinet Committee on Domestic and External Security:

Period ended 22 February 2013

On 25 February 2013, Cabinet made the following decisions on the work of the Cabinet Committee

on Domestic and External Security for the period ended 22 February 2013,

DES Min (13) 1/1  New Zealand Intelligence Community Policy and
Legislation Review: Overview
Portfolio; Prime Minister

ﬁ/ééfag o

/

CONFIRMED

Reflerence: CAB(13)75

fr/]j Secretary of the Cabinet

' Distribution:
Cabinet Commillce on Domestic and Extemal Security
Chief Executive, DPMC :
Director, PAG, DPMC
Director, Security and Risk Group, DPMC
Director, Intelligence Coordination Group, DPMC
Direclor, NZSIS
Director, GCSR
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Item 5

Cabinet Committee on DES (13) 10
Domestic and External
Security

Copy No; | S

Summary of Paper 25 March 2013

This document contains information for the New Zealand Cabinel. It must be treated in confidence and
handied in accordance with any securily classification, or other endorsement. The information can only he
released, including under the Official information Act 1382, by persons with the appropriate authorily.

Review of the Government Communications Security Bureau Act 2003:
Paper 1: Overview

Portfolio Minister Responsible for the GCSB

The Minister Responsible for the GCSB recommends that the Committee:

]

d

(W]

141781 vl

note that in December 2012, the Cabinet Committee on Domestic and External Security
(DRS) agreed that a review of policy and legislation relating to the core New Zealand
Intelligence Community be undertaken [DES Min (12)4/1-17;

note that in February 2013, DES considerod the NZSIS Act review suite of papers and
agreed to changes to the NZSIS Act [DES Min (13) 1-1/5];

note that on 26 March 2012, DES will consider a related paper under DES (13) 9 on the
review of external oversight mechanisms, in particular a review of the Intelligence and
Security Committee Act 1996 and the Inspector General of Intelligence and Security Act
1996;

note the contents of the submission under DES (13) 10 that provides a summary of the
findings and recommendations of the review of the Government Communications Security
Bureau Act 2003 (GCSB Act);

note that the related paper under DES (13) 11 proposes changes to the GSCB Act to:

5.1 provide for greater and more effective oversight;

52 update the GCSB Act to respond to changes in the operating environment;

nole that DES consideration of the GCSB Act review papers will conclude the reports of the

review of policy and Jegislation relating to the core New Zealand Intelligence Conumunity
referred to in paragraph 1 above,

sBla) ' 1
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7 note that consideration is being given to the announcement of the preparation and

introduction of the Intelligence and Security Bill.

Sam Gleisner
Commitlee Secretary

DES (13) 10

Distribution:
Cabinet Committee on Domestic and External Security
Office of the Prime Minister
Chief Execulive, DPMC
Director, Seeurity and Risk, DPMC
Pirector, Intelligence Coordination Group, DPMC
Director, National Assessments Bureau, DPMC
Director, NZSIS
Dircetor, GCSB
Secretary to the Treasury
Sccretary for Justice
Privacy Commissioner
Secretary of Foreign Alfairs and Trade
Secretary of Defence
Chief of Defence Foree
State Services Commissioner
Commissioner of Police
Minister of Customs
Comptrolier of Customs
Chiel Parliamentary Counsel
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Office of the Minister responsible for the GCSB

Cabinet Domestic and External Security Committee

REVIEW OF THE GOVERNMENT COMMUNICATIONS SECURITY BUREAU ACT 2003:
PAPER 1 OVERVIEW

Proposal

1.

The purpose of this paper is lo provide background and contexl for the Government
Communications Security Bureau Act 2003 (GCSB Act) review, and a summary of the
findings and recommendations of the review.

Executive Summary

2,

The core New Zealand Intelligence Communily (NZIC) comprises three key agencies
together with the Intelligence Coordination Group (ICG), which is located in the
Department of Prime Minister and Cabinet (DPMC):

e the New Zealand Security Intelligence Service (NZSIS);
e the Governmenl Communications Security Bureau (GCSB); and
o the National Assessments Bureau (NAB)Y, which is located in DPMC.

The GCSB has a vital role to_play \in protecting the security and safety of New
Zealanders. With the other NZIC agencies, the GCSB contributes to the protection of
the national security of New Zealard.

To achieve its goals and objectives, Parliament has necessarily provided the GCSB with
intrusive powers, subject to controls and limitations on their use. The ability to exercise
such powers comes with responsibility — responsibility to operate within the law and
consequently to maintain the confidence of everyday New Zealanders.

On 11 December 2012 the Cabinet Committee on Domestic and External Security (DES)

agreed thal a review of the policy and legislation relating to the core New Zealand
Intelligence Community be undertaken.

It is timely to review the GCSB Act for two reasons. First, to ensure the Act Is modern
and fit for purpose so the GCSB can undertake its role of protecting the interests of New
Zeatanders in a fasl changing security environment. Second, to respond to the concerns
that have arisen in recent months relating to the GCSB's compliance with its Act.

ltis essential that the GCSB has a clearly formulated and consistent statutory framework
to operate wilhin, and the public needs to have confidence that it is operating within the
bounds of that legal framework. While the GCSB Act can be interpreted to allow the
GCSB lo carry out its core activities, there is enough ambiguity that means the only
responsible course of action when dealing with intrusive powers is to make the
legislation clearer and more transparent.

s6(a)




8.

10.

11.

séa)

The findings of the GCSB Act review led to recommendations to update and clarify the
functions and powers of the GC3SB. The recommended changes do not involve a
fundamental change to the construction of the GCSB Act or the principles underpinning
it. The proposed changes do not represent an extension of the range of powers. The
changes will allow the GCSB to undertake the role the Governments expects of it to
protect the security and sovereignty of New Zealand.

It has also led to recommendations to substantially improve the oversight regime the
GCSB operates under. The recommendations regarding oversight in the GCSB Act
papers need to be read in conjunction with the proposals in the paper on NZIC external
oversight. The recommendations arising from the GCSB Act review will enable the
proposed enhanced Office of the Inspector-General of Intelligence and Security to
undertake a more intensive review of systems and individual cases to {est compliance
with the law.

The GCSB Act review has taken into account the findings of a compliance review of the
GSCB recently completed by Rebecca Kitteridge, who was seconded from the Cabinet
Office to undertake this task. In response to Ms Kitteridge's review the GCSB will make
changes to improve its internal systems and compliance framewaork.

The GCSB Act review papers are the last set of papers from the New Zealand
Intelligence Community Policy and Legislation Review to be considered by DES.

Background
12,

13.

On 11 December 2012 the Cabinet Commitiee on-Domeslic and External Security (DES)
agreed that a review of the policy and legislation relating to the core New Zealand
Intelligence Community be undertaken. The scope of the review would include [DES Min
(12) 4/1-1]:

e« Areview of the GCSB Act;

s A review of the functions and powers needed to address cyber security, cyber
effects, critical infrastructure protection and other related capabilities;

s A review of external oversight mechanisms, in particular a review of the Intelligence
and Security Commitlee Act 1996 and the Inspeclor General of Intelligence and
Security Act 1996;

»  Areview of the ability of intelligence agencies {o assist and cooperate with other
agencies under existing legislation;

¢ Anassessment of any legislative changes required to facilitate the commitment to
“‘one community, many agencies”,

The recent review of compliance at GCSB (Compliance Review) has identified a need fo
improve the compliance framework GCSB, to ensure that it is acting in accordance with
the law. Rebecca Kitteridge was seconded to the GCSB to undertake the Compliance
Review, and report the Direclor of the GCSB on these matters.




14.

15.

16.
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Related to that was a need to test whether the oversight legislation, which covers both
the GCSB and the NZSIS, was sufficiently robust to provide the external oversight
expected by the public, Parliament and the responsible Minister. Both the Inspector—
General of Intelligence and Security Act and the Intelligence and Security Act were

enacted in 1996. A review of those two acts was therefore included in the scope of the
review.

Finally, separately there was a need to review the GCSB Act lo determine whether
updates were required in light of changes in the threat environment facing New Zealand,
particularly in the area of cyber security, and developments in the law relating to privacy
and search and surveillance. The GCSB Act has not been reviewed or amended since
its enactment in 2003, and there have been a number of relevant developments during
that time.

[Not in Scope]

- | The G'CS‘B'Act review suite of papers zs the last set of papers
from the NZIC policy and legislation review.

Comment

Goals and approach fo the GCSB Acl review

17. The purpose of the GCSB Act review was:

18.

20,

21.

« To provide for a clearly formulated and consistent statutory framework.

o To provide for greater and more -effective oversight at all levels (internally by the
Director, at ministerial level by he responsible Minister and externally by the
Inspector-General and the Intelligence and Security Commitiee).

* To update the GCSB Act to respond to the changing security environment, cyber
environment and information security, and the changes in the public law environment

since the GCSB Act was passed in 2003, This mirrors the process undertaken by
the NZSIS {o review its legislation.

Respect for human rights, individual privacy and traditions of free speech in New

Zealand were guiding principles in undertaking the GCSB Act review and developing
recommendations.

.However, in developing legisiation for intelligence agencies some qualifications to these

basic principles need to be considered. The approach taken was that any qualifications
must be shown to be necessary, and that functions and powers must operate within a
framework of a carefully formulated and consistent policy along with robust exlernal
oversight mechanisms.

Itis important to state at the outset that the basic premise underpinning the operations of
the GCSB is that it does not conduct foreign intelligence activities against
New Zealanders. This premise predated the GCSB Act.  Given ils importance and
significance it was incorporated into the GCSB Act (section 14). The repeal of this basic
premise was not contemplated at any time during the GCSB Act review.

However, the way this basic premise was incorporaled into the GCSB Act is less than
ideal, and meant that it applied to not only the foreign intelligence function of the GCSB

3
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23.
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but also its other two functions — namely information assurance and cooperation and
assistance to other agencies. This has created a growing number of difficulties, and is
restricting GCSB's ability to effectively carry out its other two functions. These issues
are discussed in paper 2.

. The basic premise underpinning the operations of the GCSB that it does not conduct

foreign intelligence activities against New Zealanders will be retained. New wording will
be proposed to preserve this basic premise and clarify that it only applies to GCSB's
foreign intelligence function, and not to its information assurance and cooperation and
assistance functions.

The officlals working on the NZIC Policy and Legislation review were briefed by
Ms Kitteridge about her review, and considered her findings in developing the proposals
in the GCSB Act review and the external oversight papers. The extensive legal work
carried out by the GCSB to assess its activities against the provisions of the GCSB Act
was also taken into account. In addition the GCSB Act review was carried out in parallel
with the review of external oversight mechanisms.

Findings of the GCSB Act review - clarity of the statutory framewoik

24,

25.

26.

The GCSB Act review found that while the Act did provide forand authorise its current
activities, a considerable amount of legal analysis and a number of legal opinions about
the interplay of different provisions of the GCSB.Act was needed to arrive at that
conclusion. In some cases, it was not clear that a court would always support the
interpretations adopted to arrive at those conclusions.

it is not easy, on the face of the statute, 1o determine whether any given activity falls
within the scope of the prescribed functions. A high degree of legal risk remains about
whether an activity is within the functions of the GCSB or not. While it might be
acceptable for a private company to take on that risk, it is not appropriate for the Crown
to knowingly adopt an approach where it knows that some of the activities may now not
be considered legal by a court, especially where the exercise of intrusive powers of the
state are involved.

The Compliance Review sums up the situation by saying that the GCSB Act is not {and
probably has never been) completely fit for purpose. The responsible course of action is
to make the legislation clearer and more transparent.

Findings of the GCSB Act review — providing for effective oversight

27.

28.

29.

The lack.of clarity means that the public (and Parliament as its representative), the
Inspector-General of Intelligence and Security, the responsible Minister, and the Director
of the GCSB (and GCSB staff) face an unacceptable degree uncertainty as to what the
lawfu! functions of the GCSB constitute. This makes any oversight extremely difficult,
relying as it does on extensive and complex analysis of the meaning of the GCSB Act.

The foundation of effective oversight is having a clearly formulated and consistent
statutory framework, Without that the ISC, the IGIS and the responsible Minister must
rely on interpretations, and distilling meaning from other sources as to the intention of the
statute.

In addition the GCSB Act review found that more transparent and consistent ministerial
authorisation processes should be set out in statute. This would provide greater
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guidance and transparency for those making applications, for the responsible Minister
when considering applications and enhance the ability of the Inspector-General to
provide oversight of the decision making system.

Findings of the GCSB Act review — responding to changes to the operating environment

30. The third aspect of the review was to consider whether the GCSB Act needed updating
to addressing changes in the operating environment. The issues found by the GCSB Act

review that require the Act to be updated can be summarised under the following three
headings:

Changing securily environment — the security environment facing New Zealand today
presents new challenges. Security issues are increasingly interconnected and
national borders are less meaningful. Globalisation means that New Zealand is no
longer as distant from security problems as it was in the past. The increasing leve! of
innovation in the cyber environment, while fueling economic growth and international
trade opportunities, is also giving rise to new security issues:: The GCSB Act was
enacted 10 years ago when cyber matters were less sophisticated and prominent.

Changing_information security requirements - the cyber environmenl conlinues {o
innovate at a remarkable pace, and there is an increasing shift of activity, both
business and government to that environment. To counter the threat to business and

government information the Government latunched the Cyber Security Strategy in
June 2011.

The GCSB currently has as one of its-core functions information assurance, and it is
uniquely placed with its advanced capabilities developed through its intelligence work
to contribute to responses to cyber security issues. That is why, as pairt of the Cyber
Security Strategy, the National Cyber Security Centre was created within the GCSB.
The Cabinet has indicated.its expectation that the GCSB will considerably enhance
its cyber security capabilities and use its expertise {o assist a range of organisations
(government, state sector, critical national infrastructure providers, and key economic
contributors). However, the implementation of the NCSC has highlighted limitations

on the ability. of GCSB to contribute fo this work because of the provisions of the
GCSB Acl.

Changing public law environment — the legal environment in which the GCSB Act is
interpreted has developed since its enactment. The courts’ consideration of law
enforcement cases give rise to possibly greater restrictions on the use of some
powers, and also highlight areas where powers may no longer be effective given the
change in the telecommunications environment. For law enforcement agencies
these issues were reviewed comprehensively over a number of years, and were
addressed in the Search and Surveillance Act 2012,

Findings of the GCSB Act review — supporting other agencies

31.In addition to the three key issues above, the GCSB plays a crucial role in the support of
other government agencies, in particular the New Zealand Defence Force and the
NZSIS.  The GCSB also supports the New Zealand Police in the detection and
investigation of serious crime. The GCSB’s unique capabilities are an invaluable
resource for those agencies to draw upon.

{931
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32.

The GCSB Act review considered that in a small jurisdiction such as New Zealand we
cannot afford to duplicate expensive and sophisticated assets, and there are limited
numbers of people that can work with such assets. Consistent with the Better Public
Services programme, the capabilities such as those developed or acquired by the
GCSB, where appropriate and subject to necessary safeguards, should be available to
assist in meeting key Government priorities. This too should be addressed in the update
of the GCSB Act.

Recommended changes to the GCSB Act

33.

34,

3b.

37.

(€3]
Co

39.

The GCSB cannol be left to operate under an ambiguous legal framework, which is
having unintended consequences and carries risk.  Taking into account the findings
outlined above, | recommend that the functions and powers of the GCSB be updated and
amended fo ensure that a clear and consistent statutory framework supported by a
robust ministerial authorisation process underpins its activities.

The recommended legislative changes are not revolutionary. They do not involve a
fundamental change to the construction of the GCSB Act or the principles underpinning
it.

Currently the GCSB Act provides for three functions:

¢ Information security and assurance,
« Foreign intelligence,

« Co-operation and assistance to other entities.

. The proposal is that that these three functions remain, but that the descriptions are

clarified to allow for more effective oversight, and updated fo respond to the changing
operational environment. These changes will complement and amplify the proposals to
strengthen oversight with amendments to the Inspector-General of Intelligence and
Security Act and the Intelligence and Security Act,

In the case of foreign-intelligence and co-operation, both need to be clarified and the
meaning made clear, and in the case of co-operation a ministerial authorisation process
is proposed to provide a way of determining who GCSB can work with and under what
circumstances.

- With respect to the information assurance function, currently the GCSB Acl focuses

almoslentirely on providing protective services to public sector entities. However, threats
in the cyber environment also pul at grave risk our critical infrastructure and businesses
that drive our economy. This function needs to be given more prominence, and what is
expected of GCSB lo saleguard New Zealand information, both private and public
sector, needs 1o be made clear.

In the case of powers, again a fundamenial change is not recommended. The GCSB
Act currenlly sels oul lhree types of powers:

o Warrantless powers of interception and access,
e Interceplion warrants, and

o  Computer network access authorisations.
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CThe changes proposed to the Act do nol represent an extension of powers, bul the

GCSB Acl will be amended to make It clear that the powers can be used for bolh the

mrqu intelligence function and the information security and assurance funclion,  Also,
1 light of changes in the legal environment, and the way in which communications are

now cartied and routed around the world the language used to describe these powers s
utdated and needs to be refreshed.

41 In addition, more transparent and consistent ministerial authorisation processes are
proposed o support greater oversight.

poe

42 As stated al the oulsel, the basic premise underpinning the operations of the GCSB thal
hes not deliberately conduct foreign intellic

jence aclivilies against New Zealanders will
be ‘etal ed. New wording WHI be pmpu%@d o preserve this b;exs:iu premisé and-clarily

that it only applies lo GCSB's foreign intelligence Tunction, and not to_its Information
assurance and cooperation and qr\usmmtm functions.  This means (hal situations like

those in the Kim Dolcom case would continue to be prohibited.

43 While the basic premise will nol apply to the cooperation and @ssistance function, the

GCSB will be required o oblain a Ministerial authorisation when providing assistance lo
olher agencies in the performance of their lawlul duliés il that involves producing
intelligence on New Zealanders

44 The GCSB Acl would also be clarified 1o make it clear.that the GCSB is able to conduct
activilies thal do not unduly impinge on New Zealanders' privacy (such as interceplion of
openly broadeast information and interception 'with the consent ol the parties o a
communication) and lo collect metadala (described further in paper 2) in bulk
analyse loreign meladata components fo: iore!gn intelligence purposes.

Implementation of legislation and operational changes

45. The enactment of legislation is only one slep in enabling the NZIC agencies lo respond
to the new security environment. Processes and procedures will need lo be adapled o
developed to ensure thal new and amended functions and powers are exercised within
the law. New capabilities will also need lo be developed by the agencies.

46.1n the case of the GCSB the compliance review is likely to result in a number of
recommendations. o change organisational struclures, <:mnpii;n'u‘te’a and audit systems,
and processes o manage relationships with other agencies.

Publicity

A7 DPMC with the Office of the Prime Minister is considering how to manage the
announcement of the preparation and introduction of legislation, taking into account the
outcome of the Compliance Review. In addition (‘;{:msxldenc-mon is bemg given to how to
manage the linkwms with the telecommun ir,ef tions security and industry obligalions work
[DES Min (12) 4/1-2]. DPMC will be reporting to relevant Ministers with a recommended
approach,

Legislative Implications

48, The proposals in GCSB Acl review suite of papers will require ar nmwrm ents to the GCSR
Act.  The Commitlee agreed thal amendments resulling from the NZIC Policy and

Leg if”I"i'[i()l' Review should be progressed in an Int
category 2 priority [DES Min(12) 4/1- 11,

igence and Sect mly Bill, which has a

s6(a)
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49. The proposals in these papers have been developed in a shorl timeframe. Given one of
the main issues being addressed is the lack of clarity of the GCSB Act, the drafling
phase may reveal further questions that need {o be addressed. To manage this situation
paper 2 contains a recommendation noting that officials will consult with the Responsible
Minister and the Allorney-General on the drafting of the functions, and a
recommendation authorising those Ministers to make any decisions on additional matters
that are necessary that are consistent with Cabinet’s decisions.

Consultation

50. This paper was prepared by the Department of the Prime Minister and Cabinet in
collaboration with the Government Communications Security Bureau. The New Zealand
Security Intelligence Service, Ministry of Foreign Affairs and Trade, NewZealand
Defence Force, New Zealand Police, New Zealand Customs Service, Ministry of
Defence, Ministry of Justice, Office of the Privacy Commissioner, State Services
Commission and the Treasury were consulted.

Financial Implications

51. The NZIC Policy and Legislation Review project has been funded and supporled in kind
by DPMC, GCSB and NZSIS. The nex! phase of the project (drafting and parliamentary
stages) will also be funded by DPMC, GCSB and NZSIS.. The project team to this point
has included seconded staff from other agencies, and itis likely that further secondments
or exiensions to existing secondments will be soughtto complete the project.

52. The financial implications associated with the'changes in the GCSB Act review suite of
papers, in terms of allocaling resources lo-intelligence priorities and for any new
capabilities, will be addressed by the NZIC.as a whole through its joint Four Year Budget
Plan process.

Human Rights

53. The proposals in the review of the GCSB Act papers were developed lo be consistent
with the right and freedoms affirmed in the New Zealand Bill of Rights Act 1990
(NZBORA) and the Human Rights Act 1993. The proposed amendments engage, in
particular, the right-to’be free from unreasonable search and seizure affirmed in section
21 of the NZBORA.

54. A final view on the consislency with the NZBORA will possible once the legislation is
drafted. -The Crown Law Office will be undertaking the NZBORA vet of the Intelligence
and Securily Bill.

Regulatory Impact Analysis

55.A-Regulatory Impact Statement (RIS) has been prepared and is attached. A member of
the Policy Advisory Group, within the Department of Prime Minister and Cabinel, has
reviewed the RIS prepared by the Inlelligence Co-ordination Group. The reviewer
considers thal the RIS meets the quality assurance criteria of the Regulatory Impact
Analysis framework. As noled in the Cabinel paper, the reviewer observes that due to
lhe nalure of the issues dealt with in the paper and national securily classifications
associated with the malerial, no public consultation has been undertaken. This will occur
during the parliamentary consideration of the amending legislation.
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Recommendations

56. The Minister responsible for the Government Communications  Security  Bureau
recomi ean(i that the Commitlee:

1. note that on 11 December 2012 DES agreed that a review ol gmlé(:y and

legislation relating to the core New Zealand Intelligence Community be
undertaken [DES Min (12) 4/1-1)
[Not in Scope]

3. note that DES, prior lo the GCSB Act review papers, will be considering-a papel
on the review of exlernal oversight mech:

snisms, 0 parficutar a reviewof the
Intelligence and §~~5ee<;umy Commitiee Acl 1996 and the Inspeclor General ol
Intelligence and Security Act 1996,

4. note that the GUSE Acl review papers recommend changesto GG S‘B Acl 1o
provide for greater and more effective oversight and to update the Act {o respond
to changes in the operating environment;

5. note that DES consideration of the GCSB Act réview papers will conclude the
reporl backs of the review of policy and lagislalion relating to the core New
Zealand Intelligence Community;

6. note thal consideration is being given to the announcement ol the preparation
and introduction of the Intelligence and Securily Bill

[ﬁ/‘”‘“’% foypbsd J‘%t\/uw\/ I
A7

£ RiHon John Key

: Minister responsible-fordhe Governmenl Communications Securily Bureau

sbla)



REGULATORY IMPACT STATEMENT

Government Communications Security Bureau Act Review

Agency Disclosure Statement

1. This regulatory impact statement has been prepared by the Depariment of Prime
Minister and Cabinet with the Government Communications Security Bureau.

2. It provides an analysis of options to update and amend the Government
Communications Security Bureau Act 2003 (the GCSB Act) to respond to the findings
and recommendations of the recent review of compliance at GCSB carried oul by
Rebecea Kitteridge, and to respond to changes in GCSB’s operating environment.

The analysis of options was conducted as part of a wider New Zealand intelligence
Community Policy and Legislation Review project, which included an existing review of
the New Zealand Security Intelligence Service Act 1969 and a-review of legislation
providing for oversight mechanisms (the Intelligence and Security Committee Act 1996
and the Inspector-General of Intelligence and Securily Act 1996). The analysis of
options took into account the worl on these other reviews, and the compliance review.

w

4. The GCSB Act contains intrusive state powers. Consequently any review of the GCSB
Act will involve the consideration of human rights and privacy matters. Respect for
human rights, and individual privacy and traditions of free speech in New Zealand were
guiding principles in undertaking the review and developing recommendations.

@%ﬂw
Rajesh Chhana

Intelligence Co-ordination Group
Department of Prime Minister and Cabinet

22 March 2013
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Status quo and problem definition

5.

9.

1.

The GCSB has a vital role to play in protecting the security and safety of New
Zealanders. Together with the other New Zealand Intelligence Community agendies, the
GCSB contributes to the protection of the national security of New Zealand.

The GCSB was continued and established as a department of State by the Government

Communications and Security Bureau Act 2003 (GCSB Act). The GCSB Act has not
been amended since its enactment in 2003,

The GCSB Act sets out the objectives and functions of the GCSB, specifies the intrusive
powers Parliament has necessarily provided to the GCSB to {ulfill its functions-and. the
related authorisation processes. The ability to exercise such powers comes with
responsibility — responsibility to operale within the faw and consequently to maintain the
confidence of everyday New Zealanders.

In October 2012 Rebecca Kitteridge was seconded from the Cabinet Office to the GCSB
to undertake a review of compliance at GCSEB to provide assurance to the GCSB
Rirector that the GCSB’s activilies are undertaken within ils powers and that adequate
safeguards are in place. Ms Kitteridge briefed officials warking on the New Zealand
Intelligence Community Policy and Legislation Review project about her review, and her
findings have been {aken inlo account in developing the proposals referred to in this
paper.

Two broad problems with the GCSB Act have been identified. First, while the GCSB Acl
provides for and authorises its current activities, it is not easy to determine whether any
given activity falls within the scope of the prescribed funclions of the GCSB or not. A
considerable amount of legal analysis.about the interplay of different provisions within
the GCSB Acl is needed to arrive at any such conclusion.

. This situation is net satisfactory. The foundation of effective oversight is having a clearly

formulated and consistent statutory framework. The lack of such a framework makes
management and oversight of the GSCB very difficult, having to rely as it does on
extensive and complex analysis of the meaning of the GCSB Act. The only responsible
course of action when dealing with intrusive powers is to make the legislation clearer and
more transparent.

Second, sinee the enactment of the GCSB Act in 2003 there have been a number of
changes in the threat environment facing New Zealand, particularly in the area of cyber
security, and developments in the law relating to privacy and search and surveillance.
The issues that require the GCSB Act to be updated can be summarised under four
headings.

Changing information security requirements

12.

The cyber environmenl continues to innovate at a remarkable pace, fueling economic
growth and international trade opportunities. Consequently, there is an increasing shift
of activily, bolh business and government, to that environment. To counter the threat to
business and government information the Government launched the New Zealand Cyber
Security Strategy in June 2011 (NZCES),

13. The GCSB currently has as one of its core functions information security and assurance.

The advanced capabilities developed through GSCB’s intelligence work mean it is
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14.

15.

16.

17.

18.

uniquely placed to contribute to responses to cyber security issues. That is why, as part
of the NZCSS, the National Cyber Security Centre (NCSC) was created within the
GCSB. The Cabinet has indicated its expectation that the GCSB will considerably
enhance its cyber security capabilities and use its expertise to assist a range of
organisations (government, state sector, critical national infrastructure providers, and key
economic contributors). However, the implementation of the NCSC has highlighted
limitations on the ability of GCSB to contribute to this work because of the provisions of
the GCSB Act (for example it is not clear that the GCSB can provide advice and
assistance fo private sector entities in New Zealand).

The impact of cyber threats is difficult to quantify precisely, but the NZCSS sets out
some of the potential impacts, as well as some estimates suggesting New Zealanders
lose up to $500m annually due to cyber-borne frauds and scams. Recent statistics on
the NCSC website indicate that in the last 12 months cyber crime against New
Zealanders cost $625m, and the global cost was estimated at up to $460 billion.

More broadly, the monetized cost of loss of intellectual property as a result of cyber
infrusions into private sector entities is exceptionally difficult to quantify, in part because
companies are reluctant to report losses or may not even know their property has been
stolen. However, based on the scale of intrusions and exfiltrations seen in other
jurisdictions and the number of intrusions reported in New Zealand the potential costs to
New Zealand of cyber-hased industrial espionage are likely to be significant.

Internationally the trend has been described as shifting from “exploitation” to “disruption”
and "destruction”. In other words the cyber threat is changing from theft of personal and
intellectual property, to denial of service attacks and destruction of computer networks,

The NCSC 2012 Incident Summary reported that there was a significant increase (from
90 to 134) in the number of reported serious attacks against New Zealand government
agencies, critical national infrastructure and private sector organisations.

If a major attack was directed at government agencies, critical national infrastructure
providers (for example telecommunications networks and water supply) or companies
that drive New Zealand’s economy, there could be significant disruption to commercial
and personal activities. It would also put at risk New Zealand’s political and business
reputation.

Changing security environment

19.

The -security environment New Zealand faces today presents new challenges.
Globalisation means that New Zealand is no longer as distant from security problems as
it was in the past. Security issues are increasingly interconnected and national borders
are less meaningful.  The increasing level of innovation in the cyber environment and
the ubiquity of internet-based services is giving rise to new security threats and
vulnerabilities. The GCSB Act was enacted 10 years ago when cyber matters were less
sophisticated and prominent.

Changing public law environment

20,

The legal environment in which the GCSB Act is interpreted has developed since its
enactment. The courts’ consideration of law enforcement cases has provided further
guidance about how intrusive state powers should be set out in statute, and highlight
areas where powers may no longer be effective given the change in the
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telecommunications environment. For law enforcement agencies these issues were

reviewed comprehensively over a number of years, and were addressed in the Search
and Surveillance Act 2012,

Better Public Setvices

21.1n addition to the issues above, the GCSB plays a crucial role in the support of other
government agencies, in particular the New Zealand Defence Force and the NZSIS. The
GCSB also supports the New Zealand Police in the detection and investigation of serious
crime. The GCSB's unique capabilities are an invaluable resource for those agencies to
draw upon.

22. The GCSB Act review considered that in a small jurisdiction such as New Zealand we
cannot afford to duplicate expensive and sophisticated assets, and there are limited
numbers of people that can werk with such assets. Consistent with the Better Public
Services programme, the capabilities such as those developed or acquired by the
GCSB, where appropriate and subject to necessary safeguards, should be available to

assist in meeting key Government priorities. This too should be'addressed in the update
of the GCSB Act.

Objectives
23. The objectives of the GSCB Act review are:

e To provide for greater and more effective oversight at all levels (internally by the
Director, at ministerial level by the responsible Minister and externally by the
Inspector-General and the Intelligence and Security Committee).

» To enable the GCSB to respond to the changing security environment, cyber and
information security environment, and the changes in the public law environment
since the GCSB Act was passed in 2003,

Regulatory Impact Analysis
24. Three policy options were assessed:

= non-legislative solutions;

= amending the GCSB Act;

» repealing and replacing the GCSB Act.
Non-legislative solutions

25, As noted above the GCSB Act is a piece of legislation that sets out and provides
saleguards for the use of intrusive state powers. The GCSB cannot address any new
threats beyond those it is permitted to address in its legislation.

26. The difficulties associated with the interpretation of the GCSB Act could be addressed by
developing detailed guidance material, but it would be of limited benefit and consume
considerable time and expendilure on legal advice to develop. This would not

substantially address the need to improve management and external oversight of the
GSCB.

27. Non-legislative solutions cannot satisfactorily meet the two objectives.
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Amending the GCSB Act

28,

30.

31.

34.

35.

36.

The GCSB Act currently provides for three functions;
« Foreign intelligence
s Information security and assurance

¢« Co-operation and assistance to other entities

). The two objectives could be met by updating and clarifying the current functions set out

in the GCSB Act. Il is not considered that any new funclions need to be added, butf a
refresh of the way in which the functions are arliculated would ensure that the functions
fit the changing operational environment, as well as providing greater clarity about what
GCSB's functions actually are. These changes would complement and amplify the
proposals to strengthen oversight by the Inspector-General of Intelligence and Securily.

In the case of the foreign intelligence and cooperation functions, both would need to be
clarified to allow for more effective oversight, and in the case of co-operation a ministerial
authorisation process could be included in the GCSB Act to provide a way of determining
who GCSB can work with and under what circumstances.

The information security and assurance function in the GCSB Act focuses almost entirely
on providing protective services to public sector entities.. However, threats in the cyber
environment also put at grave risk our critical infrastructure and businesses that drive our
economy. This function needs to be given more prominence. So too the expeclations of
the GCSB in safeguarding New Zealand information, in both public and private sectors,
needs to be made clear.

. The GCSB Act currently sets out three types of powers:

«  Warrantless powers of interception and access
s Interception warrants

o Computer network access authorisations

. These powers are contained in Part 3 of the GCSB Act along with other provisions that

control the use of those powers.

The objective of greater and more effective oversight would be met by still requiring the
current range-of aulhorisations but amending the GCSB Act so the authorisation
processes are more transparent and consistent.

In erderto meet the second objective, while the range of powers available lo the GCSB
does not need to be expanded the GCSB Act would he amended to make it clear that
the powers can be used for both the foreign intelligence function and the information
security and assurance function. The powers are needed {o supporl the information
security and assurance function to give the GCSB the ability to respond effectively 1o
emerging cyber threats against New Zealanders.

The basic premise underpinning the operations of the GCSB that it does not conduct
foreign intelligence activities against New Zealanders will be relained (currently
contained in section 14 of the GCSB Act). However, because lhe information security
and assurance function is about protecting New Zealanders, an amendment will also be
required to allow the GCSB to see who (namely New Zealand individuals and
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companies) is being attacked. This would allow the GCSB to determine where the
threats are being generated from and develop measures to counter those threats.

37. Finally, amendments could be made to update the description of the powers to
accommodate changes in how communication are now carried and routed around the
world. This would be similar to the work undertaken for law enforcement powers in the
Search and Surveillance Act 2012.

38. The costs of developing and drafting the proposed amendments and implementing them
fall on the Government. The GCSB Act applies to the operation of the GCSB
consequently the cosls are part of its core operating expenses, and no compliance costs
for business arise.

39. This approach would have the following cutcomes and benefits:

Outcomes Benefits

Greater clarity of the law governing the | Provides basis for more effective oversight
operation and administration of the GCSB | by external oversight bodies, thereby

enhancing public trust and confidence.

“rié'sﬁaiaé o changes in the puyb}‘ﬁikéwlwexw”
environment so that the law reflects
current jurisprudence and is relevant to the
current technological environment.

Provides clarity to the public on the
functions and powers of the GCSB.

Provides clarity to staff and enhances
management oversight of GCSB aclivities.

'GSCB functions updated to allow GCSB to | Enables GCSB to support private sector in

meet new threats, in  particular cyber | addition to public sector entities to counter
security. cyber threats, which currently have an
estimated impact on New Zealanders of
over $0.50 billion in terms of cyber crime
alone.

Enables GCSB to more effectively detect
and respond to cyber threats by allowing it
to use the powers in the GCSB Act when
undertaking its information security and
assurance function.

Allow GCSB to better fulfill the functions of
the NCSC and play an effeclive parl in the
delivery of the NZCSS along with the other
agencies tasked with ifs delivery.

GCSB able to assist and advise other | Other agencies will not have to duplicate
Government agencies fulfill their lawful | technical capabilities and expertise already
functions with its technical capabilities and | held by the Crown, and make effective and
expertise. efficient use of the GCSB's capabilities.
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Repealing and replacing the GCSB Act

40. The two objectives could be achieved by taking a more expansive approach to updating
the GCSB's eslablishment statute, by repealing it and replacing it with a new statute.

41. The benefit of this approach, over and above the option to amend the GCSB Act, is that
it would result in a new Act that would pick up the changes described in the discussion of
the option to amend the GCSB Act as well as providing an opportunity to reenact all
other existing provisions with updated drafting where necessary. However, as discussed
above, the number of changes required to achieve the objectives can be targeled al
particular parts and sections of the GCSB Act and the basic construction of the GCSB
Act does not need to change o accommodate those amendmenis,

42 Consequently there does not seem to be any great benefit associated.with dedicaling
additional time and resources to redrafting and reenacting provisions that.do not need to
be changed.

Consultation

43. The policy development process was undertaken by the New Zealand Intelligence
Community (DPMC — lead, with GCSB, and NZSIS). The-agencies consulted were the
Ministry of Foreign Affairs and Trade, New Zealand Defence Force, New Zealand Police,
New Zealand Customs Service, Ministry of Defence, Ministry of Justice, Office of the
Privacy Commissioner, Slate Services Commission and the Treasury.

44. Given the nature of the issues being dealt with and the national securily classifications
associated with the material, there was no public consultation process. Public
consultation on the proposals will oceur during the parliamentary consideration of the
amending legislation.

Conclusions and recommendations

45, As discussed above, the identified problems do not require a change to the scheme of
the GCSB Act and the objeclives of the review can be met by amendments to targeted
provisions. The benefits of dedicating resources to a full redrafting of the Act are
consequently limited. The recommended option is to amend the GCSB Act to address
the identified issues and meel the objectives of the reform.

implementation

46. The. compliance review of the GCSB has a range of recommended changes o the
compliance framework and operations of the GCSB. The GCSB is developing an
implementation plan to respond to those recommendations, and the implementation of
the amendments lo the GCSB Act will be incorporated into that plan.

Monitoring, Evaluation and Review

47 The GCSB will monitor the effectiveness of the amendments and advise the Minisler
aboul any issues arising.
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Cabinet Committee on DES (13) 11
Domestic and External
Security

(:C)py No: { ‘(‘f\}

Summary of Paper 25 March 2013

handled in accordance with any secunly classification, or other endorsemeni. The information can only be
released, including under the Official Information Act 1982, by persons with the appropriate authonty.

Review of the Government Communications Security Bureau Act 2003:
Paper 2: Proposals

Portfolio Minister Responsible for the GOSB

The Minister Responsible for the GCSB recommends that the Commitiee:

Background

| note that in December 2012, the Cabinet Commitiee:on Domestic and kxternal Security
(DS agreed that a review of the Government Cammunications Security Burean Act 2003
(the GOSB Act) be undertaken [DES Min (12)y 47411

note that the GUSB Act has been reviewed indight of prevailing circumstances, revealing a
number of issucs that are giving rise 1o degal risks. as well as hampering the Bureau's
legislated powers in unanticipated ways, adversely impacting on the Bureau’s ability to
perform its legitimate activities andspreventing it from being well positioned to deal with
future issues;

Objective and functions
3 agree thal section 7ol the GOSB Act (Objective of Bureau) be repealed or significantly

rationalised in favour of a consolidated section 8 (Functions of Burcau) clearly describing
the three core Tunciions of the Burean:

i information assurance/eyber seeurity:
3.2 foreign intelligence:
33 co-operaling with other entitics:
i agrce that the three core functions of the Bureau be reflected in the GOSB Actwith equal

prominence and with clear legal authority provide for each function:

P TOv s6(a)
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agree that the description of the Bureau’s information assurance/cyber security function be
adjusted to accommodate roles and responsibilities that Cabinet expects the Bureau to fulfil
(such as assisting New Zealand organisations (o protect their information, 1CT systems and
networks, and infrastructure, from cyber threats) and to ensure flexibility for the function to
be delivered outside the public sector if so directed;

agree that the Bureau’s foreign intelligence function be rationalised to a clear, high-level
description of what the Bureau does in this domain rather than a detailed list of activities and
methods;

agree that the Bureau’s co-operation and assistance function be clarified to ensure that the
Bureau can work with approved entities in New Zealand and overseas, with limitations and
safeguards as appropriate;

note that, based on the approach in paragraphs 3-7 above, section 8 of the GCSB Act
(Functions of Bureau) will be amended to crafl a description of the Bureau’s three core
functions around the following elements:

8.1 Tnformation assurance/cyber security — co-operating with, and providing advice and
assistance to both public and private sector entities on maters pelating (o the security
and integrity of electronic information , communications, and information
infrastructures of importance to the government;

8.2 Foreign intelligence — gathering and sharing communications intelligence about the

capabilities, intentions or activities of foreign organisations or foreign persons, in
accordance with the government’s intelligence requirements;

8.3 Co-operating with other entities — co-operating with, and providing advice and
assistance to approved entities (notably security and law enforcement agencies) in
the performance of their lawful duties; and co-operating with approved entities o
facilitate the Bureau’s performance of its own functions;

note that officials will consult with the Responsible Minister and the Attorney-General when
drafting the description of the Bureau’s core functions;

Powers, controls and limitations

10

141782v]

note that the existing powers to intercept communications and o access computer systems in
sections 16, 17.and 19 of the GCSB Act continue to provide the basic tools that the Bureau
requires to perform its functions, subject to some updating of the language used;

note that.section 14 of the GCSB Act (Interceptions not to target domestic communications)
refleets-a basic operating premise that the Bureau is not to conduct foreign intelligence
activities against New Zealanders;

note that the rigid expression of section 14, together with broadly defined terms and changes
in technology, are causing unanticipated consequences preventing the Bureau from
conducting legitimate core business, including support for other agencies and
responsibilities in the cyber security domain that Cabinet expects the Bureau to fullil;

[N
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agree that the approach in section 14 of the GCSB Act be modified in a way that resolves
the unanticipated cffects of that provision, including:

13.1 safeguarding the privacy of New Zealanders and the basic premisc that the Bureau’s
foreign intelligence activities may not be dirccted at New Zealanders:

132 permitting the Bureau to conduct activitics that do not impinge, or do not unduly
impinge, on New Zealanders’ privacy (in particular, interception of openly broadcast
information; interception with the consent of the parties to a communication; or
training and testing of equipment);

13,3 permitting the bureau to collect metadata in bulk and analyse foreign metadata
components for foreign intelligence purposes;

13.4  permilting the Bureau to scan internet traffic for advanced cyber threats and to deal
with these in a way that promotes the protection of New Zealanders and New
Zealand information infrastructures in a modern telecommunications environment;

13.5 enabling the Bureau to collect information on New Zealanders when assisting
another agency in the performance of its lawful duties, subjectto-any limitations
imposed by law on that agency in the performance of its duties, and subject to the
Bureau obtaining Ministerial authorisation (which may be given for one or more
activities or for one or more classes of activities; and-subject to any directions,
conditions or restrictions that the Responsible Minister considers appropriate);

agree that:

14.1  the concept of “incidentally obtained intetligence” reflected in section 25 of the
GCSB Act be retained;

(4.2 the application of the concept should enable the Bureau to retain and share
information in a limited set of circumstances such as a threat to life; a threat to
security; persons acting as an agent of a foreign power, or the commission of a
serious crime;

agree that the GCSB Act be amended to incorporate a new mechanism to enhance
Ministerial oversight of Bureau activities, through which the Minister would specify
particularly sensitive or non-routine activities or classes of activitics requiring explicit
Ministerial authorisation;

agree that the conditions under which Ministerial authorisation may be granted be enhanced
(o include assurances that the activities proposed by the Bureau are necessary, justified and
reasonable, and to provide consistently across the Ministerial authorisation mechanisms,

agree that the GCSB Act be amended to reflect that the Bureau may exercise its legislated
powers to fulfil any ofits prescribed functions;

agree that during the drafting phase that other amendments be made as appropriate to

update, clarify and streamline the framework underpinning the Bureau’s powers and related
confrols and authorisation processes,

s6(a} 3
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Miscellaneous amendments

19

20

21

22

23

24

141782v}

note that, under section 57 of the Privacy Act 1993, the Bureau is currently exempt from all
the privacy principles except principles 6 (access to personal information), 7 (correction of
personal information) and 12 (unique identifiers);

agree that, in line with recent Cabinet decisions in respect of the NZSIS [DES Min (13) 1/4}:
20.1  privacy principle 5 should apply to the Bureau without modification;

20.2 privacy principles 1, 8 and 9 should apply to the Bureau, modified if necessary to
achieve the cffective and efficient performance of the Bureau’s functions, in
consultation with the Office of the Privacy Commissioner, the Ministry of Justice
and affected agencies;

agree that the GCSB Act be amended:

211  in line with recent Cabinet decisions in respect of the NZSIS [DES Min(13) 1/4], to
formalise the Bureau’s current practice by requiring it to maintain a written record of
all warrants and authorisations, in a form readily available for inspection by both the
Responsible Minister for GCSB and the Tnspector-General of Intelligence and
Security;

212 consistent with the equivalent regime in the Search and Surveillance Act 2012, to
ensure that it provides a person with immunity from civil and criminal liability in
New Zealand for any reasonable act done in New Zealand or elsewhere in good faith
in accordance with the legislation, including under the function of assisting other
entities;

213  to increase the penalty for unauthorised disclosure of information to a maximum of
three years’ imprisonment/a fine of $5,000 or both, ta align it with penalties for
equivalent offending elsewhere in legislation;

214  to enable authorisation tobe granted by a Minister other than the Responsible
Minister in sitnations of urgency when the Responsible Minister is not readily
available or contactable;

note that consequential amendments may be needed to the provisions governing the
execution of Ministerial authorisation;

note that inOctober 2010, DES agreed to modify the appointment framework for the
Directorof GCSB, providing the State Services Commissioner with a statutory mandate to
manage and advise on the selection process and providing for other matters related to the
office of Director [DES Min (10) 3/1);

note that amendments to the GCSB Act are required to give effect to the proposal in
paragraph 23 above;

sé@) 4
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Legislative process

pote that in December 2012, DES:

250 poted that the bill would be enacted by August 201 3;

[DES Min (12) 4711

T

251 agreed that a bid be prepared for the 2013 | egislation Program
2003y

and Security Bill with a category 2 priority (must be passed in

DES {13y 11

e for an Intelligence
)

invite the minister Responsible for GCSBL and the Minister of State Services in relation {0

the proposed amendments Lo the appointment framework for the Director GUSB, 1o issue
drafting instructions to Parliamentary Counsel to give effect to the above proposals:

agrec that the GCSTY Act as amended bind the Crown, comsistent with the presentapproach

under section 5 of the GOSRE Aty

asuthorise the Minister Response for GOSB and the Attorney-General fomale any decisions
on additional matters that are necessary to give effect to the above proposals, and that arc

conaistent with Cabinet decisions.

“am Gletsner
Committee Secrelary

Distribultion:
Cubinet Committee on Domestic and Fxternal Security

15 Oftice of the Prime Minisler
Chiel Procutive, DPMC

14

3

23

io4

4

2

)

ol

)

cA

2

Privector, Security and Risk, DPMU

Director. Tntelligence CoordinationGiraup, D
Divector. National Assesstents Bureaw, DM
Dircctor, NZSIS

Divector, GURR

sty Secretuary o the Treasury

V(L Secretary for Justice

3

A

Privacy Conmmissiongr

secretary of Foreipn Affairs and Trade

s Seeretary of Defence

X3

3

i

w

i
i

1]

Chiel of Delence Foree

Srate Services Commissioner

Commisstoner ol Dolice
Minister ot Customs

Comprotler of Customs

Chiel Parlinmentary Counsel

ROy sbla)




e,

s6(a)
Office of the Minister Responsible for GCSB

Cabinet Domestic and External Security Committee

REVIEW OF GOVERNMENT COMMUNICATIONS SECURITY BUREAU ACT 2003: PAPER 2

Proposal

1.

To seek Cabinet approval to amend the Government Communications Security Bureau
Act 2003 (the Act) to improve the legislative framework, enabling the Bureau to perform
its functions effectively and efficiently with enhanced authorisation processes and
controls.

Executive Summary

2.

o8

The Government Communications Security Bureau (GCSB). performs three core
functions in contributing to the protection of New Zealand’s security and interests. First,
It has a key role to play in the cyber security domain: it hosts New Zealand's National
Cyber Security Centre, and Cabinet has indicated its expectation that the Bureau will
considerably enhance its cyber security capabilities to assist a range of organisations
(government, state sector, critical infrastructure providers and key economic
contributors). The purpose of this assistance is to protect information and ICT networks
and infrastructure from cyber threats.

Second, the Bureau’s foreign intefligence function contributes to informed government
decision-making through generating intelligence about the capabilities, intentions and
activities of foreign organisations and foreign persons. The function includes the
interception of communications, in keeping with the Bureau’s unique signals intelligence
role within the New Zealand intelligence community.

Third, the Bureau plays a crucial role in support of other entities — including the
New Zealand Defence Force, the New Zealand Security Intelligence Service, and law
enforcement.agencies including the New Zealand Police. The Bureau's unique skill-set
is invaluabte for other agencies to draw upon and it would be unrealistic to duplicate it in
those entities. It would not be cost-effective to do so.

The picture that emerges from the review of the Act and the compliance review is one of
a legislative framework that is not fit for purpose — and may never have heen. The Act
does not contain sufficient clarity or transparency to adequately support the Bureau's
legitimale activities. The current framework leaves the Bureau with an ambiguous legal
basis for conducting some of its core business as intended by the Act and as instructed
by Cabinet. Any uncertainty in the application of the law to the Bureau's activities is
highly undesirable, both legally and operationally, and carries risk. The responsible
course of action is to make the legislation clearer and more transparent.
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6. The changes proposed lo the Act do not represent an extension of powers. Rather, the
changes will put the Bureau on a sound legal fooling fo continue perorming the
functions thal the government expects il to in the interesls of New Zealand. The
proposals also modwru%e f‘ e Act to ensure Il keeps up with the changing security
environment and evolution in the global telecommunications environmenl

7. A clear and consislent governing statute is essential o w wder(m the oversight
mechanisms that apply to the Bureau, which ar Im proposed lo be strengthened,
Together these enhancements will give cmmd@ nee o the government and the wider
public that the Bureau is operating within the legal parameters that have been set for it.

Background

& 0On 11 December 2012, the Cabinet Committee on Domestic and Extemal Security
(DES), having taken Power to Act, agreed thatl a review of policy and legislation relating
o the core New Zealand Intelligence Community be undertaken, lincluding a review of
the Government Communications Securily Bureau Act 2003 [DES Min (12) 4/1-11.

9. Further background information is set out in the accompanying overview paper.
Comment

Objeclives and Functions

10. Seclion 7 of lhe Act sels oul a detailed slatement of the Bureau's "objective”, followed
by an equally detailed elaboration of its fUnctions” in section 8. The drafting is complex
the provisions overlap and in critical ways they contradict each other. For example,
seclion 7 effectively limits the Bureau's information security function to the public sector,
whereas section 8 envisages thatithe Bureau may provide advice {o enlities outside the
public seclor. Given that the Bureau may only perform its functions in pursuit of its
objective, it is difficull to reconcile the role envisaged in seclion 8 with the narrower
expression of the Bureau's.objective in section 7. The need for clarity is crucial at a lime
when the BUTG«%Ub LI nque wbw w\periase is increasin qu being called on to help

11, The currentdramework also creates uncertainly as to the Bureau's funclion of providing
expert advice amd assistance to other entities in support of their lawful activities,  This
role is reflected in the Bureau's funclions but Is not referred to in the objective provision.
The same tension therefore arises with respect to a funclion which Parliament intended
the Bureau to perform, but for which no clear enabling ohimtive exists ~ in effect stifling
the abllity of other enlities (parlicularly New Zealand's law enforcement agencies) o
draw on the Bureau's capabiliies in the performance of ihesr own lawlul duties.

12. Collectively the pr rovisions are unwieldy and create significant legal uncertainty as o the

precise scope ol the Bureau's qu 1 funclions. I the current environment, with rising
public interest in the roles and activities of the intelligence agencles and growing

reliance on GCSB's cap )z’}k‘niitie“ lo help New Zealand meel s cyber security
requirements, it is essenlial to address this uncerlainty by restaling the Bureau's core
functions within %m ted and simplified legislative framework,

sb(a}
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13.

14.

The core functions of the GCSB should continue to be:
() Information assurance/cyber security

(i)  Foreign {communications) intelligence

(iiiy  Co-operating with other entities

It is considered that there is scope to modify the existing sections 7 and 8 to ensure that
these functions are described in a way that allows the Bureau’s role and activities to be
more easily comprehended.

Information Assurance/Cyber Security

15.

16.

18,

The Bureau's information assurance/cyber security and co-operation functions are
currently compressed into a single paragraph of the Act (section 8(1)(e)) which is both
complex to negotiate and inadequate to empower the Bureau to carry out the full scope
envisaged for those functions. Splitting the two apart will improve transparency and
make it easier to articulate clearly what it is that the government intends the Bureau to
do, beyond its foreign intelligence role, to support New Zealand's security, international
relations and economic prosperity through the provision of expert advice and
assistance.

The Bureau has a key role to play in the wider cyber security domain. It hosts
New Zealand's National Cyber Security Centre, and Cabinet has indicated its
expectation that the Bureau will considerably.enhance its cyber security capabilities and
use its expertise to assist a range of organisations (govemment, state sector, critical
infrastructure providers and key econamic contributors) to protect their information, ICT,
networks and infrastructure from cyber threats [DES Min (10) 4/1, SEC Min (12) 4/1].
However, in the absence of a clearly legislated role beyond strict information security,
and given the ways in which sections 7 and 8 further restrict rather than enable this
function, the Act provides a dubious legal basis, if any, for the Bureau to develop and
use new capabilities and discharge these broader responsibilities.

. The particular role of assisting with information security is clearly indicated in the

legislation as.a function of the Bureau. But because the information security function
must be interpreted with reference to the Bureau’s objective, even this function can be
read narrowly to apply only within the public sector. On one interpretation, then, the Act
as currently worded excludes critical national infrastructure providers and organisations
of national significance from receiving any useful assistance from the Bureau.

The wording of the Act also casts doubt on the Bureau's ability to collaborate with
foreign partner agencies on cyber security issues. Participating in an international
network of cyber secutlty excellence gives the Bureau a valuable edge in detecting and
responding to advanced cyber threats aimed at New Zealand. Being unable to take pért
fully in this partnership — for example, if the Act hindered the Bureau from participating in
joint threat analysis or from sharing its own discoveries with partners — would
substantially degrade the Bureau’s capability in this area, with a consequential impact
on its capacity to protect New Zealand networks from cyber threats.




sB(a)

Foreign Intelligence

19.

20.

21.

The Bureau's foreign intelligence function is defined in the Act in a highly prescriptive
way which states not only what the overall function is, but exactly what it consists of and
how it is to be achieved ~ to a level of detail that includes deciphering, decoding,
translating, examining and analysing communications. This approach was presumably
intended fo facilitate the production of foreign intelligence; but it is excessively specific
and locks the Bureau into a certain set of activities rather than empowering it to carry
out its foreign intelligence function in any manner that is legitimate. This is far from
ideal, given the major changes in the ways technology is used to communicate since the
Act was passed 10 years ago — and in light of future changes which can already be
anticipated.

It is more appropriate to describe at a higher level the foreign intelligence function that
the Bureau is expected to carry out, complemented by a set of powers and limitations (o
govern what activities may be conducted in pursuit of the function, This approach will
provide transparency about the nature and scope of the function, without expressly
legislating the skills required in pursuit of these functions and powers.

The core activity of “intercepting communications” described in section 8 was designed
o be technology-neutral while defining the Bureau's uniaue sianals intellicanca rale
within New Zealand's intellicence cammunit

s92)(h)

22

The same lack of clarity is adversely affecting activities which are unrelated to the
production of foreign intelligence, but which end up being captured within the broad
definition of “intercepting communications” and are therefore theoretically subject to the
same restrictions that-apply to the foreign intelligence function. This has the potential to
impact adversely-on the Bureau's ability to provide cyber security advice and assistance
to government entities or private organisations. It is also hampering the Bureau from
assisting law enforcement agencies in any meaningful way.

Co-operating with Other Entities

23.

24.

The Bureau fulfils a crucial role in support of other entities. The New Zealand Defence
Force and the New Zealand Security Intelligence Service, as New Zealand’s other
security agencies, are the two domestic pariners with whom the Bureau has the
potential — and a need — to collaborate in certain circumstances. Law enforcement
agencies including the New Zealand Police can also gain clear value from being able to
draw on the Bureau for technical and other assistance in some circumstances.

The Act contemplates this support role, but provides no clear basis for defining the limits
of such assistance. Indeed it appears to constrain the role by stating (in section 8(2))
that advice and assistance may be provided to other entities in fulfilling their functions,

s6(a)
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26.

27.

28.

29

sb(a)

but only on matters that are relevant to the pursuit of the Bureau's own objective (or to
the safety of any person; or the commission of serious crime).

As a result, it is uncertain what basis the Bureau has for its co-operative role, and for
sharing its expertise across the intelligence community and the wider public sector. It is
not clear that the government can fully exploit the Bureau's capabilities for purposes that
fall outside the Bureau's own objeonve even when those purposes may be entzrely
Iegmmate and lawful sﬁ(a) f - , -

Such an outcome is at odds w1th the dnve for greater collaboratlon

expected as part of the delivery of better public services.

Greater clarity is required about whether, in what circumsiances, and to what'extent the
Bureau may provide assistance to others in accordance with its legal functions and
powers. The goal should be to enable the Bureau to provide assistance to the full
extent of its capability, without going beyond powers that the other agency is otherwise
lawfully entitled to exercise (but may be lacking the capability).  In-other words, the
Bureau should be able to assist another agency with any activity that the other agency is
lawfully able to conduct itself, and that intersects with a capability of the Bureau, subject
to any limitations imposed by law on that agency in performing its lawful duties.

Where the agency seeking assistance bas inherent authority to conduct a particular
activity, the Bureau should be able to provide aSS|stance W|thout requmng further
evidence of authorisation from that agency. se(a)
‘ ; ' ' - : {
- ln some lnstanoes dependxng on the nature of the actsvxty in
questlon ‘the agenoy requiring assistance will first need to obtain a warrant authorising
such activity. For example, the Police would need an interception warrant before they
could intercept communications and, by implication, before they could request
assistance from the Bureau in.undertaking that activity.

Warranted activities are by their nature more intrusive and require a greater degree of
authorisation. To.reassure the public that the Bureau is appropriately authorised — and
as a mafter of risk management on the part of the Bureau — there should be a clear
audit trail in writing that accompanies any request for assistance, before the Bureau is
able to take action. In this way it would be clear on its face that a request for Bureau
assistance had been made and, ideally, pursuant to which autharisation. This is not to
say that the Bureau may do anything at all under another agency's warrant. Clear limits
existunder well-established principles of constitutional law.

To give additional reassurance that there will be appropriate oversight of the Bureau's
activities, and to mitigate any risk of legal challenge, it would be prudent also to require
the Bureau 1o seek its own Ministerial authorisalion where advice or assistance Is
requested. The legislation should be sufficiently flexible to allow authorisation to be
sought for particular activities, or for classes of activities performed over a stated period
of time. This approach would enable the Responsible Minister to control the precise
parameters of any assistance to be provided (and impose conditions where desirable,
following consultation).

sﬁ(a) .
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Recommended Approach to Functions

30. To properly address all the issues discussed above, the following approach is
recommended to selting out the functions of GCSB in legislation:

®

Repeal or significantly rationalise section 7 of the Act (“Objective of Bureau”) in
favour of a consolidated section 8 (“Functions of Bureau”) clearly describing the three
core functions of the Bureau: information assurance/cyber security, foreign
intelligence, and co-operating with other entities

Correct the imbalance between the Bureau's three high-level functions by separating
them and providing clear legal authority for each

Extend the description of the information assurance/cyber security function 1o clearly
accommodate roles and responsibilities that Cabinet expects the Bureau to fulfil, and
to ensure thal the role can extend beyond the public sector if ‘the government so
directs

Rationalise the foreign intelligence function to a clear, high-leve! description of what
the Bureau does in this area rather than a detailed listof activities and methods

Clarify the function of co-operating with other  entities by providing a simple
mechanism for the Bureau to co-operate with entities in New Zealand and overseas,
with appropriate limitations and safeguards

31. Based on the approach above, section' 8 of the Act (“Functions of Bureau”) will be

amended to craft a description of the Bureau’s three core functions around the following
elements:

Information assurance/cyber security — Co-operating with, and providing advice and
assistance to both public and private sector entities on matters relating to the security
and integrity of electronic information, communications, and information
infrastructures of importance to the government

Foreign intelligence — Gathering and sharing communications intelligence about the
capabilities, intentions or activities of foreign organisations or foreign persons, in
accordance with the government's intelligence requirements

Co-operating with other entities — Co-operating with, and providing advice and
assistance to approved entities (notably security and law enforcement agencies) in
the peiformance of their lawful duties; and co-operating with approved entities to
facilitate the Bureau's performance of its awn functions

32. Officials will consult the Responsible Minister and the Attorney-General when drafting
the description of the Bureau's core functions,

Powers, Controls and Limitations

33. Part 3 of the Act sets out the intrusive powers available to the Bureau, namely the power
to intercept certain communications and to access certain computer systems with

6
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authorisation as required. These powers are subject to section 14 of the Act, which
imposes strict limitations where the communications of New Zealanders are involved.
The basic premise that the GCSB is not o conduct foreign intelligence activities against
New Zealanders remains valid. But the evolution of communications technology and the
rigid formulation of section 14 have conspired to cause unanticipated consequences that
are preventing the Bureau from conducting legitimate core business, including support
for other agencies and responsibilities in the cyber security domain that Cabinet expects
the Bureau to fulfil.

lt is imperative that these anomalies be addressed in a way that respects the
paramountcy of New Zealanders’ privacy while allowing the Bureau fo perform its lawful
functions effectively. Modifications to the approach in section 14 are recommended to
resolve the unanticipated effects of that provision. This involves applying limitations to
the Bureau's foreign intelligence function while enabling the Bureau:

e o conduct activities that do not impinge, or do not unduly” impinge, on
New Zealanders' privacy (in particular, interception of openly broadcast information;
interception with the consent of the parties to a communication; or training and
testing of equipment);

» to collect metadata (described further below) in bulk and analyse foreign metadata
components for foreign intelligence purposes;

o to scan internet traffic for advanced cyber threats and deal with these in a way that
promotes the protection of New Zealanders and New Zealand information
infrastructures in a modern telecommunications environment; and

« to collect information on New Zealanders when assisting another agency in the
performance of its lawful duties.

Section 14

356.

36.

Section 14 of the Act states that:

Neither the Director; nor an employee of the Bureau, nor a person acting on behalf of the
Bureau may. authorise or take any action for the purpose of intercepting the
communications of a person... who is a New Zealand citizen or permanent resident.

In its intent, section 14 reflects a basic premise that the GCSB is not to conduct foreign
intelligence activities against New Zealanders.

Section 14 was designed to place limits on the Bureau's foreign intelligence gathering
function. This is evident from section 13, which currenily describes the Bureau's powers
only in terms of the foreign intelligence role. What was not foreseen was that section 14
might impinge on the Bureau’s ability to perform a key cyber secutity role: that is,
working to ensure that New Zealand people and organisations can operate in a safe and
secure cyber environment. Cyber aftacks are launched against New Zealand by foreign
adversaries, but they are carried on New Zealand infrastructure and impact on
New Zealand victims. GCSB cannot identify, investigate or defend against these

sb(a)
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37.

38.

39.

40.

s6(a)

attacks if it is prevented from directing its analytic tools towards the communications
infrastructure within which the attacks are hidden.

In the current telecommunications environment, it is generally impossible to know for
certain whether a particular communication is “foreign” or “domestic” at the point of
interception.  Electronic communication takes place without regard for nationality or
borders, and may be routed anywhere in the world before it reaches its destination
(even if that destination is the same city in which it started). The information is only
capable of being filtered after collection. A restriction on collection that demands to
know in advance that a communication is definitely “foreign” is therefore unworkable
and, indeed, virtually meaningless in the internet age.

The same technical constraints are hindering the Bureau in effectively carrying out its
foreign intelligence function. Modern tools permit the analysis of very large volumes of
data generating considerable information s6(a) ’

and so on, in relation to foreign organisations and foreign persons
without needing to touch the contenl of any communication {that'is, without retrieving
the particular conversation that was held or the particular message that was sent). This
aclivity, known as "metadata analysis”, is considered to -be fundamental in the toolkit of
any signals inlelligence agency.

Because of the way digital communications are managed and routed globally, however,
it is impossible to exclude metadata generated by New Zealanders at the point of
collection: indeed, the metadata itself can be an important factor in determining that a
particular communication is a New Zealand ‘communication and should be disregarded.
Equally, when a New Zealand selector (suich as a phone number) is happened upon, il
should be possible for the Bureau to continue its analysis of the broader data set for

foreign intelligence purposes, provided that no specific analysis is carried out on that
New Zealand selector.

Finally, section 14 is impeding the Bureau in its function of assisting other entities. The
most compelling example may be activities which are cariied out for benevolent
purposes. For example, in the event that a member of New Zealand’s armed forces is
taken hostage while on duty overseas, the New Zealand Defence Force has a
responsibility. to seek the safe return of that person. sé(a) =

Section 14 of the Act prohibits the
Bureau from intercepting the communications of New Zealanders even when assisting
an agency with its lawful duties in benevolent circumstances like these, sé(a)

s6(a)
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42,

43.

44,

Metadata collected incidentally by the Bureau while carrying out its foreign mtelhgence
functson can be a powerful tool to generate Ieads 55(3) ~~

» itis lmpmtant to ptesewe the Bureau s ability
to retain and communicate such information incidentally obtained.

In summary, section 14 is outwardly attractive as a prominent, unequivocal safeguard of
the privacy of New Zealanders. However, the absolute way in which the provision is
expressed, together with developments in communications. technology and broadly
defined terms, are preventing the Bureau from carrying out.core business. In its current
wording section 14 is hampering the Bureau in performing its foreign intelligence and
co-operation functions, and prevents it from effectively fulfilling the evolving cyber
security responsibilities assigned to it by Cabinet. As communication shifts inexarably
towards increased use of the internet carried over fibre, these issues will intensify,
continuously degrading the Bureau’s ability to perform its functions.

The protection of New Zealanders’ privacy is fundamental and should be an integral part
of GCSB’s compliance framework. But the rigid expression of that expectation in
saction 14 is no longer fit for purpose, and needs to be recast in a way that permits the
Bureau to carry out legitimate activities to fulfil its functions in an effective and efficient
manner. The controls should be as robust and as credible as they are now; and they
should take full account of human rights and contemporary privacy considerations,
including developments in the area of unreasonable search and seizure.

5. As noted above, section 14 interacts closely with other provisions in the Act to create an

overarching framework for the Bureau’s intrusive powers. In the course of developing a
new approach for section 14, other modifications to the interception and access
authorisation mechanism, or 1o related defined terms, may prove hecessary to ensure
that-the process as a whole works seamlessly and achieves the right balance hetween
protecting New Zealanders’ privacy and facilitating the Bureau's legitimate activities.

Recommended Approach to Section 14

46.

To properly address the issues discussed above, it is proposed to modify the approach
taken in section 14 of the Act so as {o resolve the unanticipated effects of that provision.
The modifications would aim to:

o Preserve the basic premise that foreign intelligence activities may not be directed at
New Zealanders

sb(a)
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= Apply limitations to the Bureau's foreign mielligence function only

«  Permit the Bureau to conduct activities that do not impinge, or do not unduly impinge,
on New Zealanders” privacy (n particular, interception of openly broadcast
information; interception with the consent of the pariies 1o a communication; or
fraining and i;:s;hng ol equipment)

= Permit the Bureau o collecl metadata in bulk and analyse foreign meladata
components for foreign intelligence purpc

s Permit the Bureau lo scan internet traflic Tor advanced cyber threats and deabwill
these in a way thal ;,‘)Im')(f)‘k—:s-% the protection ol New Zeslanders and Ne‘:w Aealai‘“w

informalion infrastructures in a modern lelecommunications environment

« Enable the Bureau to collect information on New Zealanders whenrassisting anothel
agency in the performance of its lawful dulies, subject to any limitations imposed by
law on thal agency in the performance of its du ‘tse andsubject to the Bureau
obtaining Ministerial authorisation (which may

be given {m one o more aclivilies o
for one or more classes of aclivities; and subject toany directions, conditions or
restrictions thal the Responsible Minister umnm

rs appropriate)

Powers

47, As noted earlier, Part 3 of the Act confers three powers of interceplion on the Bureaw:

40

(y  Warrantless inlerceplion in situations not involving the physical connection of an

't‘ erception device to a networks and not ir‘xvol\fmg the installation of an

interception device in any place in order o intercept communications in thatl place
{sections 15 and 18)

(iy  Interception of communications by an interceplion device under an interception
warrant granted by the Responsible Minister (section 17)

(i) Access loa comp system under a computer access authorisation granted by
the Responsible ‘hn ler ( seclion 19)

This construct eontinues to provide the basic lools thal the Bureau needs 1o perform ils
funcliops effectively and elficiently, though the language used {o caplure the powers is
in somegespects ouldated and would he efit from being refreshed. There may also be

u;:)pmlumteu to clarify and streamline aspects of the powers related 1o the wider
overhaul of the legislation,

Al present, section 13 of the Acl dictates that the Bureau's powers are only available for
the purpose of oblaining loreign inlelligence.  While much ol 1he 'ﬁ%n;‘e‘«w‘ﬁfu‘&; work
(including in the cyber security domain) can ultimately be linked to a foreign intelligence
objective, the Act was (.(‘)H(J('*l\/t*‘(i at a time “hf 1 the nalure, exient and polential impacl
of the cyber threat was dramatically diferent from the threat posed now, and the
approach imposed by seclion 13 is :u"x:ﬁu;m‘(>rm};&i(: and overly limiting. 1t is prope

¢

broaden the ambit of

sed to
the powers h Part 3 to the performance of any or all of the

Bureau’s functions, subject to appropriate controls and limitations
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Section 25 of the Acl currently allows the Bureau to retain and pass on any information
that comes into its possession relating to the prevention or detection of serious crime —
even if the Bureau would ordinarily be obliged to destroy that information as irrelevant.
It is proposed to retain this concept of “incidentally obtained intelligence” to enable the
Bureau to communicate information in a slightly expanded range of situations such as
aclivities involving a threat to life; a threat ic security; persons acting as an agent of a
foreign power; as well as the commission of a serious ¢rime.

Ministerial Authorisation

51.

Sections 17 and 19 of the Act currently provide the mechanisms for seeking Ministerial
authorisation to intercept communications and to access specified computer systems.
Approval may only be granted if the Minister is satisfied that certain conditions exist,
including: that the activities are essential to advance an objective of the Bureau; that the
value of the information sought justifies the proposed activity; and that the information is
not likely to be obtained by other means. I is proposed to augmentthese with further
conditions requiring an assurance that nothing will be done beyond what is required {o
properly perform a function of the Bureau; and that the nalure.and consequences of the
acts done will be reasonable, having regard to the purposes for which they are catried
out. These lests draw on similar provisions in the Search and Surveillance Act 2012
(section 68, for example) and in Australia’s Intelligence Services Act 2001.

. In order to bring greater fransparency and consistency to Ministerial oversight of the

Bureau’s aclivities, an additional mechanism is proposed, in line with a similar provision
in Australia’s Intelligence Services Act 2001, The mechanism would enable the Minister
to issue written directions to the Bureau setling out the particularly sensitive or non-
routine activities or classes of activities for which the Bureau would be required to
obtain explicit Ministerial authorisation before proceeding. This additional control
measure might apply, for example, to specified types of computer network operation, or
particular forms of co-operation with other agencies.

. 1t is proposed that the same strict conditions would apply to all avenues for seeking

Ministerial authorisation. This will establish a higher degree of consistency across the
mechanisms and provide greater confidence that all activities proposed by the Bureau
are truly necessary, justified and reasonable.

. The enhanced Ministerlal authorisation process suggested in this section sits within a

wider framework of enhanced oversight — in particular through the revamped role of
Ingpector-General of Intelligence and Security — which is proposed in the accompanying
paper on oversight of the intelligence agencies.

Recommended Approach to Powers and Authorisations

55,

With regard to the powers of the Bureau and the associated authorisation mechanisms,
the following approach is proposed:

o Retain the basic construct of specific powers to intercept communications and to
access computer systems with appropriate authorisation processes

11
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« Retain the concept of “incidentally obtained intelligence” in section 25 of the Act, and
enable ils application to a modestly expanded range of situations such as a threat to

life; a threat to security; acting as an agent of a foreign power: as well as the
commission of a serious crime

o Introduce greater Ministerial oversight with a new mechanism through which the
Minister would specify particularly sensitive or non-routine activities or classes of
activities requiring explicit Ministerial authorisation

¢ Enhance the range of conditions that must be satisfied before Ministerial
authorisation may be granted to include assurances that the activities proposed- by
the Bureau are necessary, justified and reasonable, and apply those conditions to all
Ministerial authorisation processes to improve consistency across the authorisation
mechanisms

» Clarily that the Bureau’s powers apply to the performance of all its functions

e During the drafting phase, make other amendments as appropriate to update, clarify
and streamline the framework underpinning the Bureau's powers and related controls
and authorisalion processes

Miscellaneous Amendments

56. Several miscellaneous amendments have been identified to complement other
proposals for the Bill, to promote operational efficiency in the Bureau’s business, and in
the interests of updating the Act generally.

Privacy Prolections

57. Under section 57 of the Privacy. Act 1993, the Bureau and NZSIS are exempt from all
the privacy principles except principles 6 (access to personal information), 7 (correction
of personal information) and 12 (unique identifiers). In the 19988 report Necessary and
Desirable, the Privacy Commissioner recommended that the Acl be amended to make a
further four principles-applicable to the intelligence agencies:

» Principle 1 (purpose of collection of personal information)

» Principle 5 (storage and security of personal information)

s ~Principle 8 (accuracy of personal information to be checked before use)

= Principle 9 (agency not to keep personal information for longer than necessary)

58. The Law Commission considered and supported this recommendation in its June 2011
review of the Privacy Actl. In response, NZSIS recently obtained Cabinel approval {o
apply principle 5 without modification; and to apply principles 1, 8 and 9, modified as
necessary to achieve the effective and efficient performance by the Service of its
functions [DES Min (13) 1/4]. In the interests of enhancing privacy protections for
New Zealanders, it is proposed that Cabinet agree to take a similar approach to the
Bureau.

12
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Effective oversight will help to give confidence in the Bureau’s implementation of privacy
protections. The Office of the Privacy Commissioner and the Inspector-General of
intelligence and Security have overlapping responsibilities in this regard (see section
15(3) of the Inspector-General of Intelligence and Security Act 1986). During the
drafting phase, consideration will be given to how this should best be managed,
including the possibility of legislative amendments, given the range of proposals in this

paper.

The Privacy Act was amended in February 2013 to infroduce a new regime for the
sharing of personal information to facilitate the provision of public services. During the
drafting phase, consideration will be given to the practical implications of the new
regime, including whether the Bureau should look to develop an information. sharing
framewark that mirrors Part 9A of the Privacy Act, with the possibility of exernptions from
or modifications to the information privacy principles, if appropriate.

Record of Warrants/Authorisations

61.

To enable the Inspector-General of Inlelligence and Security to have access lo the best
possible information, as has previously been agreed by Cabinet'in respect of the review
of NZSIS legislation [DES Min (13) 1/4 refers), it is proposed that the Act be amended to
formalise the Bureau's current practice by requiring it to. maintain a written record of all
warrants and authorisations, in a form readily available for inspection by both the
Responsible Minister for GCSB and the inspector-General. Together with changes to
be made to the NZSIS legislation, this will notronly provide clarity for the Inspector-
General, but will also support a strong compliance culture within the intelligence
agencies. Further context for this proposal is set out in the accompanying paper on
oversight of the intelligence agencies.

Immunity from Criminal and Civil Liability

62.

63.

The functions and powers set out in the Act (both currently, and as it is proposed to be
amended) empower the Bureau to undertake activities that would otherwise be in
breach of law, ltis important to safeguard Bureau employees, and others who may be
authorised to assist the Bureau in its lawful duties, against exposure to criminal or civil
proceedings when acting in good faith in the periormance of a legitimate function. This
includes situations where the Bureau is providing assistance to another entity.

Section 21 of the Act currently provides that every person who is authorised to give
effect to an interception warrant or a computer access authorisation is justified in taking
any-reasonable action necessary to give effect to it. The language of section 21 is
somewhat outmoded and is at present confined lo activities conducted under Ministerial
authorisation. lt is proposed to update section 21 of the Act to align it with any revisions
to the provisions on powers, and to acknowledge that the Bureau has a limited number
of powers that may be exercised without Ministerial authorisation. Consistent with the
equivalent regime in the Search and Surveillance Act 2012, the intent is to ensure that
the Act provides a person with immunity from civil and criminal liability in New Zealand
for any reasonable act done in New Zealand or elsewhere in good faith in accordance
with the legislation, including under the function of assisting other entities.

s6(a)
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Penaltios lor Unauthorised Disclosure of Information

64 Under section 11 of the Acl, il is an offence for a current or former employee of the
Bureau to disclose or use without authorisation any information o}‘amernfml through the
pmsmn's connection with the Bureau, The offence caries a maximum penally of two
years' imprisonment or a fine not exceeding $2.000. 11 is timely lo update the maximum
penalty for this offenice in line with equivalent provisions elsewhere in the stalule book,
commensurate with the seriousne

of disclosing information affecting r‘a;ﬂi(v“lz::l secuUrity
and New Zealand's intemational reputation (see, for example, s78A of the Crimes Act
196 1), With this in mind, il is proposed that the penally be incre
three years' imprisonment or a fine of 55,000, or both,

ased to a maximum of

Authorisation in Situations of Urgency

6. Under the Act as il stands, only the Responsible Minister has authority to grant an
mi‘rer(:m")ilm1 warrant or a ::mmpmw access authorisaltion. s i>r'<‘>;”msc;:d o amend the
Act to provide alternative avenues for oblaining Ministerial authorisation in situations of
urgency when the Responsible Minister is not readily ;:Wiaﬁulm ble. “In such circumstances
the Bureau would be able to seek authorisation from specitied other Ministers, incliding
the Minister of Defence, the Minister of Foreign Allairsand the Atlomey-General.

Consequential Amendments

66, Depending on the final sz;ha‘x;in:’; of the (provisions on Ministerial  authorisalions,

consequential amendments may be required to associated provisions such as section

8 (which relates lo persons acling under an inlerceplion warrant). These amendmenls
would be of a largely administrative-nature.

Amendment lo the Appolntment Framework for the Director of GCSE

67. In 2010, (m«xhnm‘i agreed that the a pp(')irmmﬂ‘xt framework for the chiel execulive of
GCSB (and of NZSIS) beradjust ed y provide the State Services Commissioner with a
statutory i HJH(“M[P {ormanage and advise on the selection process, defining the term ol
office of up to five vears, providing for the reappointment ol chief executives, and
eslablishing theole of the Slate Service ic

s Comimi

in selting conditions of service
and the process lor lermination [CAB Min (10) 38/8]. These fg(‘(l sions were given elfect
through non-legislative measures until such time as i was ;uu jcable to make the
necessary legislative amendments. The review of the Acl presents such an opporiunity.

Consultation

687 This paper was prepared by the Department of the Prime Minister and Cabinet in
collaboration with the Government Communications Security Bureau  The New Zealand
Securily Intellige Service, New Zealand Defence Force, Miwiﬁ“ry of Foreign Affairs
and Trade, erw Zealand Police, Olice of Hm Privacy Commissioner, New Zealand

usioms Service, Ministry of Defence, Ministry of Justice, Siale Services Comimission
mwi the Treasury were consulted,
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Financial Implications
69. There are no financial implications arising from this proposal.
Human Rights

70. The proposals in this paper were developed to be consistent with the right and freedoms
affirmed in the New Zealand Bill of Rights Act 1990 (NZBORA) and the Human Rights
Act 1993. The proposed amendments, in particular, engage the right to be free from
unreasonable search and seizure affirmed in section 21 of the NZBORA.

71. A final view on the consistency with the NZBORA will possible once legislation is
drafted. The Crown Law Office will be undertaking the NZBORA vet of the Intelligence
and Security Bill,

Legislative Implications

72. Legislation is required to implement this proposal. On 11 December 2012, the Cabinet
Committee on Domestic and Exiernal Securily agreed that a bid be prepared for the
2013 Legislation Programme for an Intelligence and Security Bill with a category 2
priority (must be passed in 2013), and noted that the bill would he enacted by August
2013 [DES Min (12) 4/1-1].

73. It is proposed that the Act as amended will bind the Crown. This is consistent with the
approach taken in section 5 of the current Act.

Regulatory Impact Analysis

74. Regulatory impact Analysis requirements apply o this paper. A Regulatory Impact
Statement has been prepared and accompanies this suite of papers.

Recommendations
75. The Minister Responsible for GCSB recommends that the Commiittee:

Background

1. note that on 11 December 2012 DES agreed that a review of the Government
Cammunications Security Bureau Act 2003 (the Act) be undertaken [DES Min
(1) 4/1-13;

2. note that the Act has been reviewed in light of prevailing circumstances,

revealing a number of issues that are giving rise to legal risks, as well as
hampering the Bureau's legislated powers in unanticipated ways, adversely
impacting on the Bureau's ability to perform its legitimate activities and
preventing it from being well positioned to deal with future issues;

Objective and Functions

3. agree (hat section 7 of the Act ("Objective of Bureau”) be repealed or
significantly rationalised in favour of a consolidated section 8 ("Functions of
Bureau”) clearly describing the three core functions of the Bureau: information

15
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assurance/cyber security, foreign intelligence, and co-operating with other
entities;

agree that the three core functions of the Bureau be reflected in the Act with
equal prominence and with clear legal authority provided for each function;

agree that the description of the Bureau's information assurance/cyber
securily function should be adjusted to accommodate roles and
responsibilities that Cabinet expects the Bureau to fulfil (such as assisting
New Zealand organisations to protect their information, ICT systems and
networks, and infrastructure, from cyber threats) and to ensure flexibility for
the function to be delivered outside the public sector if so directed;

agree that the Bureau's foreign intelligence function should be rationalised to
a clear, high-level description of what the Bureau does In this domain rather
than a detailed list of activities and methods;

agree that the Bureau's co-operation and assistance funclion should be
clarified to ensure that the Bureau can work with approved entities in
New Zealand and overseas, with limilations and safeguards as appropriate;

note, based on the approach in recommendations 3 — 7, that section 8 of the
Act (*Functions of Bureau") will be . amended to craft a description of the
Bureau's lhree core funclions around the following elements:

8.1 Information assurance/cyber security — Co-operating  with, and
providing advice and assistance to both public and private seclor entities on
matters relating to the security and integrity of electronic information,
communications, and information infrastructures of importance to the
government

8.2 Foreign vintelligence - Gathering and sharing communications
intelligence aboul the capabilities, intentions or activities of foreign
organisations or foreign persons, in accordance with the government's
intelligence requitements

8.3 Co-operating with other entities — Co-operating with, and providing
advice and assistance to approved entities (nolably security and law
enforcement agencies) in the performance of their lawful duties; and co-
operating with approved enlities lo facilitate the Bureau's performance of its
own functions

note that officials will consult the Responsible Minister and the Aftorney-
General when drafling the description of the Bureau's core functions;

Powers, Controls and Limitations

10.

note thal the existing powers to intercept communications and lo access
computer systems in sections 16, 17 and 19 of the Act continue to provide the

16
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12.

13.

14.

s6(a)

basic tools that the Bureau requires to perform its functions, subject to some
updating of the language used;

note that section 14 of the Act (“Interceptions not o target domestic
communications”) reflects a basic operating premise that the Bureau is not to
conduct foreign intelligence activities against New Zealanders;

note that the rigid expression of section 14, together with broadly defined
terms and changes in technology, are causing unanticipated consequences
preventing the Bureau from conducting legitimate core business, including
support for other agencies and responsibilities in the cyber security domain
that Cabinel expecls the Bureau to fulfil;

agree that the approach in section 14 of the Act should be modified in a way
that resolves the unanticipated effects of that provision, including:

13.1  safeguarding the privacy of New Zealanders and the basic premise
that the Bureau's foreign intelligence activitiessmay not be directed at
New Zealanders;

13.2  pemitting the Bureau to conduct activities that do not impinge, or do
not unduly impinge, on New Zealanders’ privacy (in particular,
interception of openly broadcast.information; interception with the
consent of the parties to a communication; or training and testing of
equipment);

s9(2)(h)

13.4  permitting the Bureau to scan internet traffic for advanced cyber
threats and to deal with these in a way that promotes the protection of
New Zealanders and New Zealand information infrastructures in a
moderm telecommunications environment;

13.5 _‘enabling the Bureau to collect information on New Zealanders when
assisting another agency in the performance of its lawful duties,
subject to any limitations imposed by law on that agency in the
performance of its duties, and subject to the Bureau obtaining
Ministerial authorisation (which may be given for one or more activilies
or for one or more classes of activities; and subject fo any directions,
conditions or restrictions that the Responsible Minister considers
appropriate);

agree that:

14.1  the concept of "incidentally obtained intelligence” reflected in section
25 of the Act should be refained; and

14.2  the application of the concept should enable the Bureau to retain and
share information in a limited set of circumstances such as a threal to

17

6y oa



£

16,

e
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lite; a threatl to securily; pe

s0Ns acling as an agent of a foreign power,

or the commission of a serious crime;

agree thal the Acl should be amended to incorporate a new mechanism to
enhance Ministerial oversight of Bureau aclivilies, through which the Ministes

would specify paricularly sensitive or non-routine activities or classes of
aclivities requiring explicit Ministerial authorisation:

agree thal the condilions under which Ministerial authorisation may be granted
should be enhanced to include assurances that the aclivities proposed by if
Bureau are 1"1@:(:%»,5:;:»-;:—4&»/ §I,Jf‘\1ii?%eﬁ?(;l and reasonable, and to p}‘(i)\fl({{-}\, consisiency
across the Ministerial authorisation mechaniams:

agree that the Act should be amended to reflect that the Bureau may exercise
its legislated powers to fullil any of its prescribed functions;

agree during the drafting phas
appropriate to update, ¢l

that other amendments be made as

atity and streamline the ramework unde ps ning the
Bureau's powers and related controls and authorsation processe

scellaneous Amendments

19,

3
oo

note that, under section 57 of the Rrivasy Act 1993, the Bureau is currently
xempl from all the privacy principles_excepl principles 6 (access o personal
information), 7 (correction of personal information) and 12 (umqum identifiers);

agree that, in line with recent Cabinet decisions in respect of NZSIS [DES Min
(13) 174}

201 privacy principle 5 should apply to the Bureau withoul modification

202 privacy principles 1, 8 and 9 should apply to the Bureau, modilied i
necessary to achieve the effeclive and efficient performance of the
Buraau’s ful‘n‘:lim‘ls-;, in consultation with the Ofice of the Privacy

Commissioner, the Ministry of Justice and affected agencies;

agree that, in line with rece

1 Cabinet decisions in respect of NZSIS [DES Min
(13) 141, the Acl should be amended lo formalise the Bureau's current
praclice by requiring it o maintain a wiillen record of all warranis and
authorisations, in a form readily available for inspection by bolh the
Responsible Minister for GCSB and the Inspecior-General of Intelligence and
Security;

agree that section 271 of the Acl should be amended, consistent wilh the
equivalent regime in the Se:

arch and Su “\feil!;%mm Act 2012, 1o ensure that it
500 w»ih immunity from civil and criminal liability in New Zealand
for any reasonable act done in New ;c,e:z:-v!zai‘n:i or elsewhere in good faith in
accordance with the le <)|(I dion, including under the Tunclion of assisting othe:
entities;

provides a pers
<
i
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23.

24.

25.

26.
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agree that the Act should be amended to increase the penalty for
unauthorised disclosure of information to a maximum of three years’
imprisonment/a fine of $5,000 or both, to align it with penalties for equivaient
offending elsewhere in legislation;

agree that the Act should be amended to enable authorisation to be granted
by a Minister other than the Responsible Minister in situations of urgency
when the Responsible Minister is not readily available or contactable;

note that consequential amendments may be needed to the provisions
governing the execution of Ministerial authorisations;

note that in 2010, Cabinet agreed to modify the appointment framework for
the Director of GCSB, providing the State Services Commissioner with a
statutory mandate to manage and advise on the selection process and
providing for other matiers related to the office of Director [CAB-Min (10) 38/8],
and thatl amendmenis to the Act are required to give effect to these decisions;

Leqgislative Process

27.

28.

29.

30.

31.

note that on 11 December 2012 DES agreed that a bid be prepared for the
2013 Legislation Programme for an Intelligence and Secuwrity Bill with a
category 2 priority (must be passed in.2013) [DES Min {12) 4/1-1];

note that on 11 December 2012 DES noted that the bill would be enacted by
August 2013 [DES Min (12) 4/1-1];

invite the Minister Responsible for GCSB, and the Minister of State Services
in relation to the proposed amendments to the appointment framework for the
Director of GCSB, to issue drafting instructions to Parliamentary Counsel to
give effect to the above decisions;

agree that the Act as amended should bind the Crown, consistent with the
present approach under section 5 of the Act;

authorise the Minister Responsible for GCSB and the Atltorney-General (o
make any decisions on additional matters that are necessary for the above
proposals, and that are consistent with Cabinet’s decisions.

Rt Hon John Key
Minister Responsible for the Government Communications Security Bureau
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REGULATORY IMPACT STATEMENT

Government Communications Security Bureau Act Review

Agency Disclosure Statement

1.

o

This regulatory impact statement has been prepared by the Department of Prime
Minister and Cabinet with the Government Communications Security Bureau.

It provides an analysis of options to update and amend the Government
Communications Security Bureau Act 2003 (the GCSB Act) to respond to the findings
and recommendations of the recent review of compliance at GCSB cartied out by
Rebecca Kitteridge, and to respond to changes in GCSB’s operating environment.

The analysis of options was conducted as parl of a wider New Zealand Infelligence
Community Policy and Legislation Review project, which included an exisling review of
the New Zealand Security Intelligence Service Act 1969 and a review of legislation
providing for oversight mechanisms (the Intelligence and Security-Commitlee Act 1996
and the Inspeclor-General of Intelligence and Security Act_1996). The analysis of
options took into account the work on these other reviews, and the compliance review.

The GCSB Act contains intrusive state powers. Consequently any review of the GCSB
Act will involve the consideration of human rights. and privacy matlers. Respect for
human rights, and individual privacy and traditions of free speech in New Zealand were
guiding principles in undertaking the review and developing recommendations.

Rajesh Chhana
Intelligence Co-ordination Group
Department of Prime Minister and Cabinet

22 March 2013
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Status quo and problem definition

5,

11.

The GCSB has a vital role to play in protecling the security and safety of New
Zealanders. Together with the other New Zealand Intelligence Community agencies, the
GCSB contributes to the protection of the national security of New Zealand.

The GCSB was continued and established as a department of State by the Government
Communications and Security Bureau Act 2003 (GCSB Act). The GCSB Act has not
been amended since its enactment in 2003,

The GCSB Act sets out the objectives and functions of the GCSB, specifies the intrusive
powers Parliament has necessarily provided to the GCSB to fulfill its functions and the
related authorisation processes. The ability to exercise such powers comes with
responsibility — responsibility to operate within the law and conseguently o maintain the
confidence of everyday New Zealanders.

In October 2012 Rebecca Kitteridge was seconded from the Cabinet Office to the GCSB
to undertake a review of compliance at GCSB to provide assurance to the GCSB
Director that the GCSB’s activities are undertaken within its powers and that adequate
safeguards are in place. Ms Kitteridge briefed officials working on the New Zealand
Intelligence Community Policy and Legislation Review project aboul her review, and her
findings have been taken into account in developing the proposals referred to in this
paper.

Two broad problems with the GCSB Act have been identified. First, while the GCSB Act
provides for and authorises its current activities, it is not easy to determine whether any
given activity falls within the scope of the prescribed functions of the GCSB or not. A
considerable amount of legal analysis about the interplay of different provisions within
the GCSB Act is heeded to arrive atany such conclusion.

. This situation is not satisfactory. The foundation of effective oversight is having a clearly

formulated and consistent slatutory framework. The lack of such a framework makes
management and oversight of the GSCB very difficult, having to rely as it does on
extensive and complex analysis of the meaning of the GCSB Act. The only responsible
course of action when dealing with intrusive powers is to make the legislation clearer and
more transparent.

Second, since«the enactment of the GCSB Act in 2003 there have been a number of
changes in thethreat environment facing New Zealand, particularly in the area of cyber
security, and developments in the law relating to privacy and search and surveillance.
The issues that require the GCSB Act to be updated can be summarised under four
headings.

Changing information securily requirements

12.

13.

The cyber environment continues to inhovate at a remarkable pace, fueling economic
growth and International trade opportunities. Consequently, there is an increasing shift
of activity, both business and government, to that environment. To counter the threat o
business and government information the Government launched the New Zealand Cyber
Security Strategy in June 2011 (NZCSS).

The GCSB currently has as one of its core functions information security and assurance.
The advanced capabilities developed through GSCR's intelligence work mean it is
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ol the NZCSS, the Naiiuz al Cyber Securily Cenlre (NCSCY was created within the
GOCSB. The Cabinel has indicated ils expeciation that the GCSB will considerably
enhance ils cyber securily capabilities ar‘:d use Ns experlise {o assisl a z“ang:}tz?: of

uniquely placed 1o contribule to responses to cyber security issues. Thal is why, as parl

organisalions (government, stale sector, entical national infrastruclure ; yroviders, and key
econonic col ’u‘ibutom). However, the impl@mer‘i tion of the NCSC has hml’s!miwtcxi
limitations on the ability of GCSE o conlribute 1o this work because mf the provisions of

the GCSE Act (;m exarmple i1 is nol clear that the GCSB can provide advice and
assislance (o privale seclor entiiies in New Zes

t4. The mmpact of cyber threals 15 difficull o quaniily precisely, but the NZCSS sets oul
some of the polential impacls, as well as some estimales 14;1_1&;@%5:%9 New Zealanders
fose up lo $500m annually due o cyber

-horne fran i scams. Recent statistics on
Hae,e: NCSC websile indicate thal in the last 12 months <‘:\/b(§f' crimes against New
;;;;;; calanders cost $625m, and the global cost was estimaled al up 1o $460 billion.

. More broadly, the monetized cost of loss of intellectual property as @ resull ol cyber
intrusions into private seclor entities is exceptionally dif mn to.quantily, in part becanse
companies are reluctant o reporl losses or may not even kpnow thelr property has been
stolen.  However, based on the scale ol intrusions: ands extillrations seen in othe
jurisdictions and the number of intrusions reported in New Zealand the potential cosls 1o

New Zealand of cyber-based industrial espionage are likely to be significant

16. Internationally Ti\e trend has been described as-shifting from "exploitation” to “disruption”

and "destruction”. In other words the cyber threat is changing from thefll of personal and

Hmf;: leciual properly, lo denial of service atlacks a

1d destructon of compuder networks,

17, The NCSC 2012 Incident Sununary teporied thal there was a significant increase (from
90 1o ’L;fl) in the number of reporfed serious attacks againsl New Zealand government
agencies, critical national infrastructure and private sector organisa

lions,

18. 11 a major attack was directed at government agencies, critical national infrastruciure
providers (for example telecommunications networks and water supply) or companies
that drive New Zealand's economy, there could be signilicant disruplion 1o comimercial

and personal activities. 1t would also put at risk New Zealand’s political and business

reputation.

Changing securily.environment

19. The securily environment New Zealand faces today presenls new challenges.
Globalisation means that New Zealand is no longer as distant from security problems as
fwas’in the ;‘:v‘a%i Security issues are increasingly interconnected and national borders

are less meaningiul.  The increasing level ol innovalion in the cyber environment and
the x,:t"»iqtmy o n"‘sicvrmel~~i:3z~lsz;<::('i services s giving rise to new sec

ity threats and

J

vulnerabilities. The CGCSE Act was enacled 10 years ago when cyber mallers were less
ss(‘);‘)}"ﬂ:ﬂilt::‘alefrci and prominent,

Changing public faw environment

20, The legal environment in which the GCSBE Act is interpreted has developed since s
enactment.  The courls’ consideration of Iza:aw enforcement cases has provided further
guidance sbout how intrusive state powers should be sel oul in statule, and highlight
areas  where powers may no longer be  effective given the change in the
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lelecommunications environment.  For law enforcement agencies these issues were
reviewed comprehensively over a number of years, and were addressed in the Search
and Surveillance Act 2012,

Better Public Services

21.In addition to the issues above, the GCSB plays a crucial role in the support of other
government agencies, in particular the New Zealand Defence Force and the NZSIS. The
GCSB also supports the New Zealand Police in the detection and investigation of serious
crime. The GCSB's unique capabilities are an invaluable resource for those agencies to
draw upon,

22.The GCSB Act review considered that in a small jurisdiction such as New Zealand we
cannot afford to duplicate expensive and sophisticated assets, and there are limited
numbers of people that can work with such assets. Consistent with the Better Public
Services programme, the capabilities such as those developed or acquired by the
GCSB, where appropriate and subject lo necessary safeguards, should be available to

assist in meeting key Government priorities. This too should be addressed in the update
of the GCSB Act.

Objectives
23. The objectives of the GSCB Act review are;

» To provide for greater and more effective oversight at all levels (internally by the
Director, at ministerial level by the responsible Minister and externally by the
mspector-General and the Intelligence and Security Committee).

+ To enable the GCSB to respond to the changing security environment, cyber and
information security environment, and the changes in the public law environment
since the GCSB Act was passed in 2003.

Regulatory Impact Analysis
24. Three policy options were assessed:

* non-legislative solutions;

o amending the GCSB Act;

o repealing and replacing the GCSB Act.
Non-legisiative solutions

25. As noted above the GCSB Act is a piece of legislation that sets oul and provides
safeguards for the use of infrusive slate powers. The GCSB cannot address any new
threats beyond those it is permitied to address in its legislation.

26. The difficulties associated with the interpretation of the GCSB Act could be addressed by
developing detailed guidance material, but it would be of limited benefit and consume
considerable lime and expenditure on legal advice to develop. This would not
substantially address the need to improve management and external oversight of the
GSCB.

27. Non-legislative solutions cannot satisfactorily meet the two objectives.
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Amending the GCSB Act

i order to meet the second objective, while the range of powers available o th

. The b

B Act currently pravides for three Tunctions;
»  Foreign inteligence
= Information security and assurance

»  Co-operalion and assislance {o other entilies

29. The two objectives could be rel by updaling and clantying the current Tunclions sel oul

in the GCSRB Aclt. i1 is not considered that any new funclions need to be added, but a
relresh of the way in which the functions are articulaled would ensure that the luncllons
it the changing operational environment, as wall as pi '('»vsmr“q greater clarity aboutwhat
GCSRB's functions m:tmll\/ are.  The

> cormnplement and amplity the
Is 1o strengthen oversight by the mff;;')(:rcf:im‘ (\;Se»:nf:fi‘:ixl o m telligence and Securily.

Proposa

Snthe case of the foreign intelligence and cooperation funclions, bolhhwould need o be

clarified {o allow for more elfective oversight, and in the case of a:c}();?)e;”aiimt'a a ministerial
authorisalion process could be included in the GCSHE Acl to provide & way of determiming
who GUSHE can work with and under whal circumstances

The information ity and assurance funclion in the GGCSEB Act Tocus

on providing pn:)i(,f(;tlvu services

s almost enlirely
o public seclor entilies. ~However, threals in ihe (2\/3“){»~:l
environment also put at grave risk our crilical infrastructure and businesses thal diive owr

aconomy. This funclion needs lo be given more prominence. 5o oo the expeclalions ol
the GCSB in sff,;‘—ﬂeéqmrcii ng New Ze‘e:ﬂém(' information, in both public and private sectors,
s to be made clear.

2. The GCSB Act currently sets out three fypes of powers:

«  Warranlless powers ol interception and access
= Interceplion warrants
«  Compuler network access authorsations

These powers areccontained in Part 3 of the GCSB Act along wiihy other provisions thal
control the use of those powers,

- The objective al \greater and more effective ovarsight would be mel stifl requiring the

urrent range of zaui%m isations bul amending the GUCSE Acl so ﬁhe amim safior
processes are more transparent and consistent.

e GCBR
does not need 10 be expanded the GUSE Act would be amended lo make il clear thal
the powers can be used for both the foreign intellige

nce function and the information
security and assurance function.  The powers are needed o supporl the information
f?;f:‘zfc:ut“i'iy and assurance function to give the GCSB the ability to respond effectively o

emerging r\/he ‘?‘hrmia against New Zealanders,

sic premise underpinning the operations of the GCSB that It does nol conduct
foreign intelligence acliviles  againsl New Zealanders will be retained (cumrently
contained in section 14 of the GCSB Act). However, because the information SE&ENJLH’H\/
and assurance funclion is about prolecting New Zealanders, an amendment will also be
required o allow the GCSB o see who (namely New Zeal

and  individuals  and

sbia)
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being attecked. This would allow the GCSB {o delermine where the
ihreats are being generated from and develop measures to counter those threats.
g

companies) s

Finally, amendmenis could be made lo update the description of the powers (o
accommodate changes in how communication are now carried and routed around lhe
world. This would be similar to the work undertaken for law enforcement powers in the
Search and Surveillance Act 2012,

The costs of developing and drafting the proposed amendmenis and implementing them
fall on the Government. The GCSB Act applies to the operation of the GCSB
consequently the cosis are parl of its core operating expenses, and no compliance costs
for bhusiness arise.

39, This approach would have the following outcomes and benefits:

| Government agencies  fulfill

Outcomes - Benefits

Grealer clarity of the law governing the |
operation and administration of the GCSB

Provides basis for more ‘effective oversight
bodies, thereby
enhancing public trustand confidence.

by external oversighl

Respomds”{b”c;hanges in the public law

environment that the law reflects
- current jurisprudence and is relevant o the
current technological environment.

S0

Provides clarity to the public on the
funclions and powers of the GCSB.

Provides clarity to staff and enhances
management oversight of GCSB aclivilies.

GSCB funclions updated {o allow GCSB to
meel in cyber
security.

Enables GCSB {o support privaie sector in
addition to public seclor entities to counter
cyber threals, which currently have an
estimated impact on New Zealanders of
over $0.50 billion in terms of cyber crime
alone.

new threats, particular

Enables GCSB to more effectively detect
and respond {o cyber threals by allowing il
lo use the powers in the GCSB Acl when
undertaking its information security and
assurance function.

Allow GCSB fo betler fulfill the functions of
the NCSC and play an effective parl in the
delivery of the NZCSS along with the other
agencies tasked with its delivery.

GCSsE - Other agencies will not have o duplicate
technical capabhilities and expertise already

other
lawful

advise
their

able to assist and

functions wilh its lechnical capabiliies and

aexpertise.

56(a)

held by the Crown, and make effective and
efficient use of the GCSB’s capabililies.
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Repealing and replacing the GUSE Act
The two objectives could be a«:hiwvmi by taking a more expansive approach to updating
the GCSB's eslablishment statule, by repealing it and replacing it with a new statule.
41. The benelil of this approach, over and above the oplion 1o amend the GCSB Act, is thal
{
I

it would resullin a new Act thal would pick up the changes described in the discussion o

the opiic‘m o amend the GCSB Act as well as providing an oppox“mniiy to reenact all
other existing provisions with updated drafling where necessary. However, as discussed
above, the number of changes required to achieve the objectives can be targeted at
particular parts and seclions of the G

B /~'~\ni and the basic construction of dhe GCSE
Art does not need (o (:hmug(: to accommodate those amendments,

‘

m 1o be any g.;rémfx benelil associated. with dedicating
a::\r:k;iitiurlz;il lime and resources o redrafling and reenacting provisions thal.do not need to
be changed.

42 Consequently there does not see

Consuliation

The policy development process was underlaken by the New Zealand Inlelligence
Community (DPMC — lead, with GCSB, and NZS! E"S) The.agencies consulted were the
Ministry of Foreign Affairs and Trade, New Zealand Defence Force, New Zealand Police,
New Zealand Customs Service, Ministry of De}efe‘%m;e. Ministry ol Jus Office of the
Privacy Commissioner, State Services Commigsion and the Treasury

A4, Given the nature of the issues being deall with and the national security classifications

associated with the materal, there was no public consullation process. Public
consultation on the proposals will’oceur during the parliamentary consideration ol the
amending legislation.

Conclusions and recommendations

45. As discussed above, the identified problems do nol require a change 1o the scheme of
the GCSB Act and the ebjectives mt’ the review can be mei by amendments lo largeted
provisions.  The bengfils of dedicating resources 1o a full redrafting of the Acl are
consequently limited. The recommended option is to amend the GCSB Act to address

the ideniified issues and meel the objectives of the reform.

Implementation

46. The_Compliance review of the GCSB has a range of recommended changes lo the
Com ;’)!ts‘w;ﬁ f‘(“i'l“l(f*vvﬁ k and operations of the GCSB. The GCSB is developing an
implementation pim to respond to those recommendations, and the implementation of
the ;'»H'x'n*w‘u,!n1e:f>fm lo the GCSB Act will be incorporated into that plan

Monitoring, Evaluation and Review

47. The GCSB will monitor the effectivenass of the amendments and adviee the Minister
aboul any issues arising.
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s6(a) DES Min (13 3/2.3

reed that the deseription of the Bureau's information assurance/cyber security function be
nsted 1o accommodate roles and responsibilities that Cabinet expects the Bureau to fulfil
(such as assisting New Zealand organisations to protect their information, [T s
networks, and infrastructure, from cyber threats) and to ensure flexibility for the
he delivered outside the publie sector if so directed:

ems and
unelion in

aoreed thai the Bureau's foreign infelligence function be rationalised to a clear, hizh-level
description of what the Bureau does in this dormiain rather than a detailed list of activities and
miethods;

agreed that the Bureau's um“smr;;tic\n and assistance tunction be clarified to ensure that the
Birean can work with approved entities in New Zealand and overseas, with limitations and
safesuards as appropriate:

aoted that, based onthe a ;mmh in paragraphs 4-§ above, section § of the GCSE Act
(Punctions of Bureau) wi I e smended to craft a description of the Bureau's theee core
functions around the following elements:

9.1 Infotmation assurance/cyber security — co-operating with. and providing advice and
assistance to both public and private sector entities on maters yelating to the security
and mte “m\, ot e It: {fronic information communications, and information

infrastructures ol importance Lo'the goverment;

Foreion intellivence — gathering and s haring communications ntelhigence h«ms ii
capabilities, intentions or activities of foreign organisations or [o
accordance with the government’s intelligence requirements;

1N persons, 1

93 Co-operating with other entities - co-eperating with, and praviding advice and
assistance to approved entities (nofably security and law enforcement agencies) in
the performance of their lawful duties; and co-operating with approved entities (o
facilitate the Bureau’s performance of its own functions;

nofed that officials will congult with the Responsible Minister and the Altormey-General
when drafting the deseription of the Bureau's core functions;

Powers. controls and limitations

noted that the existing powers fo intercept communications and to ac
41 sections 16,017 and 19 of the GCSB Act continue (o provide the ba
Burcau requites to perforn its funetions, subject to some updating of

compuier systes
ic tools that the
the language used:

et

et domestic
2u is not 1o conduct foreign

noted that section 14 of the GOSB Act { Enteraeptinm nottofar
coHmimunications) reflects a basic operating premise that the Bi
intellicence activid ainst New Zealanders;

srofed Mt the rigid expression ol section 14, together with broadly defined terms and
changes m%qw\ are causing unanticipated consequences prever énting the Burean from
condueting legitimate core business. incl luding suppoit e
!‘c:\g”mfmfhi?Etic3; in the evber security domain that the govenunent expects the Buorean o
fuliik

{forotherazencis
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agreed that the approach in section 14 of the GOSB Act be modified in a way that resolves
(he unanticipated effects of that provision, including:

4.1

safeguarding the privacy of New Zealanders and the basic premise that the Bureau’s
foreign intelligence activitics may not be directed at New Zealanders;

permitting the Bureau (o conduct activities that do not impinge, or do not unduly
impinge, on New Zealanders’ privacy (in particular, interception of openly broadeast
information: interception with the consent of the parties to a communication; or
training and testing of equipment);

permitting the bureau to collect metadata in bulk and analyse foreign metadata
components for foreign intelligence purposes;

permitting the Bureau fo scan internet traffic for advanced cyber threats and o deal

with these in a way that promotes the protection of New Zealanders and New
Zealand information infrastructures in a modern telecommunications environment;

agreed in prineiple, subject fo paragraph 28 below, that the approach in section 14 of the
GCSP Act be modified in a way that resolves the unanticipated effects of that provision,
including enabling the Bureau to collect information on New Zealanders when assisting
another agency in the performance of its lawful duties, subject toany limitations imposed by
Jaw on (hat agency in the performance of its duties, and subject to the Bureau obfaining
Ministerial authorisation (which may be given for one or more activities or for.one ormore
classes ol activities: and subject 10 any directions, conditions or restrictions that the
Responsible Minister considers appropriate);

agreed that:

16.1

16.2

the concept of “incidentally obtained intelligence” reflected in section 25 of the
GCSB Act be refained;

the application of the concept should enable the Bureau to retain and share
information in a linjited set of circumstances such as a threat to life; a threat to
security: persons acting as an agentofa foreign power, or the commission of a
serious critie;

agreed in principle, subject o paragraph 28 below, that the GCSB Act be amended to
incorporate a néw mechanism to enhance Ministerial oversight of Bureau activities, through
which the Minister would specify particularly censitive or non-routine activities or classes of
activilics requiring explicit Ministerial authorisation;

agreed that the conditions under which Ministerial authorisation may be granted be
enhanced (o include assurances that the activitics proposed by the Bureau are necessary.
justified and reasonable, and (o provide consistently across the M inisterial authorisation
mechanisms:

agreed the GCSB Act be amended 10 reflect that the Burcau may exercise its legislated
powers to fulfil any of its preseribed functions;

agreed that during the drafling phase (hat other amendnents be made as appropriate 1o
update, clarify and streamline the framework underpinning the Bureau’s powers and related
controls and authorisation processes;

joxt
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Miscellaneous amendments

P

noted that, under section 57 of the Privacy Act 1993, the Bureau is currently exemipt from
alithe pmmw principles exce {‘n: principles 6 (access Lo personal information), 7 (correction
of personal informationy and 12 (unique identifiers);

‘i th at, x line with recent Cabinet decisions in respect of the NZSIS

1L

> 1 privacy principle 5 should apply to the Bureau without modification:

220 privacy principles 1. 8 and 9 should apply to the Bureau, modilied if necessary fo
achieve the effective and efficient performance of the Bureau’s functions, in
conantiation with the Office of the Privacy Commissioner, the Ministry ofdustice
and affected agencies:

i
b

agreed that the GOSB Act be amended:

1A%
Gk

i line with recent Cabinet decisions in respect of the NZSIS{DES Min (13) /4], o
formalise the Burean's current practice by requiring it in mainfain a written record of
all warrants and authorisations, in a form readily available fnr inspection by hoth the
Responsible Minister for GCSB and the Inspecior General of Intelligence and
security;

230 consistent with the equivalent regime in the Scarch and Surveillance Act 2012, 10

ensure that it provides a person with immnity from civil and eriminal Habitity in
New Zealand for any reasonable act done in New Zealand or elsewhere in good faithy
in accordance with the legislationyincluding under the function ol assisting other
entities:

B
Lgd
[

to increase the penalty for unauthorised disclosure of information to a paximum of
ihree years’ imprisonment/a tine of $5.000 or both, to align it with penaltics for
equivalent offending elsewhere in legislation:

agreed in principle_subject to paragraph 28 below, that the GCSB Act be amended to
enable authorisation to be umm‘t d by a Minister other than the Responsible Minister i
Sitwations of urgency when the Responsible Minister is not readily available or contactable;

25 aoted that eonsequeritial amendments may he needed to the provisions governing the
execution of Ministerial authorisation;

26 woted thal in Ociober 2010, DES agreed to modify the appointment framework for the
Dirdeior of GCSB, providing the State Services Commissioner with a statuiory mant date 1o
nianage and advise on the selection process and providing for other matizes related to the

olfice of Director [DES Min (10) 3/1];

97 qoted that amendments to the GCSB Act are required to give effect to the proposal in
paragraph 26 above:

nfMinisterial anthorisations

”ism*; in consuliation with relevant depariments, to report to DEDS as
{ i{hvz information an proposals relating 1o Ministerial authorisations referred
s 15, 17 and 24 above,

s6(a)

ks




DES Min {18)3/2-3

Legislative process
29 noted that in December 2012, DES:

29.1  agreed that a bid be prepared for the 2013 Legislation Programme for an Intelligonce
and Security Bill with a category 2 priority (must be passed in 2013);

29.2  noted that the bill would be enacted by August 2013,
[DES Min (12) 4/1-1]

30 invited the Minister Responsible for GCSB, and the Minister of State Services in relation (o
the proposed amendments to the appointment framework for the Director GCSB, Lo isstie
dralting instructions to the Parliamentary Counsel Oflice to give effect to the above
decisions;

31 agreed that the GCSB Act as amended bind the Crown, consistent with the present approach
under section S of the GCSB Act:

32 authorised the Minister Responsible for the GCSB and the Attorney=General to make any
decisions on additional matters that are necessary to give effect fo the above decisions, and
that are consistent with previous decisions.

Al

O
Sam Gleisner

Committee Secretary References: DES (13).10, DES.(13).11
Present: Officials present from:

Rt Hon dohn Key (Chair) Office of the Prime Minister

Hon Steven loyoe Depariment of the Prime Minfsier and Cabinet

HonJudith Collins Mew Zealand Security Intelligence Service

Hon Christopher Findaysen Government Communications Scourity Bureau
Hon D Jenathun Coleman

Hon Anne Tolley

Hon Amy Adams
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Cabinet CAB (13) 175

Copy No: '/ /{,

Decisions of the
Cabinet Committee on Domestic
and External Security 28 March 2013

This document contains information for the New Zealand Cabinet, Il must be treated in confidence and
handled in accordance with any security dassification, or other endorsement. The information can only b
refeased, inchiding under the Official informalion Act 1982, by persons with the appropiiale authoiity.

Report of the Cabinet Commiftee on Domestic and External Security:
Part 2: Period ended 28 March 2013

Cabinel is asked, as appropriate, o confinm the decisions or approve the recommendations in the
attached report on the work of the Cabinet Commitiee on Domestic and Exiepal Seeurity for the
period ended 28 Mareh 2013,

Puart 1 of the DES Report with items classified “Restricted” is aidex CAB(13) 157

2 Review of the GUSB Act 2003 Pages 2-6

Portfolio; Minister Responsible for the GCSB

Sam Gleisner
for Secretary of the Cabinet

47850 sb(a) i
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The Cabinet Commitiee on Domestic and External Security met
on 26 March 2013

SECRET

Review of the GCSB Act 2003
Portiolio: Minister Responsible {or the GCSB
DES Min (13) 3/2-3, DES (13) 10, DES (13) 11

On 26 March 2013, the Cabinet Commiitee on Domestic and Fxternal Security (DES), having taken
Power to Actin accordance with its Terms of Reference:

Background

i noted that in December 2012, DES agreed that a review of the Goyernment
Communications Security Bureau Act 2003 (the GCSB Act) be undertaken
[DES Min (12) 4/1-11;

noted that the GESB Act has been reviewed in light of prevailing circumstances, revealing a
number ol issues that arc giving rise to legal risks, as well as hampering the Burcan’s
legistated powers in unanticipated ways, adversely impacting on the Burean’s ability 1o
perform its legitimate activities and preventing it from being well positioned (o deal with
future issues;

3 noted that on 26 March 2013, DES ook decisions on amendments to the Intelligence and
Security Committee Act 1996 and thenspector General of Intelligence and Sccurity Act
1996 1o provide for new external oversight mechanisms [DES Min (13) 3/1];

Objective and functions
o agreed that scetion 7 olthe GCSB Act (Objective of Bureau) be repealed or significan(ly

rationalised in favourof a consolidated scetion § (Functions of Bureau) clearly describing
the three core functions of the Bureau:

4.1 information assurance/cyber sceurity;
4.2 foreign intelligence;
443 co-operating with other entities;
5 agreed that the three core [unctions of the Bureau be reflected in the GCST Act with equal

prominence and with clear legal authority provided tor each function;

0 agreed that (he description of the Burcau's information assurance/cyber security function be
adjusted to acconmodate roles and responsibilities that Cabinet expects the Bureau to fullil
(such as assisting New Zealand organisations to protect their information, 1C1 sysiems and
netwaorks, and infrasiructure, from eyber threats) and to ensure fexibility for the function to
be delivered outside the public sectar il so directed;

[d17ES v sb(a)
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agreed that the Burcaw’s foreign intelligence function be rationalised to a clear, high-level
description of what the Bureau does in this domain rather than a detailed list of activitics and
methods;

agreed that the Bureau’s co-operation and assistance function be clarified to ensure that the
Bureau can work with approved entities in New Zealand and overseas, with limitations and
safeguards as appropriate;

noted that, based on the approach in paragraphs 4-8 above, section 8 of the GCSB Act
(Functions of Burcau) will be amended to craft a description of the Burcau’s three core
functions around the following elements:

9.1 Information assurance/cyber security — co-operating with, and providing advice and
assistance to both public and private sector entities on maters relating to the security
and integrity of electronic information , communications, and information
infrastructures of importance to the government;

9.2 Foreign intelligence — gathering and sharing communications intelligence about the
capabilities, intentions or activities of foreign organisations or foreign persons, in
accordance with the government’s intelligence requirements;

el
o

Co-operating with other entities — co-operating with, and providing advice and
assistance to approved entities (notably security and law enforcement agencics) in
the performance of their lawful duties; and co-operating with approved entities to
facilitate the Bureau’s performance of its own funetions;

noted that officials will consult with the Responsible Minister and the Attorney-General
when drafling the description of the Bureau’s core [unctions;

Powers, controls and limitations

11

{41785v]

noted that the existing powers to infercept communications and to access compuler systens
in sections 16, 17 and 19 of the GCSB Act continue to provide the basic tools that the
Bureau requires to perform its functions, subject to some updating of the language used;

noted that section 14 of the GCSB Act (Interceptions not to target domestic
communications) reflects a basic operating premise that the Bureau is not to conduct foreign
intelligence actiyitics-against New Zealanders;

noted that therigid expression of section 14, together with broadly defined terms and
changes in‘technology, are causing unanticipated consequences preventing the Burcau from
conducting legitimate core business, including support for other agencies and
responsibilities in the cyber security domain that the government expects the Bureau to
fulfils

agreed thal the approach in section 14 of the GCSB Act be modilied in a way that resolves
the unanticipated effects of that provision, including:

4.1 safeguarding the privacy of New Zealanders and the basic premise that the Bureau’s
forcign intefligence activities may not be dirceted at New Zealanders;

sB(a) - 3
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P2

permitting the Bureau to conduct activitios that do not impinge, or do not unduly
impinge. on New Zealanders® privacy (in particular, interception of openly broadcast
mtormation: interception with the consent of the parties to a communication: or
training and testing of equipment);

1.3 permitting the bureau to colleet metadata in bulk and analyse foreign metadata
components tor foreign intelligence purposes;

4.4 permitting the Burcau to scan internct traffic for advanced cyber threats and to deal
with these in a way that promotes the protection of New Zealanders and New
Zealand information infrastructures in a modern telecommunications enviromment;

agreed in principle, subject to paragraph 28 below, that the approach in section t4-ofithe
GCSB Actbe modified in a way that resolves the unanticipated effects of that provision,
mcluding enabling the Bureau to collect information on New Zealanders when assisting
another agency in the performance of' its lawful duties, subject to any limitations imposed by
law on that agency in the performance of its dutics, and subject (o the Burcau oblaining
Ministerial authorisation (which may be given for one or more aclivities ot for one or more
classes of activities: and subject to any directions, conditions or restrictions that the
Responsible Minister considers appropriate);

agreed that:

to.1 the concept of “incidentally obtained intelligence’ reflected in section 25 of the
GCESB Act be retained;

16.2 the application of the concept should'enable the Bureau to retain and share
information in a limited st of cireumstances such as a threat to life; a threat (o
security; persons acting as anagent.of a forcign power, or the commission of a
serious erime;

agreed in principle, subject to paragraph 28 below, that the GCSB Act be amended to
incorporate a new mechanistn (o enhance Ministerial oversight of Burean activities, through
which the Minister would specify particularly sensitive or non-routine activities or classes of
activities requiring explicit Ministerial authorisation,

agreed that the conditions under which Ministerial authorisation may be granted be
cnhanced (o include assurances that the activitics proposed by the Bureau are necessary.
justified andreasonable, and (o provide consistently across the Ministerial authorisation
mechanisms;

agreed the GOSRB Act be amended to reflect that the Bureau may exercise its legislated
powers {o fullil any of its prescribed functions;

agreed that during the dralling phase that other amendments be made as appropriate (o
update, clarify and streamline the framework underpinning the Bureau’s powers and related
controls and authorisation processcs:

Miscellaneous amendments

21

noted that, under section 57 of the Privacy Act 1993, the Bureau is currently exempt from
all the privacy principles except principles 6 (access (o persanal information). 7 (correction
of personal information) and 12 (unique identificrs);

sB(a) 4




25

27

s6(a) CAB (13) 175

agreed that, in line with recent Cabinet decisions in respect of the NZSIS
[DES Min (13) 1/4]:

22.1  privacy principle 5 should apply to the Bureau without modification;

222 privacy principles 1, 8 and 9 should apply to the Bureau, modified if necessary to
achieve the effective and efficient performance of the Bureau’s functions, in
consultation with the Office of the Privacy Commissioner, the Ministry of Justice
and affected agencies;

agreed that the GCSB Act be amended:

23.1  in line with recent Cabinet decisions in respect of the NZSIS [DES Min (13) 1/4], to
formalise the Bureau’s current practice by requiring it to maintain a written récord of
all warrants and authorisations, in a form readily available for inspection by both the
Responsible Minister for GCSB and the Inspector-General of Intelligence and
Security;

232 consistent with the equivalent regime in the Search and Surveillance Act 2012, to
ensure that it provides a person with immunity from civil and eriminal liability in
New Zcaland for any reasonable act done in New Zealand or elsewhere in good faith
in accordance with the legislation, including under the function of assisting other
entities;

233 to increase the penalty for unauthorised disclosure of information to a maximum of
three years' imprisonment/a fine of $5,000 orboth, to align it with penalties for
equivalent offending elsewhere in legislation;

agreed in principle, subject to paragraph 28 below, that the GCSI Act be amended to
enable authorisation to be granted by a Minister other than the Responsible Minister in
situations of urgency when the Responsible Minister is not readily available or contactable;

noted that conscquential amendments may be needed to the provisions governing the
execution of Ministerial authorisation;

noted that in October-2010; DES agreed to modily the appointment framework for the
Director of GCSB,providing the State Services Commissioner with a statutory mandate to
manage and adyise on the selection process and providing for other matters related to the
office of Director |[DES Min (10) 3/1];

noted that amendments to the GCSB Act are required to give effect to the proposal i
paragraph 26 above;

Further consideration of Ministerial authorisations

28

141785v]

directed the Bureau, in consultation with relevant departments, to report to DES as soon as
possible with further information on proposals relating to Ministerial authorisations referred
to in paragraphs 15, 17 and 24 above;

sélaj 5
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Legislative process

29

[§)

nofed that in December 2012, DES:

29.1 agreed that a bid be prepared for the 2013 1 egislation Programme for an Intelligence
and Security Bill with a category 2 priority (must be passed in 2013):

1

29.2  noted that the bill would be enacted by August 2013
[DES Min (12) 4/1-1]

invited the Minister Responsible for GCSB, and the Minister of State Services in relationto
the proposed amendments to the appointment framework for the Director GCSB, to igsue
drafling instruetions to the Parliamentary Counsel Office to give offect (o the above
decisions:

agreed that the GCSB Act as amended bind the Crown, consistent with thé present approach
under section 5 ol the GCSB Act:

authorised the Minister Responsible for the GCSB and the Attlorngy-Cieneral (0 make any
decisions on additional matters that are necessary (0 give effect to the above decisions, and
that are consistent with previous decisions.

[ER A
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GCSB Act Review: Alternative Proposals on Ministerial Authorisation

Portfolio
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n 26

March 2
decisions on amendments to the Governmen

[DES Min (13) 3

DES directed the GCSR, in consultation wit
further information on three proposals rel

The Ministe

Minister Rt‘%p()n%lblo for the GCSB

3/2-3).

-+ Responsible tor the GOSB has ap

pm]nml relating to Ministerial aul hmm tions.

2013, the Cabinet Commitiee on l)nmesm and External Seeurity (l)l S) ook
{ Communications Security Burcau Act 200 )3

I other departments as required, to yeportto DES with
aling to Ministerial anthorisations.

sprovedithe attached memorandum that addresses the

The Minister Respons&ble for ‘the GCSB recommends that the Committee:

In principle decisions

|

note that in M:n‘ch 2

in princi

b

sle that

approach in xu\i(m 14 ofd
2003 (the GUSB Act) bem

unmdusAppmp)m e);

GOSB Act be amended (o ineory
oversight of Burcau aciivities, (
sensitive or non-routine aclivi ities or

Ministerial authorisation;

)13} ihe Cabinet Committee on Domestic and External Sccurity agreed

the Gavernment € ommunications Sceurity Burcau 1 Act
odified in a way thaty esalves the unanticipated effects of
that |n'<')vi<:i(m including enabling the Bureau 1o collect information on
New Zealanders when assisting another agency in the performance of its I il
dutics, subject to any limitations imposed by faw on that agency | in the performance
of its dutics, and subject to the Bureau | obtaining Ministerial authorisation (which
may be given for one or more actlivities or {or one or more classes of activities; and
subject o any directions, conditions or restrictions that the Responsible Minister
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GOSE Act be amended 1o enable authorisation 1o be granied by a Minister other than
the Responsible Minister mosituntions ol urgency when the Responsible Minister is
not readity available or comactable:

[0S Min (13) 3/2-3

Confirmation of in principle decisions and alternative proposals

-

Sam Ciledsnar

conlirm the decision in paragraph 1.1 above. that the approach in section 14 of the

GOSHE Act be modified ina way that resolves the unanticipated effects of that provision,
including enabling the Bureau (o collect information on New Zealanders when assisting

another agency in the performance of s lavwful duties, subject 1o any limitatons imposed by

fasy on that aeency in the performance of s duties;

agree that, in addition to the proposal in paragraph 2 above, the GOSB Act be amended 1o

provide that the Burean may assist

the New Zealand Defence Foree:

the New Zealand Police:

the New Zealand Security Intelligence Service: or

any ather departmient prescribed by repulationsdor the purpose, subject (o such

authorisation requirernents or limitations that the Responsible Minister considers

appropriate:

note thal under section 8(3) ol the GOUSB Actd the performance ol the Bureau s funclions is
subject 1o the control of the Responsible Minister:

agree nol to proceed with the decision in paragraph 12 above;

contirm the decision in paragraph L3 above;

invite the Minister Responsiblefor the GUSB to confirm drafting instructions to the
Purlinmentary Counsel Office 1o give effect to the above proposals,

Comimited Seeretary
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GCSB Act Review: Alternative Proposals on Ministerial Authorisation

1 The Cabinet paper on the Review of the GCSB Act (Paper 2) recommended
amending the Act to include a requirement to seek Ministerial authorisation in two
circumstances not covered by the existing legislation:

« before the Bureau could agree to a request for advice or assistance from another
agency (para 29)

« before conducting particularly sensitive or non-routine activities (specified in advance
by the Responsible Minister through written Ministerial directions) (para 52)

2 The rationale for this proposal was that activities such as assisting another agency by
collecting information on New Zealanders, while technically lawful under the proposed new
legislative framework, are nevertheless sensitive and might be at the margins.of public
acceplabilily of the Bureau's infrusive powers. The assessment was that enhanced
Ministerial oversight and control was an appropriate corollary. It was envisaged that
authorisation could be granted on a case-by-case basis, or on aclass basis for a specified
period of time, depending on the degree of sensitivity of the proposed activity.

3 The Cabinef paper on the Review of the GCSB Act (Paper 2) also recommended
amending the Act to include alternative avenues forobtaining Ministerial authorisation in
situations of urgency when the Responsible Minister is not readily available. The ralionale
for this proposal was {o allow for some flexibility-in.circumstances where Ministerial
authorisation was required within a short timeframe.

Co-operating with Other Entities

4 It is not essential for the proposals on co-operation to impose formal Ministerial
authorisation requirements in order to deliver a salisfactory level of assurance that the
Bureau is conducting itself in a lawful and acceptable manner.

5 As it stands, the proposal is that the Bureau would only be authorised to assist
another agency with any activity that the other agency is lawfully able to conduct itself, and
subject to any limitations imposed by law on that agency in performing its lawful duties. This
approach sets a clear threshold for assistance by the Bureau: the activity must first and
foremost be lawlul for the other agency to conduct, whether under inherent powers, or
statutory powers, or under an instrument such as a surveillance device warrant or an
intelligence warrant duly granted by the appropriate authority. The approach also
contemplates the Bureau's assistance being confined by any limitations imposed by law on
the other agency in carrying out its duties. In short, the powers and the limitations that apply
to the agency requesting assistance would apply equally in respect of any assistance by the
Bureaul.

G A legal ability to provide assistance does not impose an obligation to assist. The

decision whether or not to render assistance in any given instance would still be made by the
Director of GCSB who may, depending on the particular activity being considered, choose to
consult the Responsible Minister before making a final decision. While the Minister would no

s6(a)
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longer have a statutory role in approving assistance activities, he or she nevertheless
remains in formal control of the Bureau's activities in accordance with section 8(3) of the Act,
which states: “The performance of the Bureau’s functions is subject to the control of the
Minister.”

7 In performing its co-operation function, the Bureau provides support primarily to the
New Zealand Defence Force, the New Zealand Police and the New Zealand Security
Intelligence Service. It would be possible for the legislation to explicitly authorise assistance
to these agencies on the terms outlined above, without further recourse to the Responsible
Minister. For additional flexibility, the legislation could provide that the Bureau may assist
any other department prescribed by regulations for the purpose, and subject to any
additional authorisation process or limitations that were considered appropriate in each case.
This would enable other agencies — in particular law enforcement agencies ~ to receive the
benefit of the Bureau's expertise and capabilities in lhe right circumstances subject 1o
Cabinet approval.

8 External oversight of the Bureau's co-operative activities underthe approach
proposed here would fall to the Inspector-General of Intelligence and Security. The
clarification of the Bureau’s co-operation function proposed in the Cabinet paper sils within a
context of enhanced oversight by the Inspector-General, which will provide a level of
assurance that the Bureau is acling strictly within the legal parameters that have been sel for
it.

9 The approach outlined above has implications for Recommendation 15 of DES
minute (13) 3/2-3. Under the alternative approach discussed here, the Recommendation
could be confirmed in the following terms:

confirm that the approach in section 14 of the GCSB Act be modified in a way that
resolves the unanticipated effects of that provision, including enabling the Bureau to
collect information:.on New Zealanders when assisting another agency in the
performance of its l[awful duties, subject to any limitations imposed by law on that
agency in the performance of iis duties;

10 Two additional recommendations would provide the wider context of Cabinet and
Ministerial control in the following terms:

agree that the GCSB Act should be amended to provide that the Bureau may
assist:

the New Zealand Defence Force;
- the New Zealand Police:
the New Zealand Securily Intelligence Service; or

any other department prescribed by regulations for the purpose, subject lo such
authorisation requirements or limitations that the Responsible Minister considers
appropriate,

sB(a)
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note thal, under section 8(3) of the GCSB Act, the performance of the Bureau's
functions is subject to the control of the Responsible Minister;

Ministerial Authorisation for Other Activities

1M1 The Cabinet paper also proposed a new mechanism to enable the Responsible
Minister to issue written directions to the Bureau setting out the particularly sensitive or non-
routine activities or classes of activities for which the Bureau would be required to obtain
explicit Ministerial authorisation before proceeding.

12 After further consideration, given that the existing powers to intercept
commumications and to access computer systems in sections 16, 17 and 19 of the Act
continue {o provide the basic tools that the Bureau requires to perform its functions, this
additional mechanism is no longer considered necessary.

13 This approach will need to be reconciled with that set out in Recommendation 17 of
DES minute (13) 3/2-3, which could be done as foliows:

rescind recommendation 17 of DES minute (13) 3/2-3;

Minislerial Authorisation in Situations of Urgency

14 The Cabinet paper on the Review of the GCSB Act (Paper 2) also recommended
amending the Act to include alternative avenues for obtaining Ministerial authorisation in
situations of urgency when the Responsible Minister is not readily available.

15 Under the GCSB Act as it stands, only the Respaonsible Minister has authority to
grant an interception warrant or a computer access authorisation. This restriction introduces
a degree of inflexibility in the authorisation process, which can result in unforeseen and
awkward delays in responding to issues of national security as they arise. Sometimes delay
is necessary so that appropriate consideration can be given to the issue at hand. However,
it would be desirable if the authorisation process could be more flexible in situations of
urgency when the Responsible Minister is not readily available. Itis proposed to amend the
Act to provide alternative avenues for obtaining Ministerial authorisation in these situations.
In such circumstances the Bureau would be able to seek authorisation from specified other
Ministers, including the Minister of Defence, the Minister of Foreign Affairs and the Attorney-
General.

16 The approach outlined above is currently captured by Recommendation 24 of DES
minute (13) 3/2-3, which could be confirmed as follows:

confirm that the GCSB Act be amended lo enable authorisation to be granted by a
Minister other than the Responsible Minister in siluations of urgency when the
Responsible Minister is not readily available or contactable;

sb(a)
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GCSB Act Review: Ministerial Authorisation

Portfolio: Minister Responsible for the GCSB

the Cabinet Commnitee on Domestic and Exiormal Security (DES) by raund rabin,

InApril 2013,
taken Power to Act in accordance with its terms of reference:

3
and having @

o

In principle decisions

| noted that in March 2013, DES agreed in principle that the:
L. approach in section 14 of the Government Communications Security Bureau Act

2003 (the GCSB Act) be modified in atvay that resolves the unanlicipated effects of
that provision, including enabling the Bureau to collect information on

New Zealanders when assisting another agency in the performance of its lawfal
duties, subject to any limitations imposed by law on that agency in the perlormance
of its duties, and subject fo the Bureau obtaining Ministerial authorisation {which
may be given for one or more‘activities or for ane or more classes of activities: and
subject to any directions, conditions or restrictions that the Responsible Miniser
considers appropriate);

, Act beamended to incorporate a new mechanism to enhance Ministerial
oversight of Bureau aetivities, through which the Minister would spectly particularly
sensifive of non-routine activities or clas if
Ministernal authorisation;

actvities requiring explicit

L3 GOSB Act be amended to enable authorisation to be granted by a Minister other than
the Responsible Minister in situations of urgency when the Responsible Minister is
not readily available or contactable;

(D18 Min (13) 3/2:3]
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Confirmation of in principle decisions

2 confirmed the decision in paragraph 1.1 above, that the approach in section 14 of the
GCSB Act be modified in a way that resolves the unanticipated effects of that provision,
including enabling the Bureau to collect information on New Zealanders when assisting
another agency in the performance of its lawful duties, subject to any limitations imposed by
Jaw on that agency in the performance of its duties;

3 agreed that, in addition to the decision in paragraph 2 above, the GCSB Act be amended to
provide that the Bureau may assist:
31 the New Zealand Defence Force;
32 the New Zealand Police;
313 the New Zealand Security Intelligence Service; or
34 any other department prescribed by regulations for the purpose, subject o such
authorisation requirements or limitations that the Responsible Minister considers
appropriate;
4 noted that under section 8(3) of the GCSB Act, the performance of the Bureau’s functions is
subject to the control of the Responsible Minister;
b} agreed not to proceed with the decision in paragraph 1.2 above;
) confirmed the decision in paragraph 1.3 above;
7 invited the Minister Responsible for the GCSB to confirm drafting instructions to the

Parliamentary Counsel Office to give effect 1o the above decisions.

L

Sam Gleisner
Committee Secretary Reference: DES (13112
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GCSB Act Review: Ministerial Authorisation
Portfolio: Minister Responsible for the GCSE

On 22 April 2013, following reference from the Cabinet Commitiee on Domesticand External
Security, Cabinet:

e
&
2
k.

In principle decisions
I gofed that in March 2013, DES agreed in principle that the;

1.1 approach in section 14 of the Government Communications Security Bureau Act
2003 (the GCSB Act) be modified in a way that resolves the unanticipated effects of
that provision, including enabling the Bureau to collect information on
New Zealanders when assisting ariother agency in the performance of its lawful
duties, subject to any limitationsimposed by law on that agency in the performance
of its duties, and subject to the Bureau obtaining Ministerial authorisation (which
may be given for one or more activities or for one or more classes of activities: and
subject to any directions, conditions or restrictions that the Responsible Minister
considers appropriafe);

i GCSB Act be amended to incorporate a new mechanism to enhance Ministerial
oversight of Bureau activities, through which the Minister would specify particularly
sensitive of non-routine activities or classes of activities requiring explicit
Ministerial authorisation:

1.3 GOSB Act be amended to enable authorisation to be granted by a Minister other than
the Responsible Minister in situations of urgency when the Responsible Minister is
ot readily available or contactable:

[DES Min (13) 3/2-3]

Confirmation of in principle decisions

2 confirmed the decision in paragraph 1.1 above, except the part relating to Ministerial
authorisation, that the approach in section 14 of the GUSB Act be modified in a way that
resolves the unanticipated effects of that provision, including enabling the Bureau to collect
information on New Zealanders when assisting another agency in the performance of its
lawtul duties, subject to any limitations imposed by law on that agency in the performance
abis duties;

i sb(a) ‘ {



we CAB Min (13) 13/6(A)
3 agreed that, in addition to the decision in paragraph 2 above, the GCSB Act be amended to
provide that the Bureau may assist:
3.1 the New Zealand Defence Force;
3.2 the New Zealand Police;
3.3 the New Zealand Security Intelligence Service; or
3.4 any other department prescribed by regulations for the purpose, subject to such
authorisation requirements or limitations that the Responsible Minister considers

appropriate;

4 noted that under section 8(3) of the GCSB Act, the performance of the Bureau’s functions is
subject to the control of the Responsible Minister;

5 agreed not to proceed with the decision in paragraph 1.2 above;
6 confirmed the decision in paragraph 1.3 above;
7 invited the Minister Responsible for the GCSB to confirm drafting instructions to the

Parliamentary Counsel Office to give effect to the above decisions.

/’f( J(/( /\b/hin

/Aﬁ( Secretary of the Cabinet Reference: CAB (13)226
% Secretary’s note: - This minute replaces DES Min(13)4/1: Par agraph 2°has been - amended 1o clarify the scope of the
decision.
Distribution:
A0 - Prime Minister
V1 Chief Executive; DPMC
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Government Communications Security Bureau and Related Legislation
Amendment Bill: Approval for Introduction

Partfolios Minister Responsible for the CCSE [ Minister in Charge phithe NZSIS

COn 22 Apnt 2018 ';\lwi wtauthorsed a eroup of Miunnstors (Jomt Mipisters), comprising the
Prove NMinster, Hon Bl Boglish, Hon Steven Jovee, Hon Chrisi p!m Finlaveon and

CHon Ay f\x!:mr (o Imva l owat to At to fahise the intelhipende Wl and the itarception and
e \M\'w‘x\‘ «t*«fm‘ily bitl for introduction. subject 1o Binal considg !u;\m by Cabimet on 6 May 2013
COAT NI (13) 1324,

On 2 May 20123 Joind Ministers Tinalised the contenie ol the Government Conmmunications Scearily
Buorean and Relored Tegislation Amendiient =1H C(the Avnendment Bl

Cabietapproval is soueht for the introducion of the Avendment B3l accardance with the

H
|
[
|

docimon on 22 Apnd above, !

The Minister Responsible forthe GCSB and the Minister in Charge of the New
Zealand Security Intelligence Service recommend that Cabinet:

Background
| note that 1y Deecmwber 2012, the Cabioet Comnittee on Donteshe and Psterial Securiiy
(o S
o aprecd that o bid be prepared Tor the 20103 Tegistanon Progranme Tor an Intelligence
and Seculy B3 H with o cateeory D priomty (mast be passed i 2015
Oy voted that the Bl would be enacted by Augast 2010

DS Min (1) 470 1]

N L |

Government Communications Security Bureau and Related Legislation Amendment

Bill

! note Ut the Govermment Conmumentions Securily Bureau and Related Legisluton
Arendment Bl (the An netd i?iiH) 1« an onvubus Bl that amends the Governament
Communications '\u ity t* auAct 2003 the Inspector General of Intelbigence und
secunly Aot 1990, and the Tate l mee and Secwrity Comnmtles Act 1906
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3 note that on 22 April 2013, Cabinet authorised a group of Ministers (Joint Ministers),
comprising the Prime Minister, Hon Bill English, Hon Steven Joyce, Hon Christopher
Finlayson and Hon Amy Adams to have Power to Act to finalisc the intelligence bill and the
interception and network sceurity bill for introduction, subject to final consideration by
Cabinet on 6 May 2013 [CAB Min (13) 13/24);

4 note that on 2 May 2013 the Joint Ministers referred to in paragraph 3 above approved the
contents of the Amendment Bill for introduction;

5 confirm the decision by the Joint Ministers to approve for introduction the Government
Communications Security Bureau and Related Legislation Amendment Bill
[PCO 17322/9.0];

6 agree that the Amendment Bill be introduced as soon as possible after consideration.by
Cabinet;
7 agree that the government propose that the Amendment Bill be:

7.1 referred (o the Intelligence and Security Committee for consideration;
7.2 reported back by 20 July 2013;

7.3 enacted by August 2013;
[Notin Scope] . -

Sam Gleisner
for Secretary of the Cabinet

Distribution:
The Cabinet
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Office of the Prime Minister

Cabhinet

GOVERNMENT COMMUNICATIONS SECURITY BUREAU AND RELATED
LEGISLATION AMENDMENT BILL: APPROVAL FOR INTRODUCTION

Proposal

1. It is proposed thal Cabinel confirm the decision by joint Ministers to approve
for introduction to the House the Government Communications Security
Bureau and Related Legislation Amendment Bill, and review previous
decisions relating to amendments to the New Zealand Securily Intelligence
Setrvice Act 1969,

Background

2. On 22 Aprit 2013, Cabinet:

° noted that the Bills to amend the intelligence legislalion, interception
capability legislation and providing for network security were being
drafled and that it was intended that they be available for introduction
on 6 May 2013; and

° authorised a group of Ministers, comprising the Prime Minister, Hon
Bill English, Hon 8teven Joyce, Hon Christopher Finlayson and Hon
Amy Adams.to have Power to Act to (among other things):

- finalise the Bills for introduction, subject 1o final consideration by
Cabinet on 6 May 2013;
o make changes to proposals to achieve consistency with the

New Zealand Bill of Rights Act 1990,
[CAB Min (13) 13/24]

3. Gn'2 May 2013, joint Ministers met by telephone conference and:

° approved for introduction the Government Communications Security
Burcau and Related Legislation Amendment Bill subject to final
consideration by Cabinet;

° agreed that the Bill should include a safeguard provision requiring
approval to be granted jointly by the Responsible Minister and the
Commissioner of Security Warrants when anything is to be done by

1
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GCSB under new section 8A or 8B for the purpose of intercepting the
private communications of New Zealand citizens or permanent
residenis;

® agreed that the Bill be introduced as soon as possible after its final
consideration by Cabinet;

e agreed that the government propose that the Bill be:
o referred {o the Intelligence and Security Committee for
consideration:

reported back by 26 July 2013;
s enacted by August 2013.

GCSB and Related Legislation Amendment Bill

5.

o

On 26 March 2013, the Cabinet . Committee on Domestic and Exlernal
Security (DES) approved the policy parameters for legislation amending the
Government Communications Security Bureau Act 2003 (GCSB Act), the
Inspector-General of Intelligence and Security Act 1986 (IGIS Act), and the
Intelligence and Security. Committee Act 1996 (1ISC Act) [DES Min (13) 3/2-3,
DES Min (13) 3/1]. . This was followed in April 2013 by supplementary
decisions on three matters earlier agreed by DES in principle [DES Min (13)
4/1].

The Government Communications Security Bureau and Related Legislation
Amendment Bill retains the basic construct of the GCSB Act while amending
the Act with two main objectives:

e to clarify aspects of the Act, especially relating to the Bureau's
functions and powers, as well as the applicable controls and limitations,
so as to provide for a clearly formulated and consistent statutory
framework for the activities of GCSB; and

® to update that framework to respond to the changing security
environment New Zealand is facing (particularly in relation to cyber and
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information security), and to changes in the public law environment
since the Act was passed in 2003.

The Bill also amends the IGIS Act to strengthen the office of the Inspector-
General of Intelligence and Security, increasing the resourcing of the office to
enable a greater range of activities to be carried out, expanding the 1GIS’s
statutory work programme and enhancing the corresponding reporting
responsibilities.

Finally, the Bill amends the I1SC Act to improve the Committee's ability to
provide effective oversight and accountability of the intelligence agencies. In
particular, this involves the Prime Minister relinquishing the 1SC. chair if the
Committee, when conducting a financial review of an intelligence agency for
which the Prime Minister is the Responsible Minister, js discussing the
performance of that agency.

The drafting in the Bill retains a basic operating-premise in section 14 of the
GCSRB Act - that GCSB is not to conduct foreign intelligence activities against
New Zealanders. The original language of section 14 has been maintained to
the extent possible, with an adjustment.to clarify that the restriction applies
only to the Bureau's foreign intelligence function.

The Bill departs from the wording of the applicable DES Minutes in one way
which is consistent with the substance of DES's decisions and the basic
premise in section 14. As a safeguard in respect of New Zealanders’ privacy,
the Bill provides (in new section 15B) that anything done by GCSB under new
section 8A or 8B forthe purpose of intercepting the private communications of
New Zealand citizens or permanent residents requires an authorisation to be
granted jointly by the Responsible Minister and the Commissioner of Security
Warrants (appointed under the New Zealand Security Intelligence Service Act
1969). “When GCSB is assisting another entity under section 8C, the
authorisation processes and any restrictions or limitations that apply to that
entity will apply to the Bureau’s assistance.

This additional safeguard, for which policy approval was not initially sought, is
consistent with the process for seeking domestic security warrants under the
New Zealand Security Intelligence Service Act 1969. In accordance with the
Power to Act granted in CAB Min (13) 13/24, joint Ministers agreed to the
inclusion of this provision to achieve consistency with the New Zealand Bill of
Rights Act 1990,

s6(a)
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Compliance

14.

The Bill complies with:

. the principles of the Trealy of Waitangi

. the New Zealand Bill of Rights Act 1990

° the Human Rights Act 1993

e the Privacy Act 1993

e relevant international standards and obligations
o the LAC Guidelines

Consultation

16.

The Government Communications Security Bureau, New Zealand Defence
Force, New Zealand Police, New Zealand Security Intelligence Service, and
the Crown Law Office have been consulted on the Bill.

Parliamentary stages

16.

In line with the timeframe previously indicated by DES [DES Min (12) 4/1-1}],
the Bill should be introduced to the House as soon as possible after its final
consideration by Cabinet, and should be enacted by August 2013
Introduction on 6 May will enable the First Reading of the Bill to take place on
Thursday 9 May.

e
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17. It is proposed that the Bill stand referred to the Inteligence and Security
Committee. To meet the timeframe for enactment by August 2013, the Bill will
need to be reporled back by the Committee in less than four months. Under
the Standing Orders, a report-back period of less than four months is a time-
unlimited debatable motion.

Publicity

18.  Issues regarding GCSB's functions and powers are contentious, particularly:in
light of Kim Dotcom and the subsequent Review of Compliance at the GCSB.
Media releases were issued on 9 and 15 April and briefing material has been
made available. A further media release is planned on introduction of the Bill.

Recomimendations

19. The Prime Minister recommends that Cabinet:

Backaround

1.

note that in December 2012, DES:

1.1 agreed that a bid be prepared for the 2013 Legislation Programme
for an Intelligence and Security Bill with a category 2 priority (must
be passed in 2013);

1.2 noted that the billwould be enacted by August 2013:

[DES Min (12) 4/1-1]

GCSB and Related Ledislation Amendiment Bill

2

2. note thal the Government Communications Security Bureau and Related

Legislation. Amendment Bill is an omnibus Bill that amends the
Govemment Communications Security Bureau Act 2003 (GCSB Act), the
Inspeetor-General of Intelligence and Security Act 1996 (IGIS Act), and the
Intelligence and Security Committee Act 1896 (ISC Act);

. note that, on 2 May 2013, a group of Ministers having been authorised

with Power to Act [CAB Min (13) 13/24] approved the Bill for introduction to
the House;

confirm the decision by joint Ministers to approve for introduction the

Government Communications Security Bureau and Related Legislation
Amendment RBill:

s6la)
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5. agree thal the Bill be introduced as soon as possible afler its final
consideration by Cabinet;

6. agree that the government propose that the Bill be:

6.1 referred  to the Intelligence and Security Commiltee  for
consideration:

6.2 reporled back by 26 July 2013;

.
)

6.3 enacted by August 2013
[Notin Scope] - - s

Prime Minister

6
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Government Bill

Explanatory note

Genceral policy statement

T'his Bill is an omnibus Bill'that amends the Government Communi-
cations Security Bureau Act 2003, the Inspector-General of Intelli-
gence and Security Act 1996, and the Intelligence and Security Comn-
mittee Act 1996, It is proposed (at the close of the Bill’s committee
of the whole House stage in Parliament) (o divide the Bill into 3 sep-
arate amending Bills.

The purposes of the Bill are 10—

. provide for a clearly formulated and consistent statutory
framework govermning the activities of the Government Com-
munications Security Burcau (GCSB); and

. update that framework to respond to the changing security en-
vironment (particularly in relation to cyhersecurity and infor-
mation security), and to changes in the public law environment
since the GCSB Act was passed in 2003: and

. enhance the external oversight mechanisms that apply (o the
intelligence agencies by strengthening the office of the In-
spector-General of Intelligence and Sceurity and by improving




Government Communications Security
Bureau and Related Legislation
2 Amendment Bill Explanatory note

the operation of Parliament’s Intelligence and Security Com-
mittee.

Amendments to Government Communications Security Burean
Act 2003

It is crucial that an agency exercising intrusive powers, as GCSB
does, is governed by a consistent statutory framework that articulates
the agency’s functions and powers, as well as the applicable controls
and limitations, in the clearest possible terims. This promotes robust
internal management and effective external oversight of the agency’s
activities.

The March 2013 Review of Compliance at the Government Commu-
nications Security Bureau by Rebecca Kitteridge highlighted diffi-
culties in interpreting the GCSB Act when the Bureau was providing
assistance to other agencies, notably the New Zealand Security In-
telligence Service. In a small jurisdiction like New Zealand, it is
essential that specialised capabilities developed or acquired by agen-
cies like GCSB should be available to meet key government prior-
ities, where appropriate and subject to necessary safeguards. The Bill
amends the GCSB Act to clarify this important support role as well
as other aspects of the Bureau’s functions.

At the same time, New Zealand faces a changing security environ-
ment in which threats are increasingly interconnected and national
borders are less meaningful. Globalisation means New Zealand is no
longer as distant from security threats as it once was. This changed
environment means the legislation governing GCSB needs updating,
to enable itfo address the security challenges posed by the increasing
importance of cyberspace.

The Bill retains the basic construct of the GCSB Act and the core
principles underpinning GCSB’s operations. Amendments to the ob-
jective, functions, powers, and limitation provisions are designed to
address the issues above—namely, to improve clarity about the legal
parameters for GCSB’s activities; and to accommodate changes in
the prevailing security environment.
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Objective and functions of GCSB

The Bill replaces the objective of GCSB with a simple statement
that it strives, through its functions, to contribute to New Zealand’s
national security, international relations, and economic well-being.

The Act currently provides for 3 core functions of GCSB:

. information assurance and cybersecurity:
g foreign intelligence:
. co-operation with and assistance to other entities.

These 3 functions will be retained in substance. How they arearticu-
lated will be changed to improve transparency and facilitate external
oversight of GCSB’s activities.

The statement of the 3 functions will be split into separate provisions
(new sections 84, 8B, and 8C). The information assurance and cy-
bersecurity function will be given greater prominence, reflecting the
key role GCSB plays in the wider cybersecurity domain—including
its hosting of New Zealand’s National Cyber Security Centre, and its
responsibility to use its cybersecurity capabilities to assist a range of
public entities as well as private sector organisations such as critical
national infrastructure providers and organisations of national sig-
nificance.

The foreign intelligence function will be described in a way that pro-
vides transparency-about the nature and scope of this role, without
expressly legislating the range of activities involved or the skills re-
quired in pursuit of this function.

The Act will be changed to provide a sounder basis for GCSB to
offer expert advice and assistance to other entities. The Bureau will
have clear legal authority to assist the New Zealand Defence Force,
New Zealand Police, and New Zealand Security Intelligence Service
(as well as any other department that may be specified by Order in
Council) in performing their lawful functions. In providing such as-
sistance, GCSB will be confined to activities that the other entity is
lawfully able to undertake itself (though it may not have the capabil-
ity), and will be subject to any limitations and restrictions that apply
to the other entity.
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Powers, controls, and limitations
The Act confers 3 powers of interception on GCSB:

. warrantless interception in situations not involving the phys-
ical connection of an interception device to a network; and not
involving the installation of an interception device in any place
in order to intercept communications in that place (sections 15
and 16):

. interception of communications by an interception device
under an interception warrant granted by the responsible
Minister (section 17):

. access to a computer system under a computer access author-
isation granted by the responsible Minister (section 19).
This construct continues to provide the basic tools that GCSB needs
to perform its functions, and it will be retained.
At present, section 13 of the Act dictates that the Bureau’s powers
are available for the purpose of obtaining foreign intelligence. While
much of GCSB’s work (including in the cybersecurity domain) can
ultimately be linked to a foreign intelligence objective, the Act was
conceived at a time when the nature, extent, and potential impact
of the cyber threat was dramatically different from the threat posed
now. The Act will be amended to make it clear that the powers can
be used for both the foreign intelligence function and the information
assurance and cybersecurity function, subject to appropriate controls
and limitations.
The basic premise underpinning GCSB’s operations is that it is not to
conduct foreign intelligence activities against New Zealanders. This
premise predated the GCSB Act, and was incorporated in the GCSB
Act (in section 14) because of its importance. However, the way this
basic premise was incorporated into the Act meant that it applied not
only to the foreign intelligence function of the Bureau, but also to its
other 2 functions: information assurance and assisting other entities.
This has resulted in a growing number of difficulties, and is restrict-
ing GCSB’s ability to effectively carry out its other 2 functions.

The basic premise in section 14 will be retained, with an adjustment
to clarify that it only applies to the foreign intelligence function. Asa
safeguard in respect of New Zealanders’ privacy, any activity under
new section 84 or 8B that might involve intercepting the communi-
cations of New Zealanders will require an authorisation to be granted
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Jointly by the responsible Minister and the Commissioner of Secur-
ity Warrants (appointed under the New Zealand Security Intelligence
Service Act 1969). When GCSB s assisting another entity under new
section SCthe authorisation processes and any restrictions or i
tations that apply to that entity will apply to the Bureau’s assistance.

Other amendments

A range ol amendments designed (o complement other changes.or

in the interests olupdating the Act generally. includes the following:

. (o enable the Inspector-General of Intelligence and=Security
(0 have access 1o the best possible information. the Act will
be amended 1o require GOSB to maintainawritten record of
all warrants and authorisations in a form readily available for
inspection:

. in line with the recommendation of the Law Commission in
June 2011, principles 1.5, 8. artd 9 ol the Privacy Act 1993 will
apply to GCSB.modified il necessary 1o achicve the effective
and etlicient performanee by the Bureau ol'its functions:

. the appointment framework for the Director of GCSB will be
modified to codify the State Service Commissioner’s support
for that process. as currently set out in the Cabinet Manual;

. in situations of drgency where the responsible Minister is nof
readily available. the Attorney-General, the Minister of For-
cign Aftairs or the Minister of Defence will be enipowered (o
isste aninterception warrant or an access authorisation:

. the maximum penalty for unauthorised disclosure of informa-
ton will be increased to align it with the penalty for similar
types of offending, for example in the Crimes Act 1961,

Amendments to Inspector-Geneval of Infelligence and Security
Act 1996

Effective and credible oversight of the intelligence agencies is cru-
cial to provide assurance that those agencies” powers are being used
in accordance with the Taw and with respect for New Zealanders’
right to privacy. The tnspector-General of Inte

licence and Security
(IGIS) is a source ol independent external oversight, responsible for
examining issues of legality and propriety. eflicacy and elficiency.
and human rights and privacy compliance.
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The Bill amends the Inspector-General of Intelligence and Security
Act 1996 to strengthen the office of the IGIS, increasing the resourc-
ing of the office to enable a greater range of activities to be carried
out, expanding the IGIS’s statutory work programme, and enhancing
the corresponding reporting responsibilities.

The changes to the Act include the following:

. the statutory work programme of the IGIS, which includes a
focus on warrants and authorisations issued to the intelligence
agencies, will be extended to require regular examination of
system-wide issues that impact on operational activities:

. the IGIS will be required to certify each year in his or her an-
nual report whether the compliance systems of the intelligence
agencies are sound:

. the IGIS will be able to initiate inquiries into matters of propri-
ety without requiring the concurrence of the responsible Min-
ister. This will enable the IGIS to undertake independent in-
quiries:

. the responsible Minister will be given explicit responsibility to
respond to IGIS reports within a reasonable time frame. The
Minister may choose to provide those responses also to the
Intelligence and Security Committee:

. the IGIS will be expected to make unclassified versions of his
or her reports publicly available, with appropriate precautions
being taken in respect of any privacy or security concerns:

. the legislative requirement that the IGIS be a retired High
Court Judge will be removed, broadening the pool of poten-
tia] candidates. The 3-year term of office will remain, with the
possibility of reappointment for a maximum of 1 additional
term:

. a Deputy 1GIS will be appointed.

Amendments to Intelligence and Security Committee Act 1996
The Intelligence and Security Committee (ISC) is the parliamentary
mechanism for oversight of the intelligence agencies. It examines
issues of efficacy and efficiency, budgetary matters, and policy-set-
ting.
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The Bill amends the Intelligence and Security Commitice Act 1996
to improve the 1SC’s ability to provide effective aversieht and ac-
courdability ol the intelligence agencies.

1he changes to the Act involve the following:

. the Prime Minister will be required to relinquish the 1SC chair
ifthe Committee. when conducting a financial review of an in-
telligence agency for which the Primme Minister is the respon-
sible Minister. is discussing the performance of that agency:

. the Prime Minister will be permitted (o nominate-either the
Deputy Prime Minister or the Attorney-General o act as an
alternate chair in circumstances where that alteriate is not al-
ready a member of the 18C:

. subject to restrictions on the publication ofsensitive informa-
tion. the ISC will be required (o table itsreports in the House
and make them publicly available omvan lnternel site.

Regulatory impact statement

Fhe Department of the Prime Minister and Cabinet with the Govern-
ment Communications Security Bureau produced a regulatory im-
pact statement on 22 March 2013 to help inform the main policy de-
cisions taken by the Government relating (o the contents of this Bill.
A copy of this regulatory impact statement can be found at-
. hitp:/fwavavigesb.eovinz/about-us/legislation html
. hitp: v treasury.eovianz/publications/informationre-

leascs/ris

Clanse by clause analysis

Clanse | ostates the title of the Bill. When the Bill is divided. as
noted earlier. the title of cach Part will refer to the principal Act being
amended,

Clanse 27 is the commencement clause and provides that the Bill
comes into force on the day thatis I month after the date on which it
receives the Royal assent. When the Bill is divided. as noted carlier,
this commencement clause will be repeaied in each separate Bill,
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Part 1
Amendments to Government
Communications Security Bureau
Act 2003

Clause 3 provides that this Part amends the Government Communi-
cations Security Bureau Act 2003.

Clause 4 amends section 3, which specifies the purpose of the Act.
The amendments substitute new paragraphs (c) to (e). They have
been recast to be consistent with changes in terminology being made.
Clause 5 amends section 4, which defines terms used in the Act. The
amendments repeal certain definitions, amend other definitions, and
insert new definitions.

The new definition of incidentally obtained intelligence is important
in relation to new section 14 inserted by clause 12 and to new section
25 inserted by clause 24.

The new definition of information infrastructure is inserted to take
the place of the repealed definition of computer system. The new
definition includes any medium through or in which communications
are carried or stored and includes the communications themselves.

Clause 6 replaces sections 7 and 8 with new sections 7 to 8D.

New section 7 states the objective of the Government Communica-
tions Security Bureau (the Bureau).

New section 8 provides that the functions of the Bureau set out in
new sections.84 to 8C are not to be taken as specifying any order
of importance or priority. It also clarifies that the performance of
the Bureau’s functions, and the relative importance and priority of
the functions, if any, are to be determined from time to time by the
Director, subject to the control of the Minister.

New section 84 sets out the function of the Bureau in relation to in-
formation assurance and cybersecurity.

New section 8B sets out the function of the Bureau in relation to gath-
ering and analysing intelligence about the capabilities, intentions,
and activities of foreign persons and foreign organisations, and in
relation to gathering and analysing intelligence about information in-
frastructures.

New section 8C sets out the function of the Bureau in relation to
co-operation with certain other entities to facilitate the performance
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of their functions. New subsection (2) provides limits on the extent
of the co-operation provided, but clarifies that the co-operation may
be provided even though the advice and assistance provided might
involve the exercise of powers by, or the sharing of the capabilities
of, the Bureau that the Bureau is not, or could not be, authorised to
exercise or share in the performance of its other functions.

New section 8D gives the Director all the powers that are necessary or
desirable for the purpose of performing the functions of the Bureau,
but this is subject to the Act, any other enactment, and the general
law.

Clause 7replaces section 9 with new sections 9 to 9D dealing with the
appointment of the Director, the appointment process, remuneration
and conditions of appointment, removal from office, and review of
the Director’s performance.

Clause 8 amends section 11, which makes it-an offence for current
or past employees of the Bureau to unlawfully disclose information
gained in connection with the Bureau. The amendments increase the
maximum penalties from 2 years’ to.3 years’ imprisonment and from
a $2,000 to a $5,000 fine.

Clause 9 amends section 12, which provides for the Bureau’s annual
report, The amendments are drafting amendments.

Clause 10 replaces the Part 3 heading to update terminology and re-
flect that the Part deals with both intercepting communications and
accessing information infrastructures.

Clause 1l-replaces section 13, which sets out the purpose of Part
3. The purpose is recast to be consistent with the recasting of the
Bureau’s functions and with amendments made to other provisions
in Part 3,

Clause 12 replaces section 14, which provides that interceptions are
not to target New Zealand citizens or permanent residents of New
Zealand. The new section 14 is expressly linked to the Bureau’s in-
telligence-gathering function in new section 8B and provides that any
incidentally obtained intelligence is not obtained in breach of new
section 8B, but must not be retained or disclosed except in accord-
ance with section 23 and new secrion 23.

Clause 13 amends section 15, which prohibits, unless authorised, the
connecting or installing of interception devices. The amendments are




Government Communications Security
Bureau and Related Legislation
10 Amendment Bill Explanatory note

technical to reflect the change in terminology from computer systems
to information infrastructures.

Clause 14 inserts new sections 154 and 15B.

New section 154 provides for the Director, for the purpose of per-
forming the Bureau’s functions under new section 84 or 8B, to apply
to the Minister for an interception warrant to intercept communica-
tions or an access authorisation to access information infrastructures.
The new section sets out the matters that the Minister must be satis-
fied about before issuing a warrant or an authorisation.

New section 15B requires the Commissioner of Security. Warrants
(appointed under the New Zealand Security Intelligence Service Act
1969) to be involved if anything that may be done under a warrant
or an authorisation issued under new section 154 is for the purpose
of intercepting the private communications of aNew Zealand citizen
or permanent resident of New Zealand undernew section 84 or new
section 8B to the extent that intercepting the person’s private com-
munications under that section is not precluded by new section 14.

Clause 15 amends section 16, which permits certain interceptions
without an interception warrant or an access authorisation.

The amendments—

. specify that the section applies to interceptions for the pur-
poses of the Bureau’s functions in new sections 84 and 8B:
. specify that it does not authorise the interception of private

communications of New Zealand citizens or permanent resi-
dents of New Zealand.

Clause 16 repeals section 17 and the cross-heading above section
17. Section'17 has been assimilated into new section 154 inserted by
clause 14.

Clause 17 amends section 18, which provides for certain matters
about interception warrants. The amendments widen the application
of the section to include access authorisations.

Clause 18 replaces section 19 with new sections 19 and 194. New
section 19 requires the Director to keep a register of interception war-
rants and access authorisations that have been issued. New section
194 provides for the urgent issue of interception warrants or access
authorisations by the Attorney-General, the Minister of Defence, or
the Minister of Foreign Affairs if the Minister is unavailable and it is
necessary to issue them before the Minister is available.
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Clause 19 makes a drafting amendment to section 20.

Clause 20 replaces section 21 with a new section that confers im-
munity from civil and criminal liability for certain things done under
the Act if done in good faith and in a reasonable manner.

Clauses 21 to 23 make drafting amendments to sections 22, 23, and
24 respectively.

Clause 24 replaces section 25. The new section specifies when and to
whom incidentally obtained intelligence about New Zealand citizens
or permanent New Zealand residents may be retained and comnuni-
cated. The ground in the current section 25 of preventing or detecting
serious crime in New Zealand or any other country is retained and the
following 2 new grounds are added:

, preventing or responding to threats to human life in New
Zealand or any other country:

. identifying, preventing, or responding to threats or potential
threats to the national security of New Zealand or any other
country.

Clause 25 inserts new sections 254 and 25B dealing with the pro-
tection and disclosure of personal information. New section 254 re-
quires the Director, in consultation with the Inspector-General of In-
telligence and Security and the Privacy Commissioner, to formulate
a policy on the protection and disclosure of personal information that
complies with the principles set out in new section 25B. New section
25B sets out the principles about collecting, using, storing, and re-
taining personal information.

Clause 26 makes consequential amendments to other Acts as set out
in the Schedule.

Part 2
Amendments to Inspector-General of
Intelligence and Security Act 1996

Clause 27 provides that this Part amends the Inspector-General of
Intelligence and Security Act 1996,

Clause 28 amends section 2(1), which contains definitions of terms,
and inserts a definition of Deputy Inspector-General.

Clause 29 replaces section 5 with new section 5, which provides
for the appointment of an Inspector-General of Intelligence and Se-
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curity and a Deputy Inspector-General of Intelligence and Security.
The Deputy Inspector-General has all the powers and functions of
the Inspector-General, subject to the control and direction of the In-
spector-General. The Deputy Inspector-General has all the powers
and functions of the Inspector-General if there is a vacancy in the
office of the Inspector-General or if the Inspector-General is absent
from duty for any reason.

Clause 30 amends section 6, which provides for the inspector-Gen-
eral’s term of office. The amendments—

. add a reference to the Deputy Inspector-General:
. provide a maximum term of appointment of 3 years.for each:
. provide that cach can be reappointed, but in-the case of the

Inspector-General only once.

Clause 31 amends section T, which specifies the functions of the

Inspector-General, The amendments replace subsection (1)(c). (d),

and (da) with new paragraphs. Paragraph (e) is replaced with 2 new

paragraphs. The effect of this is to_permit the spector-General to
inquire into the propriety of particular activities of an intelligence
and security agency without needing the agreement of the Minister.

Paragraphs (d) and (da) are replaced with 2 new paragraphs. New

paragraph (d) requires the Inspector-General to review, at intervals

of not more than 12 months,——

. the effectivencss and appropriateness of procedures adopted
by each.intelligence and security agency to ensure compliance
with itsgoverning legislation in relation to the issue and exe-
cutton of warrants and authorisations:

. the effectiveness and appropriateness of compliance sysiems
concerning operational activity, including supporting policies
and practices of each intelligence and security agency relating
to certain matters, including risk management and legal com-
pliance generally.

New paragraph (da) rvequires the Inspector-General (o conduct

unscheduled audits of the procedures and compliance systems

described in new paragraph (d).

This clause also repeals section {1(2). That subsection placed limi-

tations on the ability of the Inspector-General to do anything of his

or her own motion in relation to a complaint about any activity of an
intelligence and security agency.
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Clause 32 amends section 12, which authorises the Inspector-Gen-
eral to consult certain public office holders and disclose information
necessary for that purpose.

The effect of the amendments is to add a reference to the Independent

Police Conduct Authority as one of the public offices that may be
consulted.

Clause 33 amends section 15 consequential on the amendments to

section 12.

Clause 34 amends section 25, which specifies what the Inspector-

General must do on completing an inquiry. The amendments—

. require the Minister to provide his or her response to the report
to the Inspector-General and the chief executive of the intelli-
gence and security agency concerned:

. permit the Minister to provide his orherresponse to the Intel-
ligence and Security Committee,

These amendments do not apply to the extent that a report relates to
employment matters or security clearance issues.

Clause 35 inserts new section 254, which requires the Director-Gen-
eral, as soon as practicable after forwarding a report as required under
section 25(1), to make a copy of the report publicly available on an
Internet site maintained by the Inspector-General. The new section
specifies matters that must not be disclosed in the report made avajil-
able under this section.

Clause 36 amends section 27, which provides for the Inspector-Gen-
eral’s annual report. The amendments—

. require the Inspector-General to certify whether each intelli-
gence and security agency’s compliance systems are sound:
J require the Inspector-General, as soon as practicable after his

or her annual report is presented to Parliament, to make a copy
of'his or her report (as presented to Parliament) publicly avail-
able on an Internet site maintained by the Inspector-General.

Part 3
Amendments to Intelligence and Security
Committee Act 1996

Clause 37 provides that this Part amends the Intelligence and Secur-
ity Committee Act 1996,
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Clause 38 amends section 6, which specifies the functions of the
Committee. Section 6(1)(e) specifies one of the Committee’s func-
tions to be to report to the House of Representatives on the activ-
ities of the Committee. The amendment substitutes a new paragraph
(e), which requires the Committee to present an annual report to
the House of Representatives and to make an annual report publicly
available on the Internet site of the New Zealand Parliament.

Clause 39 inserts new section 74, which contains further provisions
about the chairperson of the Committee. The new section provides—

. that the Prime Minister is not to chair a meeting of the Com-
mittee while it is discussing, in the course of a financial re-
view of an intelligence and security agency, any matter relat-
ing to the performance of the intelligence and security agency
if the Prime Minister is the responsible Minister of the agency.
In that case, one of the members of the Committee appointed
under section 7(1)(c) must act as chairperson:

. that the chairperson of the Committee may appoint either the
Deputy Prime Minister or the Attorney-General (if not already
a member of the Committee) to act as chairperson in the ab-
sence of the chairperson.

Clause 40 makes amendmentsto section 18 that are consequential on

the amendment made by clause 38.
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Schedule 26
Consequential amendments

The Parliament of New Zealand enacts as follows:

Title
This Act is the Government Communications Security Bureau
and Related Legislation Amendiment Act2013.

Commencement
This Act comes into force on the day that is 1 month after the
date on which it receives the Royal assent.

Part 1
Amendments to Government

Communications Security Bureau
Act 2003

Principal Act
This Part amends the Government Communications Security
Bureau Act 2003 (the principal Act).

Section 3 amended (Purpose)

Replace section 3(c) to (e) with:

“(c) specify the circumstances in which the Bureau requires
an interception warrant or access authorisation to inter-
cept communications:

“(d) specify the conditions that are necessary for the issue
of an interception warrant or access authorisation and
the matters that may be authorised by a warrant or an
authorisation:
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S(e) specily the circumstances in which the Bureau may use

interception devices to infercept communications with-
out & warrant or an authorisation.”

Seetion 4 amended (Interpretation)

This section amends section 4.

Repeal the definitions of computer access anthorisation. o¢
authorisation. computer system. foreign communicalions.
forcign infellivence, and network.

Insertin their appropriate alphabetical order:

Caccess avthorisation means an authorisation issued under
section T15A(1)(b)

Cincidentally obtained intelligence means intellipence-

“(a)  thatis obtained in the course of gathering intelligence
about the capabilities, intentions. oraclivities of Toreion
organisalions or foreigin persons: bul

by that is not intelligenec ol the kind referred (o in para-
graph {a)

Sinformation infrastructure includes clectromagnetic emis-

stons. communications systems and networks, information

technology systems and networks. and any communications
carried oncontained i, or relating to those emissions. sys-
fems, opnelworks™,

I the defimition of access. replace “computer system™ with

Ciformation infrastructure™,

(nithe definition of communication. after “sounds.”. inser

Sinformation.”,

I the delimition of foreign organisation. paragraph (d). re-

place “exclusively™ with “principally”,

Inthe definition ofinterception warrant, replace “section 177

with “section 15A(1)(a) .

sections 7 and 8 replaced

Replace sections 7 and 8 with:

Objective of Bureau

The objective of the Bureau. in performing its functions. is (o
contribute o

“ay  the national securily of New Zealand: and
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(1)
(2)

(3)

(1)

HSA

6

“(by the international relations and well-being of New
Zealand; and
“(¢) the economic well-being of New Zealand.

Functions of Bureau

Sections 8A to 8C set out the functions of the Bureau,

The order in which the functions are set out is not to be taken
as specifying any order of importance or priority.

The performance of the Bureau’s functions and the relative
importance and priority of the functions, if any. are to-be de-
fermined, from time to time, by the Director, subject to the
control of the Minister.

Without limiting subsection (3), the performance of the Bu-
reau’s functions under section 8A (information assurance and
cybersecurity) and section 8C (co-operation with other en-
tities to facilitate their functions)dsat the discretion of the Dir-
ector.

In addition to the functions sct-out in sections 8A to 8C. the
Bureau has the functions\(if any) conferred on it by or under
any other Act.

Information assurance and cybersecurity

This function of the Burcau is—

“(a) toco-operate with, and provide advice and assistance to.
any public authority whether in New Zealand or over-
seas, or to any other entity authorised by the Minister,
on any matters relating to the protection, sccurity, and
integrity of—

“(iy  communications, including those that are pro-
cessed, stored, or communicated in or through in-
formation infrastructures; and

“(1)  information infrastructures of importance to the
Government of New Zealand; and

“(b)y without limiting paragraph (a), to do everything that
is necessary or desirable (o protect the security and in-
tegrity of the communications and information infras-
tructures referred to in paragraph (a), including iden-
tifying and responding to threats or potential threats (o
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S‘(l)

“(2)

“8C

“(M

those communications and information infrastructures;
and
“(c) toreport to the following on anything done under para-

graphs (a) and (b) and any intelligence gathered as a

result:

“(i)  the Minister; and

“(ii) any person or office holder (whether in New
Zealand or overseas) authorised by the Minister
to receive the report.

Intelligence gathering and analysis

This function of the Bureau is—

“(a) togatherand analyse intelligence (including from infor-
mation infrastructures) in accordance with the Govern-
ment’s requirements about the capabilities, intentions,
and activities of foreign-persons and foreign organisa-
tions; and

“(b) to gather and analyse intelligence about information in-
frastructures; and

“(c) tocommunicate any intelligence gathered and any ana-
lysis of the intelligence to—

“(i)  the Minister; and

“(ii)  any person or office holder (whether in New
Zealand or overseas) authorised by the Minister
to receive the intelligence,

Forthe purpose of performing its function under subsection

(1){a) and (b), the Bureau may co-operate with, and provide

advice and assistance to, any public authority (whether in New

Zealand or overseas) and any other entity authorised by the

Minister for the purposes of this subsection.

Co-operation with other entities to facilitate their
functions

This function of the Bureau is to co-operate with, and provide
advice and assistance to, the following for the purpose of fa-
cilitating the performance of their functions:

“(a) the New Zealand Police; and

“(b) the New Zealand Defence Force; and

“{c) the New Zealand Security Intelligence Service; and




Government Communications Security
Bureau and Related Legislation

Parttel? Amendment Biil

“(2)

“8D
“(1)
“(2)
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‘:(1)

“@)

“9A

“(d) any department (within the meaning of the Public Fi-
nance Act 1989) specified for the purposes of this sec-
tion by the Governor-General by Order in Council made
on the recommendation of the Minister.

To avoid doubt, the Bureau may perform its function under

subsection (1)—

“(a) to the extent that the advice and assistance is provided
for the purpose of activities that the entities may law-
fully undertake; and

“(b) subject to any limitations, restrictions, and protections
under which those entities perform their functions and
exercise their powers; and

“(¢) even though the advice and assistance might involve the
exercise of powers by, or the sharing of the capabilities
of, the Bureau that the Bureau is not, or could not be,
authorised to exercise or share in the performance of its
other functions.

Director has full powers for purpose of performing
Bureau’s functions

The Director has all the powers that are necessary or desirable
for the purpose of performing the functions of the Bureau.

Subsection (1) applies subject to this Act, any other enact-
ment, and the general law.”

Section' Y replaced (Director of Bureau)
Replace section 9 with:

Appointment of Director

The Director of the Bureau is appointed by the Governor-Gen-
eral, on the recommendation of the Prime Minister, for a term
not exceeding 5 years, and may from time to time be reap-
pointed.

To avoid doubt, the mere fact that a person holds the position
of Director does not entitle the person to be reappointed or to
expect to be reappointed.

Appointment process
The State Services Commissioner—
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“(ay s responsible for managing the process for the appoint-
ment of the Divector: and

“(by  must provide advice on the nominations for Director to
the Pritne Minister,

Remuneration and conditions of appointment of Director
The Director is paid the remuneration and allowances detce
mined by the Remuneration Authority.

Fhe other terms and conditions of the Director’s appointment
are determined from time to time by (the State Serviees Com-
missioner,

Removal from office

The Governor-General may at any.ime for just cause. on the

recommendation of the Prime Minister, remave the Director

from oflice,

The removal must be madeby written notice to the Director,

The notice nust

“(a)  slate the datesonowhich the removal takes effect. which
must not be carlier than the date on which the notice is
received: and

Sy slatesthe peasons for the removal,

The State Services Commissioner is responsible Tor advising

the Prime Minister on any proposal (o remove the Director

from office,

ndhis section, just eause includes misconduct. inability (o

perform the functions ol office. and neglect of duty.

Review of performance of Director

The Minister may direet the State Services Commissioner or
another person to review. either generally or in respect of any
particular matter. the performance of the Director,

The person conducting a review under subsection (1) must
report to the Minister on the manner and extent to which the
Dircetor is fulfilling all of the requirements imposed on the
Director. whether under this Act or otherwise,

No review under this seetion may consider any security oper-
ations undertaken. or proposed to be undertaken,”
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8 Section 11 amended (Prohibition on unauthorised
disclosure of information)
In section 11(2),—
(a)  replace 2 years™ with “3 years™; and
(b)  replace “$2,000™ with “$5,000.

9 Section 12 amended (Annual report)
(1) Insection 12(2), replace “without delay™ with **as soon as prac-
ticable™.

(2)  Insection 12(3)(c), delete “computer™.

10 Part 3 heading replaced
Replace the Part 3 heading with:
“Part 3
“Intercepting communieations and
accessing information.infrastructures”.

11 Section 13 replaced (Purpose of Part)

Replace section 13 with:

“13  Purpose of Part

The purpose of this Part is—

“(a) to authorise the Bureau to intercept communications
and aecess information infrastructures for the purpose
of performing its functions under sections 84 and 8B;
and

(b)._to place restrictions and limitations on—

(1) the interception of communications and the ac-
cessing of information infrastructures; and

“(i)  theretention and usc of information derived from
the interception of communications and the ac-
cessing of information infrastructures.”

12 Section 14 replaced (Interceptions not to target domestic
communications)
Replace section 14 with:
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“(D

“(2)

13

14

“15A

“(h

Interceptions not to target New Zealand citizens or
permanent residents for intelligence-gathering purposes
In performing the Bureau’s function in section 8B, the Dir-
ector, any employee of the Bureau, and any person acting on
behalf of the Bureau must not authorise or do anything for the
purpose of intercepting the private communications of a per-
son who is a New Zealand citizen or a permanent resident of
New Zealand, unless (and to the extent that) the person comes
within the definition of foreign person or foreign organisation
in section 4.
Any incidentally obtained intelligence obtained by the Bureau
in the performance of its function in section 8B—
“(a) isnot obtained in breach of section 8B; but
“(b) must not be retained or disclosed except in accordance
with sections 23 and 25.”

Section 15 amended (Interceptions for which warrant or

authorisation required)

In section 15(1)(a), replace “a network” with “an information

infrastructure”,

In section 15(2),—

(a)  replace “a.computer access authorisation” with “an ac-
cess authorisation”; and

(b) .replace “a computer system” with “an information in-
frastructure”.

New sections 15A and 15B and cross-heading inserted
After section 15, insert:

“Authorisations to intercept communications or
access information infi-astructures

Authorisation to intercept communications or access

information infrastructures

For the purpose of performing the Bureau’s functions under

section 8A or 8B, the Director may apply in writing to the

Minister for the issue of—

“(a) an interception warrant authorising the use of intercep-
tion devices to intercept communications not otherwise
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“G)

)

“(5)

lawfully obtainable by the Bureau of the following

kinds:

“(i)  communications made or received by | or more
persons or classes of persons specified in the au-
thorisation or made or received in 1 or more
places or classes of places specified in the author-
isation:

“(i1)y  communications that are sent from. or are being
sent 1o, an overseas country:

an access authorisation authorising the accessing of |

or more specified information infrastructures.or classes

of information infrastructures that the Bureau cannot
otherwise lawfully access.

The Minister may grant the proposed interception warrant or
access authorisation if satisfied that—

“(a)

n(b)

“(6)

the proposed interception or access is for the purpose
of performing a functiomofithe Bureau under sections
8A and 8B: and

the outcome soughtitobe achieved under the proposed
interception or access justifies the particular intercep-
{ion or accessyand

the outcome is not likely to be achieved by other means;
and

there are satisfactory arrangements in place to ensure
that nothing will be done in reliance on the warrant or
authorisation beyond what is necessary for the proper
performance of a function of the Bureau; and

there are satisfactory arrangements in place to ensure
that the nature and consequences of'acts done in reliance
on the warrant or authorisation will be reasonable, hav-
ing regard to the purposes for which they are carried out,

Before issuing a warrant or an authorisation, the Minister must
consult the Minister of Foreign Afflairs about the proposed
warrant or authorisation.

The Minister may issue a warrant or an authorisation subject
o any conditions that the Minister considers desirable in the
public interest.

This section applies despite anything in any other Act.
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“(2)

“(3)

15

M
@

An application for, and issue of| an interception warrant or ac-

cess authorisation under section 15A must be made jointly

to, and issued jointly by, the Minister and the Commissioner

of Security Warrants if anything that may be done under the

warrant or authorisation is for the purpose of intercepting the

private communications of a New Zealand citizen or perman-

ent resident of New Zealand under—

“(a) section 8A, or

“(b) section 8B, to the extent that intercepting the person’s
private communications under that section is not pre-
cluded by section 14,

For the purposes of subsection (1), section 15A applies—

“(a) as if references to the Minister were references to the
Minister and the Commissioner of Security Warrants;
and

“(b) with any other necessary modifications.

In this section, Commissioner of Security Warrants means
the Commissioner of Security Warrants appointed under sec-
tion SA of the New Zealand Security Intelligence Service Act
1969.”

Section 16 amended (Certain interceptions permitted
without interception warrant or computer access
authorisation)

In the'heading to section 16, delete “computer”.

In section 16, before subsection (1), insert:

“(1A) This section—

)
)
“()

“(a) applies to the interception of communications for the
purpose of the Bureau’s functions in sections 8A and
8B; but

“(b) does not authorise anything to be done for the purpose
of intercepting the private communications of a New
Zealand citizen or permanent resident of New Zealand.”

In section 16(1), delete “foreign”.

Replace section 16(2) with:

The Director, or an employee of the Bureau, or a person acting

on behalf of the Bureau may, without an interception warrant,

13
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or, as the case requires, without an access authorisation, in-

tercept communications by using an interception device or by

accessing an information infrastructure, but only if——

“(a) the interception does not involve any activity specified
in section 15(1); and

“(b) any access to an information infrastructure is limited
to access to 1 or more communication links between
compulers or (o remote terminals; and

“(c) the interception is carried out by the Director or with the
authority of the Director for the purpose of performing
the Bureau's function in section 8A or 8B."

Section 17 and cross-heading repealed
Repeal section 17 and the cross-heading above section 17.

Section 18 amended (Persons acting under warrant)

In the heading to section 18, afier “warrant™, inscrt “or access
authorisation™

Replace section 18(1) with:

Every interception warrant and access authorisation must spe-
cify the person or class of persons who may make the inter-
ception or obtain the access authorised by the warrant or the
authorisation.”

In section 18(2),—

(a). Cafter “A warrant”, insert “or an authorisation™; and

(by . after “the warrant™, insert “or authorisation™.
Insection 18(3), after “warrant™, insert “or authorisation™.

In section 18(4),—

(a) after “a warrant™. insert “or an authorisation™; and

(b)  after “the warrant”, insert “or the authorisation”.

Section 19 and cross-heading replaced
Replace section 19 and the cross-heading above section 19
with:
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“19
GG(])
“(2)

“3)

“19A
6((1)

“@

“Register of interception warrants and access
authorisations

Register of interception warrants and access
authorisations
The Director must keep a register of interception warrants and
access authorisations issued under this Part.
The following information must be entered in the register.in
relation to each interception warrant and access authorisation
issued under this Part:
“(a) the date of issue:
“(b) the period for which the warrant or authorisation is is-
sued:
“(c) the function or functions of the Bureau to which the
warrant or authorisation relates:
“(d) inthe case of a warrant, the interception device or inter-
ception devices specified:
“(e) in the case of an authorisation,—
“(i) any person-specified in the authorisation:
“(ii) any place specified in the authorisation:
“(iii) the information infrastructure or information in-
frastruetures specified in the authorisation:
“(iv) ‘any conditions specified in the authorisation.
The Director must make the register available to the Minister
or the Inspector-General of Intelligence and Security as and
when requested by the Minister or the Inspector-General.

“Urgent issue of warrants and authorisations

Urgent issue of warrants and authorisations

This section applies if—

“(a) the Minister is unavailable to issue an interception war-
rant or access authorisation; and

“(b) circumstances make it necessary to issue a warrant or
an authorisation before the Minister is available to do
$0.

Any of the following may issue a warrant or an authorisation:;

“(a) the Attorney-General:

“(b) the Minister of Defence:

“(c) the Minister of Foreign Affairs.
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20

21
sA(l\)

“(3)

)

21

22

(H

(2)

16

tion (2) may do so only to the same extent and subject to the
same lerms and conditions as apply to the issue of a warrant
or an authorisation by the Minister.”

Section 20 amended (Director’s functions in relation fo
warrants and authorisations not to be delegated)

In section 20, replace “section 17 or section 197 with “section
1547,

Section 21 replaced (Action taken in accordance with

warrant or authorisation justified)

Replace section 21 with:

Imimunity from civil and criminal Hability

Every person is immune from civibor criminal liability-—

“(a) for any act done in good faith.in order to oblain a war-
rant or an authorisation~under this Act:

“(b)y  for anything done'in good faith under a warrant or an
authorisation under.this Act or under section 16, if done
in a reasonable manner.

Every person is immune from civil and criminal liability for

any act done imgood faith and in a reasonable manner in order

to assist a person to do anything authorised by a warrant or an

authorisation under this Act or under section 16,

Inany civil proceeding in which a person asserts that he or she

has an immunity under this section, the onus is on the person

to'prove the facts necessary to establish the basis of the claim.

Section 86 of the State Sector Act 1988 applies to the Director

and any employee of the Bureau subject to this section.”

Section 22 amended (Term of warrant or authorisation)
In section 22(1), delete “computer™.

Section 23 amended (Destruction of irrelevant records
obtained by interception)

In section 23(1), delete “computer™.

In section 23(1), after “exceptio the extent”, insert “permitted
by section 25 or (0 the extent™,



Government Communications Sceenrity
Bureauw and Related Legislation
Amendment Bill Part 1 el 258

(3)

(4)

23

24

u(q)

(2]
n

In section 23(1)(a). replace “section 7(1)a)" with “section
7

Insection 23(1)(b). replace “section 87 with “section 84 or
12

Section 24 amended (Duty o minimise impact of
interception on third partices)
In section 24, replace “a computer™ with “an”.

Section 25 veplaced (Prevention or detection ofscrions

erime)

Replace section 25 with:

When incidentally obtained intelligence may be retained

and communicated o other persons

Despite section 23, the Directormay

“la) retain incidentally obtained ntelligence that comes into
the possession ol the Burcau {or | or more of the pur-
poscs specificd in subsection (2): and

“(by communicate thattintelligence o the persons specified
in subsection (3).

The purposes.are—

“a) preventing or detecting serious crime in New Zealand
orcany other country:

“(h) cpreventing or responding (o threats to human life in
New Zealand or any other country:

“le)identifying. preventing. or responding to threats or po-
(ential threats (o the national security of New Zealand
ot any other country,

The persons are

“lay any employee of the New Zealand Police:

“(h)any member of the New Zealand Defence Foree:

“(e) the Director of Security under the New Zealand Seeur-
ity Tntelligence Service Act 1969:

“(d)y any other person that the Divector thinks it o receive
the information,”

New sections 25A and 25B and cross-heading inserted
After section 25, inser(:

/
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“Protection and disclosure of personal
information

“25A Formulation of policy on personal information

Cﬂ(l)

L‘(2)

“(3)

“25B

18

As soon as is reasonably practicable after the commencement

of this section, the Director must, in consultation with the In-

spector-General of Intelligence and Security and the Privacy

Commissioner, formulate a policy that applies to the Bureau

(in a manner compatible with the requirements of national se-

curity) the principles set out in section 25B.

The policy must require—

“(a) all employees and persons acting on behalf of the Bu-
reau to comply with the policy; and

“(b) the level of compliance with the policy-to be regularly
audited; and

“(¢) the Director to advise the Privacy Commissioner of the
results of audits conducted under the policy.

The Director must regularly review the policy and, if he or she
considers it appropriate to do so, revise the policy in consult-
ation with the Inspector-General of Intelligence and Security
and the Privacy Commissioner.

Principles to protect personal information

The principles referred to in section 25A(1) are as follows:

“(a) the Bureau must not collect personal information un-
less—

“(i) the information is collected for a lawful purpose
connected with a function of the Bureau; and

“(ii) the collection of the information is reasonably
necessary for that purpose, having regard to the
nature of intelligence gathering:

“(b) the Bureau must ensure—

“(i) thatany personal information it holds is protected
by such security safeguards as it is reasonable in
the circumstances to take against—

“(A) loss; and

“(B) access, use, modification, or disclosure,
except with the authority of the Bureau;
and

“(C) other misuse; and
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S thatifitis necessary Torany personal information
that it holds to be given (o a person in connection
with the provision of a service to the Bureau.
cverything reasonably within the power ol the
Bureau is done (o prevent unauthorised use or
unauthorised disclosure of the information:

“(¢)  the Burean must not use personal information withoul
taking such steps (ifany) as are. in the light of the inter-
ests and constraints of national security and thewnature
ofintelligence cathering. veasonable (o ensure that. hav-
g regard (o the purpose for which the information is
proposed (o be used. the information is accurate, up to
date. complete, relevant. and notmisleading:

“(d)the Burcau must not keep personaliinformation longer
than is required for the purposesifor which the informa-
tion may be lawlully useds

Consequential amendments
[he Acts listed in the Sehedule are consequentially amended
in the manner indicatedyin that schedule,

Pavt 2
Amendments to Inspector-General of
Intelligence and Security Act 1996
Priucipal Act
This Part amends the Inspector-General of Tintelligence and
sceurity Act 1996 (the principal Aet).

Section 2 amended (Interpretation)

fn-section 200, ingert in its appropriate alphabetical order:
“Deputy  Inspector-General  means  the  Deputy -
spector-General of Tnielligence and Security holding office
under section 57,

Section 5 and cross-heading replaced
Replace section 5 and the cross-heading above section 5 with:
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“~(4)

“(6)

“Inspector-General and Deputy
Inspector-General of Intelligence and
Security

Inspector-General and Deputy Inspector-General of
Intelligence and Sccurity
There must be—
“(a) an Inspector-General of Intelligence and Security: and
“(b) a Deputy Inspector-General of Intelligence and Seetr-
ity.
The Inspector-General and Deputy Inspector-General must be
appointed by the Governor-General on the recommendation
of the Prime Minister following consultationwith the Intelli-
gence and Security Committee established by.section 5 of the
Intelligence and Sccurity Committee A¢t 1996.
The Deputy Inspector-General has and may exercise and
perform the powers and functions of the Inspector-General
(whether under this Act or apy other enactment). but subject
{O~—
“(a) the control and direction of the Inspector-General; and
“(b) to avoid doubt, the same duties, obligations, restric-
tions, and termsunder which the Inspector-General ex-
ercises and performs his or her powers and functions.
Sections 740 9 and 18 apply to the Deputy Inspector-General
as ifreferences in those sections to the fnspector-General were
referenees to the Deputy Inspector-General,
If thereis a vacancy in the office of the Inspector-General, or if
(he Inspector-General is absent from duty for any reason. the
Deputy Inspector-General has and may exercise and perform
all the powers, functions, and duties of the Inspector-General
for as long as the vacancy or absence continues.
The fact that the Deputy Inspector-General exercises or per-
forms any power, function, or duty of the Inspector-General
is, in the absence of proof to the contrary, conclusive evidence
of the Deputy Inspector-General’s authority to do so.”

Section 6 amended (Term of office)
Replace section 6(1) with:
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i)

“()

2)

31
)

2)

Every person appointed as the Inspector-General or Deputy
Inspector-General—

“(a)
“(b)

is to be appointed for a term not exceeding 3 years; and
may be reappointed, but in the case of the Inspector-
General only once.”

In section 6(2) and (3), after “Inspector-General”, insert “or
Deputy Inspector-General” in each place.

Section 11 amended (Functions of Inspector-General)
Replace section 11(1)(c), (d), and (da) with:

“(0)

“(ca)

C‘(d)

to inquire at the request of the Minister or the Prime
Minister or of the Inspector-General®s own motion, but
subject to the concurrence of the Minister, into any mat-
ter where it appears that a New Zealand person has been
or may be adversely affected by any act, omission, prac-
tice, policy, or procedure of an intelligence and security
agency:

to inquire at the request of the Minister or the Prime

Minister or of the Inspector-General’s own motion into

the propriety of particular activities of an intelligence

and security-agency:

without limiting paragraph (a), to review at intervals of

notunore than 12 months—

“(i). the effectiveness and appropriateness of the pro-
cedures adopted by each intelligence and security
agency to ensure compliance with its governing
legislation in relation to the issue and execution
of warrants and authorisations; and

“(ii) the effectiveness and appropriateness of compli-
ance systems concerning operational activity, in-
cluding all supporting policies and practices of
an intelligence and security agency relating to—-
“(A) administration; and
“(B) information management; and
“(C) risk management; and
“(D) legal compliance generally:

“(da) to conduct unscheduled audits of the procedures and

compliance systems described in paragraph (d):”.

Repeal section 11(2).
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33

34

(6)

“(7)

o
o

In section T1(3), replace “(1)(e)(ii)” with “(1)(ea)”

Section 12 amended (Consultation)

Replace section 12(2) with:

The Inspector-General may-—

“(a) consult any of the persons specified in subsection (3)
about any matter relating to the functions of the In-
spector-General under section 11; and

“(b) despite section 26(1). disclose to any of the persons ¢on-
sulted any information that the Inspector-General con-
siders necessary for the purpose of the consultation.

The persons are—

“(a) the Controller and Auditor-General:

“(b)y an Ombudsman:

“(¢) the Privacy Commissioner:

“(d) a Human Rights Commissioner:

“(e) the Independent Police Conduct Authority.”

Section 15 amended (Jurisdiction of courts and other
agencies not affected)

In section 15(3), replace “or of the Privacy Commissioner™
with *, the Privacy Commissioner, a Human Rights Commis-
sioner, or the Independent Police Conduct Authority™.

Section 25 amended (Reports in relation to inquiries)

After section 25(5), insert:

As soon as practicable after receiving a report from the In-

spector-General, the Minister—

“(a) must provide his or her response to the Inspector-Gen-
eral and the chief executive of the intelligence and se-
curity agency concerned; and

“(b) may provide his or her response (o the Intelligence and
Security Committee established under section § of the
Intelligence and Security Committee Act 1996,

Subsection (6) does not apply to the extent that a report re-

lates to employment matters or security clearance issues.”
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35

“25A

i((‘l

4((7

36
)

)

)

New section 25A inserted (Publication of

Inspector-General’s reports under section 25)

After section 25, insert:

Publication of Inspector-General’s reports under section

25

As soon as practicable after forwarding a report as required by

section 25(1), the Inspector-General must make a copy of the

report publicly available on an Internet site maintained by or
on behalf of the Inspector-General.

However, the Inspector-General must not, in the copy of a

report made publicly available under subsection (1), dis-

close—

“(a) information the public disclosure of which would be
likely to prejudice the entrusting of information to the
Government of New Zealand ena basis of confidence—
“(i) by the government of any other country or any

agency of such.a government; or
“(ii) by any international organisation; or

“(b) information the public disclosure of which would be
likely to endanger the safety of any person; or

“(c) the identity of any person who is or has been an offi-
cer, employee, or agent of an intelligence and security
agency other than the chief executive, or any informa-
tion from which the identity of such a person could rea-
sonably be inferred; or

“(d)" . information the public disclosure of which would be
likely to prejudice—

“(i) the continued discharge of the functions of an
intelligence and security agency; or

“(ii) the security or defence of New Zealand or the
international relations of the Government of New
Zealand; or

“(e) any information about employment matters or security
clearance issues.”

Section 27 amended (Reports by Inspector-General)

After section 27(2)(b), insert:

“(ba) certify whether each intelligence and security agency’s
compliance systems are sound; and”.
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(2)  Insection 27(3). replace “lay a copy of the report before™ with
“present a copy of the report o™,

(3)  Insection 27(4) and (6), replace “laid before™ with “presented
to™.

(4)  After section 27(6). insert:

“(6A) As soon as practicable after a copy of the report is presented

37

39

“TA
“h

to the House of Representatives under subsection (3), the In-
spector-General must make a copy of the report (as presented
to the House of Representatives) publicly available on an Inter-
net site maintained by or on behalf of the Inspector-General.”

Part 3
Amendments to Intelligence and Security
Committee Act 1996
Principal Act
This Part amends the Intelligence and Security Committee
Act 1996 (the principal Act).

Section 6 amended (Functions of Committee)
Replace section 6(1)(e)with:
“(e)  subject {o section | 8.—

“(1) o present an annual report to the House of Rep-
resentatives on the activities of the Commitiee:
and

SN to make an annual report publicly available on
the Internet site of the New Zealand Parliament.”

New section 7A inserted (Further provisions relating to

chairperson)

After section 7, insert:

Further provisions relating to chairperson

Subsection (2) applies if—

“(a) the Committee is, in the course of conducting a finan-
cial review of an intelligence and security agency, dis-
cussing any matter relating to the performance of the
intelligence and security agency; and
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(‘(2)

“3)
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“(b) the Prime Minister is the responsible Minister under the
legislation governing the intelligence security agency.

Ifthe Prime Minister is chairing the meeting of the Committee

at which the matter is discussed,—

“(a) the Prime Minister must not act as chairperson of the
Committee; and

“(b) another member of the Committee nominated by the
Prime Minister, being one of the 2 members appointed
under section 7(1)(c), must act as chairperson.

The chairperson of the Committee may appoint either of the

following (if not already a member of the Committee) to be an

alternate chairperson to act as chairperson at the discretion of

the chairperson in the absence of the chairperson at a meeting

of the Committee:

“(a) the Deputy Prime Minister:

“(b) the Attorney-General.”

Section 18 amended (Restrictions on reports to House of
Representatives)

In section 18(1), replace “reporting” with “presenting an an-
nual report or other report™.




Government Communications Security
Bureaw and Related Legisiation
Schedule Amendment Bill

Schedule s 26
Consequential amendments

Radiocommunications Act 1989 (1989 No 148)

In section 133A(2)(¢)(ii). replace “foreign intelligence™ with “intelli-
gence about the capabilities, intentions, and activities of foreign per-
sons and foreign organisations™.

Repeal section 133A(3)(a).

Search and Surveillance Act 2012 (2012 No 24)
In section 47(1)(c)(ii), replace “177 with “15A(1)(a)".

Telecommunications (Interception Capability) Act 2004 (2004
No 19)

In section 3(1). definition of interception warrant, paragraph (c).
replace 17" with “15a(1)(a)".

In section 3(1), definition of other lawful interception authority,
replace paragraph (a)(ii) with:

(1) to access an information infrastructure (within
the meaning of the Government Communica-
tions Security Bureau Act 2003) that is granted
under section 15A(1)(b) of that Act; and™.
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Cabinet CAB Min (13) 14/1

Copy No: -4

Minute of Decision

This docurient contains information for the New Zealand Cabinel It must be Ireated in confidence and
handled v accardance with any securily classification, or other endorsement Fhe informetion can only be
released, including under the Official Information Act 1982, by persons with the' appropriate authority.

Government Communications Security Bureau and Related Legislation
Amendment Bill: Approval for Introduction

Partfalios: Minister Responsible for the GCSB / Minister in Charge of the NZSIS

On 6 May 2013, Cabinet:

Background

I noted that in December 2012, the Cabinet Commiifee on Domestic and External security
(DES):
i agreed that a bid be prepared for the 2013 Legislation Programme for an Intelligence

and Security Bill with a categoryl priority (must be passed in 2013%
b2 noted that the Bill would beenacted by August 2012;

[DES Min (12) 4/1-1]

Government Communications Security Bureau and Related Legislation Amendment
Bill

2 noted that the Goverrimeni Conumunications Security Bureau and Related Legislation
Amendment Bill'¢the Amendment Ball) is an ammibus Bill that amends the Government
Communications Security Bureau Act 2003 the Inspector-General of Intelhieence and
Security Act 1996, and the hitelligence and Securtty Commitiee Act 1996

3 noted that on 22 April 2013 Cabinet authorsed 1 group of Ministers (Joint Ministers),
compusing the Prime Minister. Hon Bill En glhish, Hon Steven Jovee. Hon Christopher
Biilayson and Hon Amy Adams to have Power to Actio finalise the intelligence bill and the
interception and network secunty bill for introduction. subjeet to final consideration by
Cabinet on 6 May 2013 [CAB Min (153) 137241

4 noted that on 2 May 2013, Jaint Ministers approved the contents of the Amendment Bill for
mtroduction;

5 confirmed the decision by Joint Ministers to approve for imtroduction the Government
Communications Security Bureau and Related Legislation Amendment Bill
[PCO 17322/9.0]:

iy agreed that the Amendment Bill be introduced under urgency in the week of 6 May 2013;

Sy s6(a) I
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7 agreed that the government propose that the Amendment Bill be:
7.1 referred to the Intelligence and Security Committee for consideration;

7.2 reported back by 26 July 2013,

7.3 enacted by August 2013,

Yeboeon %Cﬁtwid-gc

Secretary of the Cabinet Reference: CAB (13) 239

Distribution (see over):
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Cabinet CAB (14) 324

Copy No: X L

Summary of Paper 20 June 2014

This document contains information for the New Zealand Cabinet. It must be treated in confidence and
handled in accordance with any security classification, or other endorsement. The information can only he
released, including under the Official Information Act 1982, by persons with the appropriate authority.

New Zealand Intelligence Community Strategy, Capability and
Resourcing Review: Commencement and Policy Expectations

Portfollos Primme Minister / Finance

Purpose This paper notes that the New Zealand Intelligence Community (NZ1C) has
commenced a Stratepy, Capability and Resourcing Review (SCRR), and seeks
agreement to endorse provisional policy expectations for the NZIC for the
purposes of the SCRR.

Previous See the summary helow,
Consideration
[Not in Scope - plus the following 6 pages removed as not in scope]
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[Not in Scope]
12 The March 20138 Review of Compliance ai the GCSB by Rebecea Kitteridge highlighted
the difficuliies in interpreting the GCSB A( tand the need to improve the compliance
framework for the GCSB to ensure that it is z»u'i' ing in ;J(:(:()rd nee with the law. This led (o

s6(a)

a range of legislative amendments (61 h( GOSE Act and changes 1o the GCSB's

Corn >ha nee framework. In addition amendmenis were m (—u!e to the Inspect G(\ neral of
Intelligence and Security Act 1996 (IGIS Act) and the ISC Act to strengthen | 'im external
aversight of the Q(;QE’ nd Ma;:, Jnder the Telecommunications (Interception,
Capabilily and Secuiity) Act 2013 (TICSA), the GCSE was also given a requlalory role

~ e

for the first time. Thedinancial impact of the changed GCSB Act, enhanced oversight and
the GCSBE's new regulatory role were (o be et fm m oexisling NZIC baselines: the \Ml(,

ite

has consequently repriorilised expenditure from its intellicence and security um; s o

meet these new neods

Not in S@a‘pe - plus the following 9 pages removed as not in sz:txpe}
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