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21 May 2025 
 

Ref: OIA-2024/25-0845 
Dear  
 
Official Information Act request relating to policies and protocols that apply to the 
National Assessments Bureau for the use and security of information technology 
 
Thank you for your Official Information Act 1982 (the Act) request transferred in part to the 
Department of the Prime Minister and Cabinet (DPMC) on 28/04/2025. Your request dated 
25/03/2025 was made to the Government Communications Security Bureau (GCSB). Part [5] 
of your request asked about the National Assessments Bureau (NAB) policies and practices. 
NAB is located within DPMC and so Part [5] of your request as it related to the NAB was 
transferred to DPMC. Your full request is quoted below with the part transferred to DPMC in 
bold and underlined (numbering has been added for ease of reference): 
 

“Following the story of the US administration’s use of the app Signal I am 
interested in learning more about the GCSB’s use of the app and phone 
communication in general. 
 

[1] Are there policies in place to regulate the downloading of third party 
apps such as Signal? 

[2] What security measures are in place to encrypt information that is 
sent from one GCSB mobile device to another? 

[3] What happens if a GCSB mobile device is lost? 
[4] How often are GCSB mobile devices replaced? 
[5] Are these the same policies/practices/protocol applied at NZSIS 

and NAB? 
[6] I expect that communication regularly takes place between the 

Director-General  of the GCSB and the Director-General of NZSIS. 
How many phones calls were made/received so far in 2025? 

[7] How many text messages were sent/received? Is it possible to have 
the text messages, or to be advised what the subject matter was 
about? 

[8] I am interested in text messages / iMessages / WhatsApp messages / 
Signal messages between the two parties, as well as with Nicky 
Haslem, so far in 2025 

[9] I am interested in the text messages/ iMessages / WhatApp 
messages / Signal messages between the GCSB Director-General 
and Minister Collins, so far in 2025. 

I understand that for security reasons you may not be able to release all the 
information to me. But I appreciate you considering my request.” 

 
We have interpreted Part [5] of your request as it relates to NAB to be asking about the 
policies, procedures and protocols for the use and security of information technology 
(including mobile phones) by NAB staff. 
 
NAB staff are covered by the same policies for information technology use and security as all 
DPMC officials. DPMC does not hold information on the policies, practices or protocols that 
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Applies to 

3. This policy applies to everyone in DPMC and NEMA, including permanent, fixed-term,
secondee, casual and agency temporary staff, self-employed and independent contractors1

(together referred to in this policy as ‘staff’), regardless of position or seniority.

4. It applies to all premises and places where employees legitimately conduct departmental
business, and all information, resources, and assets that DPMC owns or is accountable for.

Background 

5. DPMC and NEMA perform a range of functions which are exposed to a variety of potential
security threats, and each present a unique security risk profile. It is important that we
understand and respond to these risks in a managed and consistent way in order to protect
national interests, personal privacy and DPMC and NEMA’s reputation.

Principles of Security Management and Governance 

6. DPMC and NEMA will:

a. maintain a governance structure that enables effective management of a secure
operating environment and ensures the confident and secure conduct of departmental
business

b. follow a risk-based approach to ensure the safety of staff and visitors, the protection of
departmental premises and assets, and the security of information

c. develop and maintain a protective security framework and work programme to address
priorities and meet specific business needs. These will be regularly reviewed and
updated as required and will enable regular reporting on organisational maturity and
security awareness

d. ensure that all staff receive security good practice education and understand security
requirements and risks relative to their role and will promote a culture that supports and
encourages effective security practices across the department

e. investigate security incidents quickly and effectively and take corrective action as
appropriate, and

f. maintain a business continuity management programme to ensure continued
availability of essential services and assets during an emergency incident, or in the
case of heightened threat levels.

Personnel Security 

7. Our recruitment and ongoing staff management processes will ensure that all staff are
eligible and suitable to have ongoing access to New Zealand government information and
resources at levels of classification appropriate for their role.

8. We will follow consistent processes for the application and granting of national security
clearances and ensure that staff in these roles have appropriate security clearances and

1  For the avoidance of doubt, the reference to contractors including any Treasury staff, including permanent, fixed term, secondee, 
casual and agency temporary staff, self-employed and independent contractors, providing services to DPMC (or any departmental 
agency or functional chief executive hosted by DPMC) under the Central Agencies Shared Services (CASS) agreement. 
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