Enhancing the cyber security of
New Zealand’s critical infrastructure

system

Digitally resilient critical infrastructure services to power
New Zealand’s economy and protect our communities
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Two key questions

What are the infrastructure services most critical to our
economy and communities that they should be
safeguarded against harm?

What should the depth of the cyber defences of these
infrastructure services be?
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Defining critical infrastructure

Seven essential services are
proposed initially:
« Communications and data

* Defence CRITICAL

. Energy INFRAS TRUC TURE
* Finance

* Health ESSENTIAL

° Transport INFRASTRUCTURE
 Water

INFRASTRUCTURE

Critical infrastructure of national significance: the components
providing essential services that, if disrupted, would have severely
debilitating national consequences. e.g. core components for the

operation of the national grid.

Critical infrastructure: the components providing essential services
that, if disrupted, would have national or otherwise significant and/or
widespread consequences, e.q. electricity generation over 30MW in
aggregate.

Essential infrastructure: the components providing essential services
that are necessary for public order, public safety, public health, national

security or the functioning of the economy or society of the whole or part
of New Zealand, e.g. electricity generation, transmission and distribution.

Infrastructure includes networks that provide services like
communications, energy, transport and water and social infrastructure
like education and research facilities, justice precincts and community
facilifies like parks and stadiums.

« Critical Components: the components that are necessary to the delivery of the relevant essential service, as
determined by a reasonable person in the same set of circumstances
« Components: assets, information, networks, systems, suppliers, people and processes
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Improve information flows between critical infrastructure and

government

Information flows to government

» Operations, including critical components
» Ownership and control

» Dependencies and interdependencies

Voluntary information exchange
* Critical infrastructure entities and government
* Information on risks and mitigations

Information flows between critical infrastructure entities
* e.g. restoration times

Information on cyber incidents
» Report all cyber incidents regularly
» Report all significant cyber incidents as soon as practicable

Information could only be...

« used consistent with the
purpose of critical
infrastructure security or
preserving national security
or public order.

shared with specified
government agencies that have a
role in ensuring the security and
ongoing operation of the critical
infrastructure system.

disclosed to other organisations
if necessary preserve national
security or public order.



Set minimum cyber risk management requirements

|dentify components that are critical to the
delivery of essential services

|dentify cyber risks that are material to
critical components

Treat material cyber risks to critical
components as far as reasonably
practicable

Align with an international cyber security
framework

Directors responsible for meeting minimum
requirements

STEP 1
Criticality
assessment

Identify the

most important
components

for providing
essential services
(including the
workforce and
goods and
services provided
by third parties).

STEP 2

Risk identification,

exposure and
vulnerability

Assess material
risks that could
affect critical
components.

il

STEP 3

Impact
assessment

Evaluate the
impact material
risks will likely
have on critical
components
(including impact
on value chains
and supply
chains).

STEP 4

Risk treatment,
incident planning
and investment

Develop and
implement
specific actions
to reduce risk
and enhance
security.

STEP 5

Monitor,
evaluate
and report

Review and
report on the
effectiveness of
risk reduction
actions to
confirm
compliance and
inform the risk
management
programme’s
next cycle.



A power to direct the management of cyber threats for
national security reasons

Only when...
 the national security threat is significant
, , _ Could include requiring a critical
- adequate and good-faith consultation with the infrastructure entity to accept
relevant entity(ies) has occurred support from the NCSC to help
o _ resolve cyber incidents that are
* the proposed action is proportionate, a threat to national security.

necessary and has a reasonable likelihood of
success

 there is no alternative to the proposed action.
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Ensuring and new requirements enhance cyber security

. . CATEGORY OF EXAMPLE COMPLIANCE TOOLS

° Compliance nOticeS Minor breach 3 Tar-geted edu.cation.
° Written warning.
° |ega”y blndlng agreements e  Increased monitoring assessments.
.. . . Administrative fine of up to $50,000.
° non-CI'ImIna| monetary pena|tIeS Minor to moderate o Compliance notice or enforceable undertaking.
breach . Increased monitoring assessment.

« criminal prosecution

° Information request or inspection.
o Civil pecuniary penalty of up to $100,000.

Compliance WOUld be Staged and have an Moderate breach o Compliance notice or enforceable undertaking.
o Civil pecuniary penalty of up to $200,000.

Inltlal fOCUS on prOViding information and Serious breach o Compliance notice or enforceable undertaking.

guidance e  Criminal penalty of up to $2 million or up to 1 percent of
annual turnover, whichever is greater (for an entity).

o Criminal penalty up to $100,000 (for a director).
Critical breach o Compliance notice or enforceable undertaking.

o Criminal penalty of up to $5 million or up to 2 percent of
annual turnover, whichever is greater (for an entity).

o Criminal penalty up to $500,000 (for a director).



We need your feedback

L

Definitions and thresholds for critical
infrastructure?

Measures to enhance cyber security?

The costs of enhancing cyber security?

Wellington
Online
Auckland
Hamilton
Christchurch
Queenstown
Dunedin

Online

19 March
20 March
23 March
24 March
25 March
26 March
27 March
30 March

7:30-9am
12-1:30pm
7:30-9am
12-1:30pm
7:30-9am
12-1:30pm
12-1:30pm
12-1:30pm

https://www.dpmc.govt.nz/our-programmes/national-security/critical-infrastructure
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